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Introduction

EtherAuthority was contracted by the EasyFarm team to perform the Security audit of the
EasyFarm Protocol smart contracts code. The audit has been performed using manual
analysis as well as using automated software tools. This report presents all the findings

regarding the audit performed on December 6th, 2021.

The purpose of this audit was to address the following:

- Ensure that all claimed functions exist and function correctly.

- Identify any security vulnerabilities that may be present in the smart contract.

Project Background

EasyFarm protocol is a smart contract, having functionality like mint, burn, add new pool,

claim, etc.
Audit scope
Name Code Review and Security Analysis Report for
EasyFarm Protocol Smart Contracts
Platform BSC / Solidity
File 1 EasyFarmToken.sol

File 1 MD5 Hash

11455D11E43557E3686F46A260AC6FCC

File 2

EasyFarmCore.sol

File 2 MD5 Hash

9606A469A5E31D6FEA354D4DF4059A44

Updated File 2 MD5 Hash

3EB03D539283E38E325E5DB6B484CCD6

File 3

LaunchEFT.sol

File 3 MD5 Hash

8A3B1B55F008640E279248D3799CDADA

Updated File 3 MD5 Hash

97497A654FB21803BD28084C14B96C0C

Audit Date

December 6th, 2021
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Claimed Smart Contract Features

Claimed Feature Detail Our Observation

File 1 EasyFarmToken.sol YES, This is valid.
e Decimal: 18
e The EasyFarmToken Owner can access

functions like: mint.

File 2 EasyFarmCore.sol YES, This is valid.
e The EasyFarmCore Owner can set
StartBlock, LockBlock, Strategy.
e The EasyFarmCore Auth can set dev and
market addresses.
e The EasyFarmCore Gov can set rewards per
block, EarnThreshold, DevPercents,

MarketPercents, Gover, etc.

File 3 LaunchEFT.sol YES, This is valid.
e The LaunchEFT Owner can access the set
EndBlock , LockBlock, MinSupport, Extralnfo,

TotalLaunch, Invitelnfo, withdraw,etc.
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Audit Summary

According to the standard audit assessment, Customer's solidity smart contracts are
“Secured”. This token contract does contain owner control, which does not make it fully
decentralized.

Insecure Poor secured Secure Well-secured

You are here

We used various tools like Slither, Solhint and Remix IDE. At the same time this finding is
based on critical analysis of the manual audit.

All issues found during automated analysis were manually reviewed and applicable
vulnerabilities are presented in the Audit overview section. General overview is presented
in AS-IS section and all identified issues can be found in the Audit overview section.

We found 0 critical, 0 high, 0 medium and 3 low and some very low level issues.
These issues are not critical ones.

Major issues have been resolved/acknowledged in updated code.

Investors Advice: Technical audit of the smart contract does not guarantee the ethical
nature of the project. Any owner controlled functions should be executed by the owner with
responsibility. All investors/users are advised to do their due diligence before investing in

the project.
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Technical Quick Stats

Main Category Subcategory Result

Contract Solidity version not specified Passed

Programming Solidity version too old Passed

Integer overflow/underflow Passed

Function input parameters lack of check Passed

Function input parameters check bypass Passed

Function access control lacks management Passed

Critical operation lacks event log Passed

Human/contract checks bypass Passed

Random number generation/use vulnerability N/A

Fallback function misuse Passed

Race condition Passed

Logical vulnerability Passed

Features claimed Passed

Other programming issues Passed

Code Function visibility not explicitly declared Passed

Specification Var. storage location not explicitly declared Passed

Use keywords/functions to be deprecated Passed

Unused code Passed

Gas Optimization “Out of Gas” Issue Passed
High consumption ‘for/while’ loop

High consumption ‘storage’ storage Passed

Assert() misuse Passed

Business Risk The maximum limit for mintage not set Passed

“Short Address” Attack Passed

“‘Double Spend” Attack Passed

Overall Audit Result:

PASSED

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Code Quality

This audit scope has 3 smart contract files. Smart contracts contains Libraries, Smart

contracts, inherits and Interfaces. This is a compact and well written smart contract.

The libraries in EasyFarm Protocol are part of its logical algorithm. A library is a different
type of smart contract that contains reusable code. Once deployed on the blockchain (only
once), it is assigned a specific address and its properties / methods can be reused many

times by other contracts in the EasyFarm Protocol.

The EasyFarm Protocol team has not provided scenario and unit test scripts, which would

have helped to determine the integrity of the code in an automated way.

Code parts are not well commented on smart contracts.

Documentation

We were given an EasyFarm Protocol smart contracts code in the form of a code.The

hash of that code is mentioned above in the table.
As mentioned above, code parts are not well commented. So it is not easy to quickly
understand the programming flow as well as complex code logic. Comments are very

helpful in understanding the overall architecture of the protocol.

Another source of information was its official website https://easyfarm.me which provided

rich information about the project architecture and tokenomics.

Use of Dependencies

As per our observation, the libraries are used in this smart contracts infrastructure that are

based on well known industry standard open source projects.

Apart from libraries, its functions are used in external smart contract calls.

This is a private and confidential document. No part of this document should
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AS-IS overview

EasyFarmToken.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | onlyMinter modifier Passed No Issue
3 | mint write access only No Issue
Minter
4 | burn write Passed No Issue
5 | totalBurned write Passed No Issue
6 | setMinter write Critical operation Refer Audit
lacks event log Findings
7 transfer internal Passed No Issue
8 | delegates external Passed No Issue
9 | delegate external Passed No Issue
10 | delegateBySig external Critical operation Refer Audit
lacks event log Findings
11 | getCurrentVotes external Passed No Issue
12 | getPriorVotes external Passed No Issue
13 | delegate internal Passed No Issue
14 | moveDelegates internal Passed No Issue
15 [ writeCheckpoint internal Passed No Issue
16 | safe32 internal Passed No Issue
17 | getChainld internal Passed No Issue
18 | name read Passed No Issue
19 | symbol read Passed No Issue
20 | decimals read Passed No Issue
21 | totalSupply read Passed No Issue
22 | balanceOf read Passed No Issue
23 | transfer write Passed No Issue
24 | allowance read Passed No Issue
25 | approve write Passed No Issue
26 | transferFrom write Passed No Issue
27 | increaseAllowance write Passed No Issue
28 | decreaseAllowance write Passed No Issue
29 | transfer internal Passed No Issue
30 | mint internal Passed No Issue
31| burn internal Passed No Issue
32 | approve internal Passed No Issue
33 | beforeTokenTransfer internal Passed No Issue
34 | afterTokenTransfer internal Passed No Issue
35 [ owner read Passed No Issue
36 | onlyOwner modifier Passed No Issue
37 | renounceOwnership write access only No Issue
Owner

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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38 | transferOwnership write access only No Issue
Owner
39 [ transferOwnership internal Passed No Issue
EasyFarmCore.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | nonReentrant modifier Passed No Issue
3 | owner read Passed No Issue
4 | onlyOwner modifier Passed No Issue
5 | renounceOwnership write access only No Issue
Owner
6 | transferOwnership write access only No Issue
Owner
7 transferOwnership internal Passed No Issue
8 | onlyAuth modifier Passed No Issue
9 | onlyGov modifier Passed No Issue
10 | validatePid modifier Passed No Issue
11 | receive external Passed No Issue
12 | add write Passed No Issue
13 | deposit write Passed No Issue
14 | withdraw write Passed No Issue
15 | withdrawAll write Passed No Issue
16 | claim write Passed No Issue
17 | claimAll write Infinite Loop Refer Audit
Findings
18 | claim internal Passed No Issue
19 | deposit internal Passed No Issue
20 | withdraw internal Passed No Issue
21 | earn write Passed No Issue
22 | updatePool write Passed No Issue
23 | pendingAll read Infinite Loop Refer Audit
Findings
24 | pendingReward read Passed No Issue
25 | incReward internal Passed No Issue
26 | getPoolLength external Passed No Issue
27 | getPoollnfo external Passed No Issue
28 | getUserInfo external Passed No Issue
29 | getTotalRewardPerBlock external Passed No Issue
30 | setStartBlock external access only No Issue
Owner
31 | setLockBlock external access only No Issue
Owner
32 [ setStrategy external Passed No Issue
33 | setRewardPerBlock write access only Gov No Issue

This is a private and confidential document. No part of this document should
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34 | setEarnThreshold write Passed No Issue
35 | setDevPercents write Critical operation Refer Audit
lacks event log Findings
36 | emergencyWithdrawStrateg write Passed No Issue
y
37 | setMarketPercents write access only Gov No Issue
38 | setGover external access only Gov No Issue
39 | setDev write access only Auth No Issue
40 | setMarket write access only Auth No Issue
41 | safeEFTTransfer internal Passed No Issue
LaunchEFT.sol
Functions
SI. Functions Type Observation Conclusion
1 [ constructor write Passed No Issue
2 [ owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write Passed No Issue
5 | transferOwnership write Passed No Issue
6 transferOwnership internal Passed No Issue
7 | support write Passed No Issue
8 | claim write Passed No Issue
9 | pending read Passed No Issue
10 | burnRemain read Passed No Issue
11 | getPrice read Passed No Issue
12 | getUserReferral external Passed No Issue
13 | getUserInfo external Passed No Issue
14 | getLaunchinfos external Passed No Issue
15 | setEndBlock external access only No Issue
Owner
16 | setLockBlock external access only No Issue
Owner
17 | setMinSupport external access only No Issue
Owner
18 | setExtralnfo external access only No Issue
Owner
19 | setTotalLaunch external access only No Issue
Owner
20 | setlnvitelnfo external access only No Issue
Owner
21 | withdraw external access only No Issue
Owner

This is a private and confidential document. No part of this document should
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Severity Definitions

Description

Critical vulnerabilities are usually straightforward to exploit
and can lead to token loss etc.

High-level vulnerabilities are difficult to exploit; however,
they also have significant impact on smart contract
execution, e.g. public access to crucial

Medium-level vulnerabilities are important to fix;
however, they can’t lead to tokens lose

Low-level vulnerabilities are mostly related to outdated,
unused etc. code snippets, that can’t have significant
impact on execution

Lowest-level vulnerabilities, code style violations and info
statements can’t affect smart contract execution and can
be ignored.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Audit Findings

Critical Severity

No Critical severity vulnerabilities were found.

No High severity vulnerabilities were found.

Medium
No Medium severity vulnerabilities were found.
Low

(1) Possible gas consuming loop / Infinite Loop: EasyFarmCore.sol

In claimAll, pendingAll functions for loops do not have poolinfo length limit , which costs
more gas.

Resolution: We suggest setting the upper bound in for loops.

Status:

(2) Function input parameters lack of check: EasyFarmCore.sol
Variable validation is not performed in below functions:
e deposit = _amount
e withdraw = _amount
Resolution: We advise to put validation like:
e integer type, variable should be greater than 0
e address type variable should not be address(0).
Status: Fixed.

(3) Transfer 0 token:

EasyFarmCore.sol

In the _withdraw function, O tokens are transferred.
LaunchEFT.sol

In the claim and burnRemain functions, 0 tokens are transferred.

Resolution: We suggest checking the amount should be greater than 0 before transfer.

This is a private and confidential document. No part of this document should
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Status: Fixed.

Very Low / Informational / Best practices:

(1) Critical operation lacks event log:

Some event need to log:

EasyFarmToken.sol

setMinter

delegateBySig

EasyFarmCore.sol

add

setStrategy
emergencyWithdrawStrategy
setDevPercents

setEarnThreshold

Resolution: We suggest writing an event log for listed events.

Status: Fixed. Added logs for required events add, setStrategy,

emergencyWithdrawStrategy, setEarnThreshold

This is a private and confidential document. No part of this document should
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Centralization

This smart contract has some functions which can be executed by the Admin (Owner)
only. If the admin wallet private key would be compromised, then it would create trouble.

Following are Admin functions:

e mint: The EasyFarmToken Minter can access _mint().

e setMinter: The EasyFarmToken owner can set minter status.

e add: The EasyFarmCore owner can add a new pool.

e setStartBlock: The EasyFarmCore owner can set the start block.

e setLockBlock: The EasyFarmCore owner can set lock blocks.

e setStrategy: The EasyFarmCore owner can set strategy addresses.

e setRewardPerBlock: The EasyFarmCore Gov owner can set rewards per block.

e setEarnThreshold: The EasyFarmCore Gov owner can set an earn threshold.

e setDevPercents: The EasyFarmCore Gov owner can set dev percentages.

e setMarketPercents: The EasyFarmCore Gov owner can set market percentage.

e setGover: The EasyFarmCore Gov owner can set gover address.

e setDev: The EasyFarmCore Auth owner can set the dev address.

e setMarket: The EasyFarmCore Auth owner can set the market address.

e setEndBlock: The LaunchEFT owner can set the end block.

e setLockBlock: The LaunchEFT owner can set the lock block.

e setMinSupport: The LaunchET owner can set min support.

e setExtralnfo: The LaunchET owner can set extra information of _extraRemain and
_extraRate.

e setTotalLaunch: The LaunchET owner can set _totalLaunch.

e setlnvitelnfo: The LaunchET owner can set invite information of level and discount.

e withdraw: The LaunchET owner can withdraw balance.

This is a private and confidential document. No part of this document should
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Conclusion

We were given a contract code. And we have used all possible tests based on given
objects as files. We observed some issues in the smart contracts, but they are not critical

ones and some of them have been resolved. So, it’s good to go to production.

Since possible test cases can be unlimited for such smart contracts protocol, we provide
no such guarantee of future outcomes. We have used all the latest static tools and manual

observations to cover maximum possible test cases to scan everything.

Smart contracts within the scope were manually reviewed and analyzed with static
analysis tools. Smart Contract’s high-level description of functionality was presented in the

As-is overview section of the report.

Audit report contains all found security vulnerabilities and other issues in the reviewed

code.

Security state of the reviewed contract, based on standard audit procedure scope, is

“Secured”.
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Our Methodology

We like to work with a transparent process and make our reviews a collaborative effort.
The goals of our security audits are to improve the quality of systems we review and aim
for sufficient remediation to help protect users. The following is the methodology we use in

our security audit process.

Manual Code Review:

In manually reviewing all of the code, we look for any potential issues with code logic, error
handling, protocol and header parsing, cryptographic errors, and random number
generators. We also watch for areas where more defensive programming could reduce the
risk of future mistakes and speed up future audits. Although our primary focus is on the
in-scope code, we examine dependency code and behavior when it is relevant to a

particular line of investigation.

Vulnerability Analysis:

Our audit techniques included manual code analysis, user interface interaction, and
whitebox penetration testing. We look at the project's web site to get a high level
understanding of what functionality the software under review provides. We then meet with
the developers to gain an appreciation of their vision of the software. We install and use
the relevant software, exploring the user interactions and roles. While we do this, we
brainstorm threat models and attack surfaces. We read design documentation, review
other audit results, search for similar projects, examine source code dependencies, skim

open issue tickets, and generally investigate details other than the implementation.

This is a private and confidential document. No part of this document should
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Documenting Results:

We follow a conservative, transparent process for analyzing potential security
vulnerabilities and seeing them through successful remediation. Whenever a potential
issue is discovered, we immediately create an Issue entry for it in this document, even
though we have not yet verified the feasibility and impact of the issue. This process is
conservative because we document our suspicions early even if they are later shown to
not represent exploitable vulnerabilities. We generally follow a process of first documenting
the suspicion with unresolved questions, then confirming the issue through code analysis,
live experimentation, or automated tests. Code analysis is the most tentative, and we
strive to provide test code, log captures, or screenshots demonstrating our confirmation.

After this we analyze the feasibility of an attack in a live system.

Suggested Solutions:

We search for immediate mitigations that live deployments can take, and finally we
suggest the requirements for remediation engineering for future releases. The mitigation
and remediation recommendations should be scrutinized by the developers and
deployment engineers, and successful mitigation and remediation is an ongoing

collaborative process after we deliver our report, and before the details are made pubilic.
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Disclaimers

EtherAuthority.io Disclaimer

EtherAuthority team has analyzed this smart contract in accordance with the best industry
practices at the date of this report, in relation to: cybersecurity vulnerabilities and issues in
smart contract source code, the details of which are disclosed in this report, (Source
Code); the Source Code compilation, deployment and functionality (performing the
intended functions).

Due to the fact that the total number of test cases are unlimited, the audit makes no
statements or warranties on security of the code. It also cannot be considered as a
sufficient assessment regarding the utility and safety of the code, bugfree status or any
other statements of the contract. While we have done our best in conducting the analysis
and producing this report, it is important to note that you should not rely on this report only.
We also suggest conducting a bug bounty program to confirm the high level of security of
this smart contract.

Technical Disclaimer

Smart contracts are deployed and executed on the blockchain platform. The platform, its
programming language, and other software related to the smart contract can have their
own vulnerabilities that can lead to hacks. Thus, the audit can’t guarantee explicit security
of the audited smart contracts.
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Appendix

Code Flow Diagram - EasyFarm Protocol

EasyFarmToken Diagram
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EasyFarmCore Diagram

© EasyFarmCore

Ownable
ReentrancyGuard

mnSafeMath for wint258
WSafeERC20 for [ERC20
mAddress for address

© address ETH_ADDR

£ F Tok O uint256 BASE_MUMBER
© asyrarmioken © EasyFarmToken aft

© address gover

S‘iﬁjﬂb O address devAdr
© uint258 devPercents
© address marketAder
© uint258 marketPercents
O uint256 startBlock
@ uint256 lockBlock
© uint258 totalReardPerBlock
© uint256=>mapping address=>Userinfo userinfo
© Poolnfo poolnfo
© uint256=>address tokenStrategy

SafeMath for wint256

© uint258 supplyRemain

O uint256 _totalBurned

bool isMinter

address _delegates

© address=>mapping wint32=>Checkpoint checkpoints
© address=>uint32 numCheckpoints

© bytes32 DOMAIN_TYPEHASH ® &_ constructor_ ()
© bytes32 DELEGATION_TYPEHASH @ add()

© address=>UiNt256 nonces ® ddeposit()

@ withdraw()

] frﬁonstructor,() @ withdrawall()

g g::”% @ claim()

O © claimAl()
alBurned() < _claim()

© sethinter() © _deposit()

< _transfer() < “withdraw()

© Cudelegates() ® san()

@ delegate() ) @ updatePool()

@ delegateBySia() @ QpendingAll;)

® C\getCu_lrremVotes() © QpendingReward()

@ QugetPriorvaotes() < Q_incReward()

< _delegate() g

@ QgetPoolLength()

@ QgetPoolinfal)

@ OgetUserinfol)

® QgetTotalRewardPerBlock()

© _moveDelegates()
@ _wirteCheckpoint()
< Qsafe32()

< OgetChainld()

- © setStartBlock()
\ © setlockBlock()
\ @ setStrategy()
\ © setRewardPerBlock()
\ @ setEarnThreshold()
\ @ setDevPercents()
\ @ setMarketPercents()
\ @ setGover()
\ | ® setDew()
| © sethlarket()
| < _sateEFTTransfer()
\ T T v
1 ] 1
b | 1
(for wint256 [for IERCG20 |
' | \
' ' \
(©) ercao , |
Context / "l ,'l '.
IERC20 B A |
IERC20Metadata / ' | .
Lint256 _balances < 7 !
O address==mapping address=>uint256 _allowances T .
O uint256 _totalSupply @ @ :
o string _name ownante @) sareerc2o | -
O string _symbol ~
= Context © QryAdd() ! © ReentrancyGuard
@ __constructor__() < QtrySub() nAddress for address ]
@ Oname() & Qtryhul() o
i safeTransfer() O uint256 NOT _ENTERED
° &:mhn\l() SfacdiessPaway g &:’Va"’é) © safeTransferFrom() for address O Uint256 _ENTERED
scimals() © _ constructor__() ryModQ) © safeApprove() [ O Lint256 _status
© QotalSupply() @ Euwner() - © Qadd() < safelncreaseAlowance() !
gtﬂ.ba\?nceoﬂ) @ renouncedwnership() g &suklz() < safeDecreasefllowance() | © _constructor__()
2 é:;:,:”;ceo @ transferOwnership() . :\:}:(()) B _callOptionalReturn()
e < _transfell'ownershlp() & amodl v A
@ transferFrom() L 1
© increaseAlowance() | | I
© decreaseAllowance() | 1
< _transfer() | \ I
& _mirt() [ | |
< _burni) N |
< _approve() | . 1
< _beforeTokenTransfer() } \
< _afterTokenTransfer() | It !

| |@ rerceovetadata

| @ Context < QiisContract()

| IERC20 < sendValue()

| < functionCall()

[ 2 3232230 g aﬂz:g:tn:;ro < funetionCallvith\alue)
I' @ Qdecimals() — © QfunctionStaticCall)

(@ rercao

o QtotalSupply()
@ QbalanceOf()
@ transfer()
@ Qallowance()
@ approve()
@ transferFrom()

< functionDelegateCall()
< QuverifyCallResult()

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




LaunchEFT Diagram
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Slither Results Log

Slither log >> EasyFarmToken.sol

INFO:Detectors:
EasyFarmToken. writeCheckpoint({address,uint32,uint256,uint256) (EasyFarmToken.sol#949-967) uses a dangerous strict eguality
- nCheckpoints = @ && checkpoints[delegatee][nCheckpoints - 1].fromBlock == blockNumber (EasyFarmToken.sol#959)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dangerous-strict-equalities
INFO:Detectors:
EasyFarmToken 256 ) . _ ( rmToken.sol#705) shadows:
- ERC20. (EasyF en. |
asyFarmToken i i _sy armToken.so ) shadows:
cal-variable-sha

#missing-events-arithmetic
(EasyFarmToken.sol#812-853) uses timestamp for comparisons

.timestamp <= exp (EasyFarmToken.sol#851)
/ iki/Detec cumenta ock-timestamp

assembly

Documentat ion#assemb

used and

cumentatio
a version too recent to be trusted. Consider deploying with
H of ector-Documentat ion#incorrect-versions-of-solidity
INFD Detector
Parameter Eas z 25 0 yF 7 is not in mixedCase
Parameter Eas i

Parameter Eas amount ‘EcS';

_minter (Ea
sta ‘tL,s 'Ec

nformance-to-solid ity-naming-cenventions

burn{uint2s

totalBurne
cumentation#public- function-that-could-be-declared-external

wtth 75 detectors) 41 result(s) found

sate and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
Email: audit@EtherAuthority.io




Slither log >> EasyFarmCore.sol

INFO:Detectors:
EasyFarmCore.earn({uint256) (EasyFarmCore.sol#1514-1535) sends eth to arbitrary user
Dangerous calls:
- address(strategyAddr).transfer(bal) (EasyFarmCore.sol#1528)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#functions-that-send-ether-to-arbitrary-destinations
INFO:Detectors:
EasyFarmCore._safeEFTTransfer(address,uint256) (EasyFarmCore.sol#1677-1684) ignores return value by eft.transfer(_to,eftBal) (EasyFarmCor
e.501#1630)
EasyFarmCore._safeEFTTransfer(address,uint256) (EasyFarmCore.sol#1677-1684) ignores return value by eft.transfer(_to,_amount) (EasyFarmCo
re.sol#1682)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#unchecked-transfer
INFO:Detectors:
EasyFarmToken._writeCheckpoint{address,uint32,uint256,uint256) (EasyFarmCore.sol#1292-1316) uses a dangerous strict equality:
- nCheckpoints = 0 &% checkpoints[delegatee][nCheckpoints - 1].fromBlock == blockNumber (EasyFarmCore.sol#1382)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dangerous-strict-equalities
INFO:Detectors:
Reentrancy in EasyFarmCore._deposit(address,uint256,uint256) (EasyFarmCore.sol#1471-1485):
External calls:
- _claim(_userAddr,_pid) (EasyFarmCore.sol#1472)
- eft.transfer(_to,eftBal) (EasyFarmCore.sol#1680)
- eft.transfer(_to,_ amount) (EasyFarmCore. sol#lﬁBz\
- eft.mint({address(this), lncReuard\ (EasyFarmCore. 501#154?)
- eft.mint({devAddr,devReward) (EasyFarmCore.sol#1550)
- eft.mint(marketAddr,marketReward) (EasyFarmCore.sol#1552)
IEasyFarnStrategyfstrategynddr\ clalwfpool depos itToken) (EasyFarmCore.sol#1466)
- IERCzprool depositToken).safeTransferFrom(_useraddr, addressfthls\ _amount) (EasyFarmCore.sol#1477
State variables written after the call(s):
- pool.totalDeposited = pool.totalDeposited.add(_amount) (EasyFarmCore.sol#1479)
- user.amount = user.amount.add(_amount) (EasyFarmCore.sol#1420)
- user.rewardDebt = user.amount.mul(pool.accTokenPersShare).div(BASE_NUMBER) (EasyFarmCore.sol#1481)
Reentrancy in EasyFarmCore._withdraw(address,uint256,uint256) (EasyFarmCore.sol#1487-1512):
External calls:
- _claim(_useraddr,_pid) (EasyFarmCore.sol#1438)
- eTt.transTerf _to,eftBal) (EasyFarmCore.sol#1638)
eft.transfer(_ _to,_amount) (EasyFarmCore.sol#1682)
eft.mint(address(this), incReward) (EasyFarmCore.sol#1547)
eft.wint(devﬁddr,devReward) (EasyFaerore.sol#lSSG)
eft.mint(marketAddr,marketReward) (EasyFarmCore.sol#1552)

IEasyFarmStrategy(strategyAddr).claim(pool.depositToken) (EasyFarmCore.sol#1466)
State variables written after the call(s):
- pool.totalDeposited = pool. totalDeposLted.sub(_anount) (EasyFarmCore.sol#1494)
- user.amount = user.amount.sub(_amount) (EasyFarmCore.sol#1495)
- user.rewardDebt = user.amount.mul(pool.accTokenPerShare).div(BASE_NUMBER) (EasyFarmCore.sol#1496)
Reentrancy in EasyFarmCore.setRewardPerBlock(uint256,uint256,bool) (EasyFarmCore.sol#1642-1650):
External calls:
- updatePool(_pid) (EasyFarmCore.sol#1644)
- eft.mint(address(this), incReward) (EasyFarmCore.sol#1547)
- eft.mint(devAddr,devReward) (EasyFarmCore.sol#1550)
- eft.mint(marketAddr,marketReward) (EasyFarmCore.sol#1552)
State variables written after the call(s):
- pool.rewardPerBlock = _rewardPerBlock (EasyFarmCore.sol#1648)
Reentrancy in EasyFarmCore.setStrategy{uint256,address,address) (EasyFarmCore.sol#1633-1640):
External calls:
- IEasyFarmStrategy(_oldStrategy).withdrawaAll(_tokenAddr) (EasyFarmCore.sol#1637
State variables written after the call(s):
- tokenStrategy[_pid] = _strategyAddr (EasyFarmCore.sol#1639)
Reentrancy in EasyFarmCore.updatePool{uint256) (EasyFarmCore.sol#1537-1558):
External calls:
- eft.mint(address(this), incReward) (EasyFarmCore.sol#1547)
- eft.mint(devAddr,devReward) (EasyFarmCore.sol#1550)
- eft.mint(marketAddr,marketReward) (EasyFarmCore.sol#1552)
State variables written after the call(s):
- pool.accTokenPerShare = pool.accTokenPerShare.add( incReward.mul(BASE_NUMBER).div(pool.totalDeposited)) (EasyFarmCore.sol#1553-1
555)
- pool.lastUpdateBlock = block.number (EasyFarmCore.sol#1556)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-1

INFO:Detectors:
EasyFarmToken.constructor{string,string, ulnti)f,._r'wﬁ (EasyFarmCore.sol#1048) shadows:

- ERC20._name (EasyFarmCore.sol#72 (state riable)
EasyFarmToken.constructor(string,string,uint2s6). vabzl (EasyFarmCore.sol#1049) shadows:

- ERC208._symbel (EasyFarmCore.sol#72 state variable)
Reference: https://github. CDWfCIvthfSIITMQ\fnlklfDQtQCtDr Docunahtatlou#local—uariable-shadowiﬁg
INFO:Detectors:
EasyFarmCore.setGover{address) (EasyFarmCore. solw 65-1667) should emit an event for:

- gov r (EasyFarmCore.sol#1666
EasyFarmCore. (a ) (EasyFarmCore.so tlrFU—leil} should emit an event for:

- de r - (EasyFarmCore.sol#
EasyFarmCore.setMarket({address) (EasyFarmCore. 501+1fa5— 575) should emit an event for:

- marketAddr = marketAddr (EasyFarmCore.sol#16
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#miss ing-events-access-control
INFO:Detectors:
EasyFarmToken.burn{uint256) (EasyFarmCore.sol#1877-1080) should emit an event for:

- _totalBurned = _totalBurned.add(_amount) (EasyFarmCore.sol#1679)
EasyFarmCore.setRewardPerBlock{uint256,uint256,bool) (EasyFarmCore.sol#1642-1658) should emit an

- totalReardPerBlock = totalReardPerBlock.sub{pool.r PerBlock) (EasyFarmCore.sol#1l

- totalReardPerBlock = totalReardPerBlock.add{pool.r dPerBlock) (EasyFarmCore.sol#1649
EasyFarmCore.setDevPercents(uint256) (EasyFarmCore.sol# ] should emit an event for:

_ devPercents = _devPercents (EasyFarmCore.sol#
EasyFarmCore.setMarketPercents{uint256) (EasyFarmCore.sol#1661-1663) should emit an event for:

- marketPercents = _marketPercents (EasyFarmCore.sol#1662)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#miss ing-events-arithmetic
INFO:Detectors:
EasyFarmCere.constructor(EasyFarmToken,address,address,address,uint256,uint256,uint256,uint256)._gover (EasyFarmCore.sol#13
ro-check on

- gover = _g (EasyFarmCore.sol#1387)
EasyFarmCore.constructor(EasyFarmToken,address,address,address,uint256,uint256,uint256 ,uint256)._devAddr (EasyFarmCore.sol#1379) lacks a
zero-check on
devaddr = ddr (EasyFarmCore.sol#1388)
EasyFarmCore. CDhStIUCtDF|E=SvFa mToken, address ,address ,address ,uint256,uint256, uint256,uint256)._marketAddr (EasyFarmCore.sol#1320) lacks
a zero-check on :
- marketAddr = _marketAddr (EasyFarmCore. sol+
EasyFarmCore.setGover ess). ver (EasyFarmCore.sol#16 zero-check on
IEGSvFa|W(o|° sol#1

EasyFarmCore.setDe . s a zero-check en
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- devAddr = _devAddr (EasyFarmCore.sol#16
EasyFarmCore.setMarket({address)._market r (EasyFarmCore. 501+1ﬂ43- lacks a zero-check on
- marketAddr = _marketAddr (EasyFarmCore.sol#
Reference: https://github.com/crytic/slither/wiki/Detector- DDCUWémtut10n+n1551n; zero-address-validation
INFO:Detectors:
Reentrancy in EasyFarmCore._claim(address,uint256) (EasyFarmCore.sol#1453-1469)

External calls:

- updatePool(_pid) (EasyFarmCore.sol#1454)
eft.mint{address{this), incReward) (EasyFarmCore. sol 1547)
eft.mint(c ddr,devR rd) (EasyFarmCore.sol#l

- eft.mint({mar etujjl,Wal sward) (EasyFarmCore.

State variables written after the call(s):

- user.locked = user.locked.add(pending).sub(released) (EasyFarmCore.sol#1458)

- user.lastRewardBlock = block.number (EasyFarmCore.sol#1459)

- user.rewardDebt = user.amount.mul{pool.accTokenPerShare).div(BASE_NUMBER) (EasyFarmCore.sol#

Reentrancy in EasyFarmCore.setRewardPerBlock({uint256,uint __,booll (EasyFarmCore. sol#1642-1658)

External calls:

- updat9p001| _pid) (EasyFarmCore.sol#1644)
eft.mint{address(this), incRes (EasyFarmCore.sol#1547)

- eft.mint(d ddr,devR "rd; (EasyFarmCore.sol#1550)
- eft.nint[warketﬁddr,warketRe' d) (EasyFarmCore.sol#1552)

State variables written after the call({s):

- totalReardPerBlock = totalReardPerBlock.sub{pool. drPerBlock)

- totalReardPerBlock = totalReardPerBlock.add(pool. drPerBlock)

Reference: https://github.com/crytic/slither/wiki/Detector
INFO:Detectors:
Reentrancy in EasyFarmCore._claim(address,uint256) (EasyFarmCore.sol#1453-1469)

External calls:

- updatePool(_pid) (EasyFarmCore.sol#1454)
eft.mint{address(this), incR d) (EasyFarmCore.sol#1547)
eft.mint(devAddr,devReward) (EasyFarmCore.sol#155@)
eft. nlntha\kATujjl,WalkATR d) (EasyFarmCore.sol#155

TTransfer(_userAddr,released) (EasyFarmCore.sol#1462)
eft.transferﬁito,eftBall (EasyFarmCore.sol#16
eft.transfer(_to,_amount) (EasyFarmCore.sols

- IEasyFarmStrategy(strategyAddr).claim({pool.depositToken) (EasyFarmCore.sol#1466)

Event emitted after the call(s):

- Claim{_userAddr,pending,released) (EasyFarmCore.sol#1468)

Reentrancy in EasyFarmCore._deposit(address,uint256,uint256) (EasyFarmCore.sol#1471-1485):
External calls:
- _claim{_userAddr,_pid) (EasyFarmCore.sol#1472)
f _to,eftBal) (EasyFarmCore.sol#1680)
_'tD,_aITDUIlt‘ (Ea mCore.sol#1682)
EasyFarmCor s-)'l—-—l“:l» )

IEaSuFalrrctlatngwstlat .claim(pool.depos itToker y
- IERC208({pool.depositToken).safeTransferFrom(_useraddr,address{this), amount) (EasyFarmCore.sol#1477)
- earn{_pid) (EasyFarmCore.sol#1423)
- returndata dress{tok 3 low-level call ‘Fnlled) (EasyFarmCore.sol#582)
- (success,returndata) = . 11{' 1 a: v a asy mCore.sol#346)
- IERC2 )-)-:)l.-:i»!pcslt oken).s ran r rategyAddr, bal) ) (EasyFarmCore .sol#15
= IEaSvFaI mStrategy(strat A .d»>|)-35 1t( pool.depositT oken ) (EasyFarmCore.sol#1523)
- IEaSuFalWQtrata (strategyAddr).deposit{pool.depositToken) (EasyFarmCore.sol#1529)
External calls sen
- earn{_pid) (EasyFarmCore.sol#1483)
- (success,retu target.call{value: w Hic VR yFarmCore.sol#34
- address(strategyAddr).transfer(bal) (EasyFarmCc
Event emitted after the call(s):
- Deposit(_userAddr,pool.depesitToken, amount) (EasyFarmCore.sol#1484)
- Earn(pool.depesitToken,strategyAddr,bal) (EasyFarmCore.sol#1532)
- earn(_pid) |EGSVF .sol#1433)
Reentrancy 1in EasyFarmCore._w address ,uint 6,u1lnt256) (EasyFarmCore. sol#1487-1512):
External calls:
- _claim{_usera id) (EasyFarmCore.sol#14288)
_to,eftBal) ( fFarmCore.sol#1680
_to, i arr)ulutw (EasyFarmCore.sol#1
d) (EasyFarmCor 5-31#1‘547‘-
asyFarmC sol#15
[ (EasyFarmCore. )
IE:SvFaI' Ctrat»g\-lstl a A claim(pool .depositT -)k»)lul (EasyFarmCore.s
'rrctrat»>gw straté w«-:l:h pool.depos itToken mount.sub(bal)) (EasyFarmCore.sol#1502)
_userAddr,_amount) (EasyFarmCore.sol#1507)

- address{_useraAddr). f amount) (EasyFarmCore.sol#15
Event emitted after B

- Withdr userAddr,pool.depositToken,_amount) (EasyFarmCore.sol#1511)
Reentrancy in EasyFarmCore.earn{uint256) (EasyFarmCore.sol#1514-1535):

External calls:

- IERC20(pool.depositTeken).safeTransfer(strategyAddr.bal) (EasyFarmCore.sol#1522)

- IEasyFarmStrategy(strategyAddr).deposit(pocl.depositToken) (EasyFarmCore.sol#1523)

- IEasyFarmStratec egyAddr).deposit(pool.depositToken) (EasyFarmCore.sol#1529)

External calls ser :

- address(strategyAddr).transfer(bal) (EasyFarmCore.sol#1528)

Event emitted after the call(s):

- Earn{pool.depositToken,strate ddr,bal) (EasyFarmCore.sol#1532)
Reentrancy in EasyFarmCore.updatePool{uint256) EEaSyFaIWCDIQ sol#1537- 1558

External calls:

- eft.mint({address(this), incReward) IEaSwFalnCDra sol¢1=4,-

- eft.mint{ ddr,devR rd) (EasyFarmCore.sol#

- eft.mint(marketAddr,marketReward) [EaSyFaIW(DIE.SDI? 552

Event emitted after the call(s):

- UpdatePool( incReward,dev Ra\ald marketReward) (EasyFarmCore.sol#1557)
Reference: https://github. CDW/CIvtICfsllthQ /wiki/Detector-Documentation#reen
INFO:Detectors:

EasyFarmToken. dﬁlagat98w91gladj|ass uint256,uint256,uint8,bytes32,bytes32) (EasyFarmCore.sol#1155-1196) uses timestamp for

Dangerous comparisons:

- reguire(bool,string)(block.timestamp <= expiry,signature expired) (EasyFarmCore.sol#1194)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#block-timestamp
INFO:Detectors:
Address.isContract(address) (EasyFarmCore.sol#241-251) uses assembly
- INLINE ASM (EasyFarmCore.sol# 249)
Address.ver ifyCallResult( ,bytes,string) (EasyFarmCore.sol#416-430) uses assembly
- INLINE ASM (EasyFarmCore.sol#422-425)
EasyFarmToken.getChainId() (EasyFarmCore.sol#1317-1321) uses assembly

- INLINE ASM (EasyFarmCore.sol#1319)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage
INFO:Detectors:
EasyFarmToken.onlyMinter() (EasyFarmCore.sol#10 ) compares to a boelean constant:

-require({bool,string)(isMinter[msg.se true,permission denied) (EasyFarmCore.sol#1858)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#boolean-equality

INFO:Detectors:

Address. functionCall(address,bytes) (EasyFarmCore.sol#294-296) is never used and should be remov

Address . functionCallWithvalue(address,bytes,uint256) (EasyFarmCore.sol#323-328) is never used and should be removed
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Address.functionDelegateCall{address,bytes) (EasyFarmCore.sol# '
address . functionDelegatecall({address,bytes,string) (EasyFarmCor 3 : is never usacl alld sluould |)>3 removed
Address . functionStaticCall(address, butés- \Eas»Fa\nCDrh sol#356 =d and should be removed
Address. functionStaticCall{address,bytes,string) \EaSvFa\rrCDré so 7! never used and should be removed
Address.sendvalue({address ,uint256) (Eas) Fa'rrCDl'A.sol?: 69 ) r used and should be removed
Context._msgData( ) lEaSvFaIWCD\Q sols 7) er used and should be remo
EasyFarmToken._transfer({address, adjléss uint256) (EasyFarmCore.sol#1891-1094) is never used and should be removed
SafeERC20.safeApprove( IERC ,a:l:llass u‘u.t“‘[- (EasyFarmCore.sol#534 7) is ||Q er used and should be remoy
.safeDecreaseAllowance(IERC20,address,uint256) (EasyFarmCore.s used and should be
.SaTQIHC|QasnA110 aH(QIIERC address,ulntziﬁ) (EasyFarmCore.s 549 is n r used and should be
) is nev ed and should be
rmCore.sol#145-147) is n - used and should be rem
mod{uint2 2 ) (EasyFarmCore.sol#2 is never used and should be
.sub(uint256,uint256 stllmg- (EasyFarmCore. 501+1 2-171) 1is never used and should be
y ( 6) (EasyFarmCore.sol# used and should be remo
.tryDi i f,uwt‘ 6) '.EuSyFaIITCD\-E.SDl?r'EE 6 i used and should be remo
.tryMD i ,uint2 (EasyFarmCore.sol#7 i used and should be remo
,uint2 (EasyFarmCore.sol#41-51) 1 used and should be remov
256,uint2 (EasyFarmCore.sol#29-34) is \ used and should be remov
Refnlnluc»a |.ttps _.!_./-gltl'uul).corr_.!u ytic/slither/w 1.k1fl:-»=t»=ctor Docurr»:l.‘tatlolu-dAa-:l code
INFO:Detectors:
Pragma version0.3.4 (EasyFarmCore.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0
solc-0.8.4 is not recommended for :leployrrent
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity
INFO:Detectors:
Low level call in Address.sendValue(address,uint2
(success) = recipient.call{v 5
Low level call in Address.functionCallwWith (
(success,returndata) = target.call ( ata' 'EaS FarmCore. sol-r;-‘l
Low level call in Address. ruuctwmctatlccall\ address, |)v't>35 string) (EasyFarmCore.sol#366-375):
(success,returndata) = target.staticcall( Cla'tal ( EaSvFaI mCore.so0l#373)
Low ley call in Address. fuuct1DmD=1=gat>Callladilass vaPS string) (EasyFarmCore.sol#
(success,returndata) = target.delegatecall( -:lata; '.EaSyFal mCore .sol#4
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#low-lev
INFO:Detectors:
Parameter EasyFarmToken.mint{address,uint25 to (EasyFarmCore.sol#1062) not in mixedCase
Parameter EasyFarmToken.mint({address,uint2 amount (EasyFarmCore.sol#10 is not in mixedCase

Parameter EasyFarmToken.burn{uint256)._amount (EasyFarmCore.sol#10877) is not in mixedCase

L1 LD LT LWL LD
DL DL L LD LW

o

Parameter EasyFarmToken.setMinter({address,bool). minter (EasyFarmCore.sol#1836) is not in mixedCase
Parameter EasyFarmToken.setMinter(address,bool)._status (EasyFarmCore. sol« 6) 1s not in mixedCase
variable EasyFarmToken._delegates (EasyFar . 3 7) is not in mixedCase
Parameter EasyFarmCor i int2 _depositToken (EasyFarmCore.sol#1413) is not in mixedCase
Parameter EasyFarmCore. 3} nt25 _rewardPerBlock (EasyFarmCore.sol#1413) is not in mixedCase
rameter EasyFarmCor 2 _earnThreshold (EasyFarmCore.sol#1413) 1is not in mixedCase
Parameter EasyFarmCor 2 ._pid (EasyFarmCore.sol#1428) is not in mixedCase
Parameter EasyFarmCore i _amount (EasyFarmCore.sol#1428) 1is not in mixedCase
Parameter EasyFarmCore. ( 3)._pid (EasyFarmCore.sol#1435) 1s not in mixedCase
mCor {uin i 5)._amount (EasyFarmCore.sol#1435) is not in mixedCase
mCore.: a (ui _pid (EasyFarmCore.sol#1439) 1is not in mixedCase
mCore. im( 256). pid { .sol#1442) 1is not in mixedCase
mCore.earn{uin )._pid (EasyFarmCore.sol#1514) is not in mixedCase
mCore. P (uint2s _pxd LEasyFaerore.sol#lEBT) is not in mixedCase
mCore.pendingAll{address) : asyFarmCore.sol#1560) is not in mixedCase
mCore.pendingR { 2 e ._pid (EasyFarmCore.sol#156 is not 1n mixedCase
wCore.p=nd1ngR { 2 a re : userAddr (EasyFarmCore. sol#l“f ) is not in mixedCase
mCor ;atpoollmfolulntA )._pid (EasyFarmCore.sol#1689) is not in mixedCase
mCor e 2 { ajj\éss-. pid \EaSVFaleD\A sol#1613) is not in mixedCase
mCore.getUserInfo{uint2 user not in mixedCase
mCor .s=t°ta|t810cklu1nt‘5 ). tBlock 'Easy armCore. sol+l ‘E} is not in mixedCase
mCore.setLockBlock({uint ._TockBlock {EasyFarmCore.sol#1629) is not in mixedCase
mCore.sets 2 j: in 6,address,address ). _pid (EasyFar re. 633) 1 t in mixedCase
mCore.setS {uin addre address)._tokenAddr (EasyFarmCore.sol#1633) is not in mixedCase
mCore.setS '. , ess)._strategyAddr (EasyFarmCore.sol#1633) is not in mixedCase
mCore.se rdPerBlock{uint256,ui . )._pid (EasyFarmCore.sol#1642) is not in mixedCase
mCore.se rdPerBlock{uint2 n ,bool). dPerBlock (EasyFarmCore.sol#1642) 1s not in mixedCase
mCore.se rdPerBlock({uint2 .bool)._withUpdate (Easy aleore.sol#1642} is not in mixedCase
mCore.se Threshold(uin 3, uin _pid (EasyFarmCore e.s0l#1652) is not in mixedCase
mCore.se d{uin 5, Ui _earnThreshold (Eas Fa\ncare.sol#lﬁEz) is not in mixedCase
mCore.se { evPercents (EasyFarmCore.sol#1657) is not in mixedCase
mCore. arketPercents (EasyFarmCore.sol#1661) is not in mixedCase
(Ea 2 5) is not in mixedCase
ja Addr (EasyFarmCore.sol# 9) is not in mixedCase
Parameter EaSuFalnCDlﬂ. ( e marketAddr (EasyFarmCore.sol#16 is not in mixedCase
Reference: https://github. CDWJC|vt1c/sltt| r/wiki/Detector-Documentation#conformance-to-solidity-naming-conventions

INFO:Detectors:
Reentrancy in EasyFarmCore._deposit(address,uint256,uint256) (EasyFarmCore.sol#1471-1485):
External ca :
(_pid) (EasyFarmCore.sol#1483)
- address(strategyAddr).transfer(bal) (EasyFarmCore.sol#1528)
External calls sending eth:
- earn{_pid) (EasyFarmCore.sol#1483)
- (success,returndata) = target.call{value: value}{data) (EasyFarmCore.sol#346)
- address(strategyAddr).transfer(bal) (EasyFarmCore.sol#1528)
Event emitted after the call(s):
- Deposit(_userAddr,pool. jaPDSIT oken,_amount) (Easy fFarmCore. sol#14284)
Reentrancy in EasyFarmCore._ withdraw(address,uint256,uint256) (EasyFarmCore.sol#1487-1512):
External calls:
- address(_userAddr).transfer({_amount) (EasyFarmCore.sol#1569)
ent emitted after the call(s):
- Withdraw(_userAddr,pool.depositToken,_amount) (EasyFarmCore.sol#1511)
Reentrancy in EasyFarmCore.earn(uint256) (EasyFarmCore.sol#1514-1535):
External calls:
- address(strategyAddr).transfer(bal) (EasyFarmCore.sol#1528)
Event emitted after the call(s)
- E (pool.depositToken,strategyAddr,bal) (EasyFarmCore.sol#1532)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-4
INFO:Detectors:
renounceOwnership() should be declared externa
1able. renounceOwnership({ ) (EasyFarmCore.s
transfero shlplajjlnss- should be declared externa
able.transferOwnership(address) (EasyFarmCore.sol#64
symbol() skoulj be declared external:
- ERC28.symbol() (EasyFarmCore.sol#754-756
decimals() should be declared external:
ERC20.decimals() (EasyFarmCore. sol+a,1—,7 )
Dtalcupplv" should be declared externa
- ERC20.totalSupply() IEaSvFalWColé SDlwrao—«o“'
transfer(address,uint256) should be declared externa
- ERC;U.tramsTel.address,uint}E@) EEasyFarnCDre.sol#T?T-E
allowance(address,address) should be declared externa
- ERC208.allowance(address,address) (EasyFarmCore.sol#8¢
approve(address,uint256) should be declared externa
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- ERC
decreaseAlle

- ERC
burn{uint256

http
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INFO: Detectors
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:Detectors:
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Exte |rcl c .:U.s
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- ext \'éR\—I”:'LI

- isExtraR
Reentrancy in Launch
External c

burnRemain{ )

_:-‘saf»:'|'a|'sf»:|"
cft er

al:
EasyFarmCore.sol#1077-1080)

01#1082-1084 )
e.so0l#1413-1426)
|Ec5 /FarmCore.sol#1435-1437)
al:
(EasyFarmCore.sol#1439-1441)

(EasyFarmCore.sol#1443-1445)
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#public-function-that-could clared-external

s EasyFarmCore sol analyzed (12 contracts wtth ?5 detectors), 128 result(s) found

ocal-variable-shadowing

g-events-arithmetic

256,u1lnt256,uint256,uint256,uint256,uint256[ ], uint256[]).

,uint256,uint256,uint256,uint256 ,uint256[ ], uint256[ 1) . _eftAddr

ocumentation#miss ing ddress-val idation

(LaunchEFT.sol#1407-1415):

) (LaunchEFT.sol#1410)

(Launc |E:_. ol#1358-13

r.address{this),_amount) (LaunchEFT.sol#1359)
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Address.verifyCallResult(bool,bytes,string) (LaunchEFT.sol#405-425
- INLINE ASM (LaunchEFT.sol#417-428)
EasyFarmToken.getChainId({) (LaunchEFT.sol#1268-12
- INLINE ASM (LaunchEFT.sol#1270)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage
INFO:Detectors:
EasyFarmTeken.onlyMinter() (LaunchEFT.sol# -1811) compares to a boolean constant:
-require(bool,string){isMinter[msg. der] == true,permission denied) (LaunchEFT.sol#1
LaunchEFT.support(address,uint256) (LaunchEFT.sol#13508-1383) compares to a boolean constant:
-extraRemain && isExtraRewarded[msg.sender] == false (LaunchEFT.sol#1363)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#boolean-equality
INFO:Detectors:
Address.functionCall(address,bytes) (LaunchEFT.sol#289-291) is never used and should be remo
Address . functionCallwithvalue(address,bytes,uint256) (LaunchEFT.sol#318-324) is never used and should be removed
Address . functionDelegateCall{address,bytes) (LaunchEFT.sol#378-380) i r used and should be removed
Address.functionDelegateCall({address,bytes,string) [LaunchEF'.sol.; i r used and should be removed
Address.functionStaticCall(address,bytes) (LaunchEFT.sol#351-353) 1is f d should be removed
Address . functionStaticCall(address,bytes,string) 'LaUhChEF .50l#361-37 i r used and should be removed
Address.sendvalue(address,uint256) (LaunchEFT. sol# 69) 1is never USAd ahd should be removed
Context. msgData( ) (LaunchEFT. sol#5 592) er
tlahsf*l'udjl*ss add nt256) LaunchEF l 642 i r
2 {LaunchEFT .501#5‘_ 2) never used and s\oulj bQ rem
safeDecreaseAllowance( ),address ,uint256) (LaunchEFT.sol#5 ) er used and should be
.SaTAIHC|naSAu11- nce({IERC20,address ,uint256) (LaunchEFT.sol#544-551) is never used and should be
,string) {(LaunchEFT.sol#188-189) is never used and should be removed
) (LaunchEFT.s0l#140-142) is neve and should be remo
,string) (LaunchEFT.sol#2 r used and should be removed
,string) (LaunchEFT.sol#15 i r used and should be removed
{LaunchEFT.sol#11-17) i ed and should be re d
I[Launcl'uEF_.s-)l-r 3-58) 1 e ed and should be removed
(LaunchEFT.sol3 8) i ed and should be d
(LaunchEFT.s ed and should be
_aTAHath tlvcub'ulht‘ ,uin ) (LaunchEFT.s 24 is ne and should be
Reference: https://github. CDNfCFleC/SIIthQI/\lklfDﬂtﬂCTDF Docunantqtlonzdnaj code
INFO:Detectors:
Pragma version8.8.4 (LaunchEFT.sol#2) necessitates a version too recent to be trusted. Consider deploying with @
solc-0.8.4 is not recommended for deployment
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

INFO:Detectors:
Low level call in Address.sendValue{address,uint256) {LaunchEFT.s
{success) = recipient.call{value: amount}() (LaunchEFT.s )
Low Llew call in Address.Functlon(allwlthValueEaddress,bytes,u1nt256,str1ng} {LaunchEFT.sol#332-343):
(success,returndata) = target.call{value: value}{data) (LaunchEFT.sol#341)
Low level call in Address.functionstaticcall{address,bytes,string) |L=UHChEF .sol#361-370):
{success,returndata) = target.staticcall( da‘tal (LaunchEFT.sol#368
Low Lley call in Address. functionDelegateCall(address,bytes,string) (LaunchEFT
(success,returndata) = target. j°1°gat°cdllldata- ILaunchEF .sol#395)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#low-1
INFO:Detectors:
Parameter EasyFarmToken.mint({address,uint2 ._to {LaunchEFT.sol#1013) is not 1in mixedCase
Parameter EasyFarmToken.mint{address,uint256)._amount (LaunchEFT.sol#1813) is not in mixedCase
Parameter EasyFarmToken.burn(uint256). amount {LaunchEFT.sol#1@22) is not in mixedCase
Parameter EasyFarmToken.setMinter( ress,bool)._minter (LaunchEFT.sol# ) is not in mixedCase
Parameter EasyFarmToken.setMinter({address.bool)._status (LaunchEFT.sol#1837) is not in mixedCase
Variable EasyFarmToken. jélé;atés ILaunchEF .s0l#1048) 1s not in mixedCase
Parameter LaunchEFT. o n ._referral {LaunchEFT.sol#1358) 1is not in mixedCase
Parameter LaunchEFT. ess, ._amount {LaunchEFT.sol#1358) is not in mixedCase
Parameter LaunchEFT.pendingi( re ]._user ddr {LaunchEFT.sol#1396) is not in mixedCase
Parameter LaunchEFT. r ress)._userAddr (LaunchEFT.sol#1417) is not in mixedCase
Parameter LaunchEFT.ge erReferral{address)._useraddr tLaunchEF’.sol¢l4‘9; is not in mixedCase
Parameter LaunchEFT gnthnllnTolajjlnss-. userAddr (LaunchEFT.sol#1 is not in mixedCase
Parameter LaunchEFT.setEndBlock{uint256). endBlock (LaunchEFT.sol#1458) is not in mixedCase
Parameter LaunchEFT.setLockBLlock({uint25 _lockBlock {(LaunchEFT.sol#1454) 1is not in mixedCase
Parameter LaunchEFT.setMinSupport{uint ._minSupport (LaunchEFT.sol#1458) is not in mixedCase
Parameter LaunchEFT.setExtraInfo(uint2s 2 extraRemain (LaunchEFT.sol#1462) 1is not in mixedCase
Parameter LaunchEFT.se n int2 2 thraRatn lLauI\C‘\EF_.SI)l#lﬂEA,I is not in mixedCase
Parameter LaunchEFT.setTotalLaunch{uin )._t .50l#1467) 1is not in mixedCase
Parameter LaunchEFT.se v nfo{uin B 256[])._1invite el (LaunchEFT.sol#1471) 1s not in mixedCase
Parameter LaunchEFT e '. J,uint256[]). teDiscount (LaunchEFT.sol#1471) is not in mix
Reference: https: /fglthub CDWIC|vtlcfsllthA\f.lklfDAtactDr Documentation#conformance-to- SDlldltv naming-conventions
INFD Detectors:
renouncedwnership({) should be declared external:
- able.renounceOwnership() (LaunchEFT.s
transferownership({address) should be declared Axtnlna :
- Ownable.transferOwner s||1|)l ad:ll ess) (LaunchEFT
symbol() should be declared extern

external:
b)ll- (LaunchEFT.sol#705-
be declared external:
ERC28.decimals( ) (LaunchEFT.sol#722-
Dtulﬂupplvll should be declared external:
- ERC208.totalSupply() (LaunchErT
s fer{address,uint256) should be dedared external:
- ERC208.transfer({address,uint256) {LaunchEFT.sol#748-751)
allowance(address,address) should be declared externa
wance(address,address) (LaunchEFT.sol#756-7
) should be declared external:
(address,uint256) (LaunchEFT.sol#767-770)
dress,address,uint256) should be declared extern
transferFrom(address,address,uint {LaunchEFT
(address,uint25 sloulj be jécla|Aj external:
wance({address,uint256) (LaunchEFT
should be declared external:
8.decreaseaAll nce{address,uint256) (LaunchEFT.so
burn{uint256) should be decl d external:
- EasyFarmT oken.burn{uint2s (LaunchEFT.sol#10828-1031)
totalBurned( ) should be declared external:
- EasyFarmTeken.totalBurned() (LaunchEFT. sol#lﬁSS 10
support({address,uint256) should be declared externa
- LaunchEFT suppoltladjlass uint256) ILaUthEF .s0l#1350-1383)
claim() should be declared external:
- LaunchEFT.claim() (LaunchEFT.sol#1385-1394)
burnRemain() should be declared external:
- LaunchEFT.burnRemain{) (LaunchEFT.sol#1467-1415)
nce: https://github.com/crytic/slither/wiki/Detector-Documentation#public-function-that-could-be-declared-externa
Slither:LaunchefT. sol analyzed (10 contracts wlth 75 detectors), 87 result(s) found
INFO:Slither:Use https: to c s to addition rs and Github int
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Solidity Static Analysis

EasyFarmToken.sol
Security

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases.
Additionally static analysis modules do not parse inline Assembly, this can lead to wrong analysis resulis.
more

Pos: 977:8:

Block timestamp:

Use of "block timestamp™ "block timestamp" can be influenced by miners to a certain degree.
That means that a miner can "choose" the block timestamp, to a certain degree, to change the outcome of a
transaction in the mined block

Pos: 852:16:

Gas & Economy

Gas costs:

Gas requirement of function ERC20.name is infinite:

If the gas requiremnent of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

{this includes clearing or copying arrays in storage)

Pos: 404:4:

Gas costs:

Gas requirement of function EasyFarmToken.delegates is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 788:4:

Gas costs:

(Gas requiremnent of function EasyFarmToken.delegate is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 800:4:

Gas costs:

Gas requirement of function EasyFarmToken.getPriorVotes is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

{this includes clearing or copying arrays in storage)

Pos: 877:4:
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Miscellaneous

Constant/View/Pure functions:

IERC20 transfer{address,uint256) : Potentially should be constantfview/pure but is not. Note: Modifiers are currently
not considered by this static analysis.
Pos: 303:4:

Similar variable names:

EasyFarmToken delegateBySig{address,uint256,uint256 uint8 bytes32 bytes3?) : Variables have very similar names
"_delegates” and "delegatee". Note: Modifiers are currently not considered by this static analysis.
Pos: 853:36:

Similar variable names:

EasyFarmToken delegateBySig{address,uint256,uint256 uint8 bytes32 bytes3?) : Variables have very similar names
"nonce” and "nonces". Mote: Modifiers are currently not considered by this static analysis.
Pos: 836:16:

Similar variable names:

EasyFarmToken.delegateBySig(address, uint256,uint256,uint8, bytes32 bytes32) : Variables have very similar names
"nonce” and "nonces”. Mote: Modifiers are currently not considered by this static analysis.
Pos: 851:16:

Guard conditions:

Use "assert(x]" if you never ever want x to be false, not in any circumstance (apart from a bug in your code). Use
"require(x)" if x can be false, due to e.g. invalid input or a failing external component.

more

Pos: 716:8:

Guard conditions:

Use "assert(x]" if you never ever want x to be false, not in any circumstance (apart from a bug in your code). Use
"require(x)" if x can be false, due to e.g. invalid input or a failing external component.

more

Pos: 850:8:

Guard conditions:

Usze "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your code). Use
"require(x)" if x can be false, due to e.g. invalid input or a failing external component.

more

Pos: 882:8:

Guard conditions:

Usze "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your code). Use
"require(x)" if x can be false, due to e.g. invalid input or a failing external component.

maore

Pos: 971:8:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1 since the resultis
an integer again. This does not hold for division of (only) literal values since those yield rational constants.
Pos: 303:36:

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




EasyFarmCore.sol

Security

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

Address functionCallWithalue(address bytes,uint256,string): Could potentially lead to re-entrancy vulnerability.
Mote: Modifiers are currently not considered by this static analysis.

Pos: 332:4:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in EasyFarmCore.earn(uint256): Could potentially lead to re-
entrancy vulnerability. Mote: Modifiers are currently not considered by this static analysis.
Pos: 1509:4:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in EasyFarmCore.updatePool{uint256): Could potentially lead
to re-entrancy vulnerability. Note: Modifiers are currently not considered by this static analysis.

mare

Pos: 1532:4:

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases.

Additionally static analysis modules do not parse inline Assembly, this can lead to wrong analysis results.
more

Pos: 1314:8:

Block timestamp:

Use of "block timestamp™ "block timestamp” can be influenced by miners to a certain degree.

That means that a miner can "choose” the block imestamp, to a certain degree, to change the outcome of a
transaction in the mined block.

Pos: 1189:16:

Low level calls:

Use of "delegatecall™: should be avoided whenever possible.

External code, that is called can change the state of the calling contract and send ether from the caller's balance.
If this is wanted behaviour, use the Solidity library feature if possible.

more

Pos: 395:50:

Gas & Economy

Gas costs:

Gas requirement of function ERC20.name is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 741:4:

. a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




Gas costs:

Gas requirement of function EasyFarmToken.delegates is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 1125:4:

Gas costs:

Gas requirement of function EasyFarmToken.delegate is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 1137:4:

For loop over dynamic array:

Loops that do not have a fced number of iterations, for example, loops that depend on storage values, have to be
used carefully. Due to the block gas limit, transactions can only consume a certain amount of gas. The number of
iterations in a loop can grow beyond the block gas limit which can cause the complete contract to be stalled at a
certain point.

Additionally, using unbounded loops incurs in a lot of avoidable gas costs. Carefully test how many items at
maximum Yyou can pass to such functions to make it successful.

more

Pos: 1443:8:

For loop over dynamic array:

Loops that do not have a fixed number of iterations, for example, loops that depend on storage values, have to be
used carefully. Due to the block gas limit, transactions can only consume a certain amount of gas. The number of
iterations in a loop can grow beyond the block gas limit which can cause the complete contract to be stalled at a
certain point.

Additionally, using unbounded loops incurs in a lot of avoidable gas costs. Carefully test how many items at
maximum you can pass to such functions to make it successful.

more

Pos: 1556:8:

Miscellaneous

Constant/View/Pure functions:

Address.isContract{address) : Is constant but potentially should not be. Mote: Modifiers are currently not considered
by this static analysis.

more

Pos: 236:4:

Constant/View/Pure functions:

EasyFarmCore.setEam Threshold{uint256,uint256) : Potentially should be constantAviewpure but is not MNote:
Modifiers are currently not considered by this static analysis.
maore

Pos: 1647-4:

Similar variable names:

EasyFarmToken.delegate(address) - Variables have very similar names "_delegates” and "delegatee”. Mote: Modifiers
are currently not considered by this static analysis.
Pos: 1138:37:
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Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your code). Use
"require(x}" if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 1402-8:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your code). Use
“require(x)" if x can be false, due to e.g. invalid input or a failing external component.
mare

Pos: 1625:8:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1 since the result is
an integer again. This does not hold for division of (only) Literal values since those yield rational constants.
Pos: 1240:36:

LaunchEFT.sol
Security

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

Address functionCallWithValue(address bytes,uint256,_string): Could potentially lead to re-entrancy vulnerability:
Mote: Modifiers are currently not considered by this static analysis.

maore

Pos: 332:4:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in LaunchEFT burnRemain(): Could potentially lead to re-
entrancy vulnerability. Mote: Modifiers are currently not considered by this static analysis.
more

Pos: 1407-4:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in LaunchEFT.withdraw(): Could potentially lead to re-
entrancy vulnerability. Mote: Modifiers are currently not considered by this static analysis.
more

Pos: 1477-4:

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases.
Additionally static analysis modules do not parse inline Assembly, this can lead to wrong analysis results.
more

Pos: 1270:8:

Block timestamp:

Use of "block timestamp™: "block imestamp” can be influenced by miners to a certain degree.

That means that a miner can "choose” the block imestamp, to a certain degree, to change the outcome of a
transaction in the mined block.

more

Pos: 1145:16:
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Gas & Economy

Gas costs:

(Gas requirement of function ERC20.name is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 697:4:

Gas costs:

(Gas requirement of function LaunchEFT.claim is infinite:

If the gas requirement of a function is higher than the block gas Llimit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 1385:4:

Miscellaneous

Constant/View/Pure functions:

Address.isContract(address) : Is constant but potentially should not be. Note: Modifiers are currently not considered
by this static analysis.
more

Pos: 236:4:

Similar variable names:

EasyFarmToken._writeCheckpoint{address,uint32, uint256,uint256) : Variables have very similar names
"numCheckpoints" and "nCheckpoints”. Mote: Modifiers are currently not considered by this static analysis.
Pos: 1257:12:

Similar variable names:

EasyFarmToken._writeCheckpoint{address,uint32, uint256,uint256) - Vanables have very similar names
"numCheckpoints" and "nCheckpoints". Mote: Modifiers are currently not considered by this static analysis.
Pos: 1257:40:

Mo return:

IERC20Metadata.symbol(): Defines a return type but never explicitly returns a value.
Pos: 662:4:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any arcumstance (apart from a bug in your code). Use
"require(x)" if x can be false, due to e.g. invalid input or a failing external component.

more

Pos: 1472:8:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1 since the result is
an integer again. This does not hold for division of [only) Uteral values since those yield rational constants.
Pos: 1196:36:
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Solhint Linter

EasyFarmToken.sol

EasyFarmToken. : : : Error: Parse error: missing
FasyFarmToken. :24: : Error: Parse error: missing
FEasyFarmToken. :36: : Error: Parse error: missing
EasyFarmToken. 2 :18: Error: Parse error: missing
EasyFarmToken. 2 5 : Error: Parse error: missing
EasyFarmToken. 2 3 : Error: Parse error: missing

EasyFarmToken. g 45 : Error: Parse error: missing
EasyFarmToken. 32 :18: Error: Parse error: missing
EasyFarmToken. 2! :18: Error: Parse error: missing
EasyFarmToken. SO4Z 8 : Error: Parse error: missing
EasyFarmToken. 2 3 : Error: Parse error: missing
EasyFarmToken. :624:18: Error: Parse error: missing

EasyFarmCore.sol

EasyFarmCore.sol: :18: : - error: missing
EasyFarmCore. :30: : : error: missing
EasyFarmCore. : :42: : : e error: missing
EasyFarmCore. : : : : Se error: missing
EasyFarmCore. : : : : Pa = error: missing
EasyFarmCore. : : : : ) error: missing
FEasyFarmCore. : : : : Parse error: missing
FasyFarmCore. : : : : Parse error: missing
EasyFarmCore. : : : : } error: missing
EasyFarmCor error: missing
EasyFarmCor error: missing
EasyFarmCore. : : : : : error: missing
EasyFarmCor error: missing

LaunchEFT.sol

(e}

Error:
Error:
Error:
Error:

)
=
=

missing
missing
missing
missing
Error: rror: missing
Error: error: missing
Error: error: missing
Error: error: missing
Error: error: missing
Error: error: missing
Error: error: missing
Error: error: missing
Error: error: missing
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Software analysis result:
These software reported many false positive results and some are informational issues.

So, those issues can be safely ignored.
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