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Introduction

EtherAuthority was contracted by the HOKK Token team to perform the Security audit of
the HOKK Token smart contracts code. The audit has been performed using manual
analysis as well as using automated software tools. This report presents all the findings
regarding the audit performed on October 18th, 2021.

The purpose of this audit was to address the following:
- Ensure that all claimed functions exist and function correctly.

- Identify any security vulnerabilities that may be present in the smart contract.

Project Background

HOKK Finance is a community-centric decentralized finance (DeFi) project.

Audit scope
Name Code Review and Security Analysis Report for
HOKK Token Smart Contract
Platform Ethereum / Solidity
File 1 HOKK_ETH.sol

File 1 MD5 Hash | CABOFCD99C2316F1B1E34D8E9185084C

File 2 HOKK_BEP.sol

File 2 MDS5 Hash | C1660C6C24A033D7A9B5056FDFDDAF79

File 3 HOKK_HECO.sol

File 3 MD5 Hash | 35A7A2CD58C4BF01DEFB82F247F51A68

Audit Date October 18th, 2021

This is a private and confidential document. No part of this document should
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Claimed Smart Contract Features

Claimed Feature Detail Our Observation

File 1 : HOKK_ETH.sol YES, This is valid.
e Name: Hokkaido Inu
e Symbol: HOKK
e Decimals: 18
e Rewards Fee: 4%
e Liquidity Fee: 4%
e Total Supply : 1 billion

File 2 : HOKK_BEP.sol YES, This is valid.
e Name: Hokkaido Inu
e Symbol: HOKK
e Decimals: 18
e Rewards Fee: 4%
e Liquidity Fee: 1%
e Marketing Fee: 3%
e Maximum Sell Transaction Amount:
100,000,000
e Swap Tokens At Amount: 2,00,000
e Gas For Processing: 5,00,000

File 3 : HOKK_HECO.sol YES, This is valid.
e Name: Hokkaido Inu
e Symbol: HOKK
e Decimals: 18
e Rewards Fee: 4%
e Liquidity Fee: 1%
e Marketing Fee: 3%
e Maximum Sell Transaction Amount:
50,000,000
e Swap Tokens At Amount: 200,000
e Gas For Processing: 500,000

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Audit Summary

According to the standard audit assessment, Customer's solidity smart contracts are
“Secured”. This token contract does contain owner control, which does not make it fully
decentralized.

Insecure Poor secured Secure Well-secured

You are here

We used various tools like Slither, Solhint and Remix IDE. At the same time this finding is
based on critical analysis of the manual audit.

All issues found during automated analysis were manually reviewed and applicable
vulnerabilities are presented in the Audit overview section. General overview is presented
in AS-IS section and all identified issues can be found in the Audit overview section.

We found 0 critical, 0 high, 0 medium and 14 low and some very low level issues.

Investors Advice: Technical audit of the smart contract does not guarantee the ethical
nature of the project. Any owner controlled functions should be executed by the owner with
responsibility. All investors/users are advised to do their due diligence before investing in

the project.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Technical Quick Stats

Main Category Subcategory Result
Contract Solidity version not specified Passed
Programming Solidity version too old

Integer overflow/underflow Passed

Function input parameters lack of check
Function input parameters check bypass Passed
Function access control lacks management Passed

Critical operation lacks event log
Human/contract checks bypass Passed
Random number generation/use vulnerability Passed
Fallback function misuse Passed
Race condition Passed
Logical vulnerability Passed
Features claimed Passed
Other programming issues
Code Function visibility not explicitly declared Passed
Specification Var. storage location not explicitly declared Passed
Use keywords/functions to be deprecated Passed
Unused code Passed
Gas Optimization “Out of Gas” Issue

High consumption ‘for/while’ loop Passed
High consumption ‘storage’ storage Passed
Assert() misuse Passed
Business Risk The maximum limit for mintage not set Passed
“Short Address” Attack Passed
“‘Double Spend” Attack Passed

Overall Audit Result:

PASSED

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Code Quality

This audit scope has 3 smart contract files. Smart contracts also contain Libraries, Smart

contracts inherits and Interfaces. These are compact and well written contracts.

The libraries in HOKK are part of its logical algorithm. A library is a different type of smart
contract that contains reusable code. Once deployed on the blockchain (only once), it is
assigned a specific address and its properties / methods can be reused many times by
other contracts in the HOKK Token.

The HOKK Token team has not provided scenario and unit test scripts, which would have

helped to determine the integrity of the code in an automated way.

Code parts are Not well commented on smart contracts.

Documentation

We were given a HOKK smart contract code in the form of a code form of a file. The

hashes of that code are mentioned above in the table.

As mentioned above, code parts are Not well commented. So it is not easy to quickly
understand the programming flow as well as complex code logic. Comments are very

helpful in understanding the overall architecture of the Token.

Use of Dependencies

As per our observation, the libraries are used in this smart contract infrastructure that are
based on well known industry standard open source projects. And their core code blocks

are written well.

Apart from libraries, its functions are not used in external smart contract calls.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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AS-IS overview

HOKK_ETH.sol
Functions

SI. Functions Type Observation No Issue

1 | constructor read Passed No Issue

2 | activate write access only Owner No Issue

3 | onlyBridge modifier Passed No Issue

4 | doConstructorStuff external [ Empty function defined Refer audit

findings section
below

5 [receive external Passed No Issue

6 | setAutomatedMarketMak | write access only Owner No Issue
erPair

7 | _setAutomatedMarketM write Passed No Issue
akerPair

8 | excludeFromFees write access only Owner No Issue

9 [updateGasForTransfer external access only Owner No Issue

10 | allowTransferBeforewTra | write access only Owner No Issue
dinglsEnabled

11 | updateGasForProcessin write access only Owner No Issue
g

12 | setBridgeAddresses write access only Owner No Issue

13 [ swapAcrossChain write Passed No Issue

14 | portMessage write access only Bridge No Issue

15 | updateClaimWait external access only Owner No Issue

16 | getGasForTransfer external Passed No Issue

17 | enableDisableDevFee write Passed No Issue

18 | setMaxBuyEnabled external access only Owner No Issue

19 | getClaimWait external Passed No Issue

20 | getTotalDividendsDistrib | external Passed No Issue
uted

21 [isExcludedFromFees write Passed No Issue

22 | withdrawableDividendOf read Passed No Issue

23 | dividendTokenBalanceOf | read Passed No Issue

24 | getAccountDividendsInfo | external Passed No Issue

25 | getAccountDividendsinfo | external Passed No Issue
Atindex

26 | processDividendTracker | external Passed No Issue

27 | claim external Passed No Issue

28 | getLastProcessedindex | external Passed No Issue

29 | getNumberOfDividendTo | external Passed No Issue
kenHolders

30 | transfer internal | False return functions Refer audit

findings section
below

This is a private and confidential document. No part of this document should
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31 [ withdrawDividend write False return functions Refer audit
findings section
below
32 [ swapAndSendToDev write Passed No Issue
33 | sendEthToDev internal Compile error Refer audit
findings section
below
34 | swapTokensForEth write Passed No Issue
35 | swapAndSendDividends write Passed No Issue
36 | name read Passed No Issue
37 [ symbol read Passed No Issue
38 | decimals read Passed No Issue
39 | totalSupply read Passed No Issue
40 | balanceOf read Passed No Issue
41 | transfer write Passed No Issue
42 | allowance read Passed No Issue
43 | approve write Passed No Issue
44 | transferFrom write Passed No Issue
45 | increaseAllowance write Passed No Issue
46 | decreaseAllowance write Passed No Issue
47 | _transfer internal Transfer 0 amount Refer audit
findings section
below
48 mint internal Passed No Issue
49 | burn internal Passed No Issue
50 approve internal Passed No Issue
51 beforeTokenTransfer internal Passed No Issue
52 | owner read Passed No Issue
53 | onlyOwner modifier Passed No Issue
54 | renounceOwnership write access only Owner No Issue
55 | transferOwnership write access only Owner No Issue
HOKK_BEP.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor read Passed No Issue
2 | onlyBridge modifier Wrong validation Refer audit
findings
section below
3 transfer internal Passed No Issue
4 | withdrawDividend write Passed No Issue
5 | excludeFromDividends external access only Owner No Issue
6 | updateClaim\Wait external access only Owner No Issue
7 | getLastProcessedIndex external Passed No Issue
8 | getNumberOfTokenHolde | external Passed No Issue
rs

This is a private and confidential document. No part of this document should
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9 | getAccount write Passed No Issue
10 [ getAccountAtindex write Passed No Issue
11 | canAutoClaim read Passed No Issue
12 | setBalance external access only Owner No Issue
13 | process write Passed No Issue
14 | processAccount write access only Owner No Issue
15 [ updateDividendTracker write access only Owner No Issue
16 [ receive external Passed No Issue
17 [ updateUniswapV2Router write access only Owner No Issue
18 | setMarketingWallet write access only Owner No Issue
19 | excludeFromFees write access only Owner No Issue
20 | excludeMultipleAccounts write access only Owner No Issue
FromFees
21 | setAutomatedMarketMak write access only Owner No Issue
erPair
22 | _setAutomatedMarketMa write Passed No Issue
kerPair
23 | setBridgeAddresses write access only Owner No Issue
24 | swapAcrossChain write Passed No Issue
25 | portMessage write access only Bridge No Issue
26 | updateLiquidityWallet write access only Owner No Issue
27 | updateGasForProcessin write access only Owner No Issue
g
28 | updateClaimWait external access only Owner No Issue
29 | getClaimWait external Passed No Issue
30 | getTotalDividendsDistribu | external Passed No Issue
ted
31 | isExcludedFromFees read Passed No Issue
32 | withdrawableDividendOf read Passed No Issue
33 | dividendTokenBalanceOf read Passed No Issue
34 | getAccountDividendsInfo | external Passed No Issue
35 | getAccountDividendsinfo | external Passed No Issue
Atindex
36 | processDividendTracker external Passed No Issue
37 | claim external Passed No Issue
38 | getMarketingFeePercent read Passed No Issue
39 | getLastProcessedIndex external Passed No Issue
40 | getNumberOfDividendTo | external Passed No Issue
kenHolders
41 transfer internal Passed No Issue
42 | swapAndLiquify write Passed No Issue
43 | swapTokensForEth write Passed No Issue
44 | addLiquidity write Passed No Issue
45 | sendBNBToMarketing write Passed No Issue
46 | swapAndSendDividends write Passed No Issue

This is a private and confidential document. No part of this document should
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HOKK_HECO.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor read Passed No Issue
2 | onlyBridge modifier Wrong validation Refer audit
findings
section below
3 [receive external Passed No Issue
4 | updateDividendTracker write access only Owner No Issue
5 [ setMarketingWallet write access only Owner No Issue
6 [ excludeFromFees write access only Owner No Issue
7 | excludeMultipleAccounts write Infinite loop possibility Refer audit
FromFees findings
section below
8 | setAutomatedMarketMak write access only Owner No Issue
erPair
9 [ _setAutomatedMarketMa write Passed No Issue
kerPair
10 | updatelLiquidityWallet write access only Owner No Issue
11 | updateGasForProcessin write access only Owner No Issue
9
12 | updateClaimWait external access only Owner No Issue
13 | getClaimWait external Passed No Issue
14 | getTotalDividendsDistribu | external Passed No Issue
ted
15 | isExcludedFromFees read Passed No Issue
16 | withdrawableDividendOf read Passed No Issue
17 | dividendTokenBalanceOf read Passed No Issue
18 | getAccountDividendsinfo | external Passed No Issue
19 [ getAccountDividendsinfo | external Passed No Issue
Atindex
20 | processDividendTracker external Passed No Issue
21 [claim external Passed No Issue
22 | getMarketingFeePercent read Passed No Issue
23 | getLastProcessedIndex external Passed No Issue
24 | getNumberOfDividendTo | external Passed No Issue
kenHolders
25 | setBridgeAddresses write access only Owner No Issue
26 | swapAcrossChain write Passed No Issue
27 | portMessage write access only Bridge No Issue
28 | transfer internal Passed No Issue
29 | swapAndLiquify write Passed No Issue
30 | swapTokensForEth write Passed No Issue
31 | addLiquidity write Centralized risk in Refer audit
addLiquidity findings
section below
32 | sendHTToMarketing write Passed No Issue

This is a private and confidential document. No part of this document should
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33 [ swapAndSendDividends write Passed No Issue
34 | transfer internal False return functions Refer audit
findings
section below
35 [ withdrawDividend write False return functions Refer audit
findings
section below
36 | excludeFromDividends external access only Owner No Issue
37 | updateClaimWait external access only Owner No Issue
38 | getLastProcessedIndex external Passed No Issue
39 | getNumberOfTokenHolde | external Passed No Issue
rs
40 | getAccount write Passed No Issue
41 | getAccountAtindex read Passed No Issue
42 | canAutoClaim read Passed No Issue
43 | process write Passed No Issue
44 | setBalance external access only Owner No Issue
45 | processAccount write access only Owner No Issue
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Severity Definitions

Description

Critical vulnerabilities are usually straightforward to exploit
and can lead to token loss etc.

High-level vulnerabilities are difficult to exploit; however,
they also have significant impact on smart contract
execution, e.g. public access to crucial

Medium-level vulnerabilities are important to fix;
however, they can’t lead to tokens lose

Low-level vulnerabilities are mostly related to outdated,
unused etc. code snippets, that can’t have significant
impact on execution

Lowest-level vulnerabilities, code style violations and info
statements can’t affect smart contract execution and can
be ignored.

This is a private and confidential document. No part of this document should
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Audit Findings

Critical

No Critical severity vulnerabilities were found.
High

No High severity vulnerabilities were found.

Medium

No Medium severity vulnerabilities were found.
Low

File : HOKK_ETH.sol

(1) Transferred 0 amount:

Transfers 0 amounts.

if (amount == @) {

super._ transfer(from, to, 0);

return;

Resolution: We suggest avoiding 0 amounts to get transferred.

(2) Compile error:

Exactly one argument expected for explicit type conversion.

:j hTo BTkl 156 Aaunt % medsrata 5
payable
55 payable |

Resolution: Add address to avoid this error

(3) Commented code in if condition:

Only commented code is there inside the if condition.

This is a private and confidential document. No part of this document should
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Resolution: We suggest removing that condition to reduce gas fees.

(4) Critical operation lacks event log:
Missing event log for :

e portMessage
e sendEthToDev
e claim

e swapAcrossChain.

Resolution: Please write an event log for listed events.
FILE : HOKK_BEP.sol

(1) Definition of base has to precede definition of derived contract:

le is

private _i

hipTransferred(address indexed pre:

HOKK_bep.sol : TypeError:

Definition of base 5 to precede

definition of derived contract
act Ownable is Context {

msgsender);

Resolution: Define Context contract before Ownable and IERC20 Interface before
IERC20Metadata.

(2) Expected identifier but got reserved keyword for solidity compiler version older than
0.6.9:

Expected identifier but got reserved keyword 'immutable’.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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£ Compile HOKK_bep.sol

ontract Compiled Yet
unt = 180000888 * (18+*13);

.501:1336:28: ParserError:
d identifier but got reserved
"immutable’

public immutable

Pair;

public

Resolution: Remove "Immutable" keyword

(3) Data location must be "storage" or "memory" for solidity compiler version older than
0.6.9:

Data location must be "storage" or "memory" for return parameter in function, but "calldata

was given.

No Contract Compiled Yet

le i
private

s indexed newOwner);

Resolution: Instead of "calldata" add "memory" type.

(4) Centralized risk in addLiquidity:
In addLiquidityETH function, liquidity wallet gets Tokens from the Pool. If the private key of
the liquidity wallet is compromised, then it will create a problem.

function addLigquidity( 2 : uint256 ethfmount) private {

cenfAmount) ;

This is a private and confidential document. No part of this document should
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Resolution: Ideally this can be a governance smart contract. On another hand, the

liquidity can accept this risk and handle the private key very securely.
(5) Critical operation lacks event log:
Missing event log for :

e portMessage
e sendBNBToMarketing
e claim

e swapAcrossChain.
Resolution: Please write an event log for listed events.
(6) Function input parameters lack of check :
Variable validation is not performed in below functions :

e setMarketingWallet = wallet
e etBridgeAddresses = port & _wallet

e withdrawableDividendOf = account

Resolution: Use validation : variable is not empty and should be greater than 0 and for

address type check variable is not address(0).
(7) Wrong validation:

In onlyBridge modifier, the caller is validated for bridgePort.

modifier onlyBridge {
require{msg.sender =— bridgePort);

s
J

Resolution: Instead of bridgePort, it should be validated as bridgeAddress.
FILE : HOKK_HECO.sol

(1) Wrong Marketing wallet address:
As per the document, the marketing wallet is different. So the deployer has to change the

variable value before deploying the contract.
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arrReting L L

2 pa'_-,-';ahle _marketingWallet = 8xad4fDaEABIc192e228754EDaccBERTEEe48824a57;

'S

Resolution:This variable can be updated by the contract owner.

(2) Infinite loop possibility:
In the excludeMultipleAccountsFromFees function, the for loop does not have an

accountlds length limit , which costs more gas.

dress[] memory accounts, bool excluded) public onlyOwner {
T
L

emit ExcludeMultipleAccountsFromFees(accounts, excluded);

Resolution: Accounts limit should be limited in for loops.
(3) Critical operation lacks event log:
Missing event log for :

e portMessage
e sendHTToMarketing
e claim

e swapAcrossChain.
Resolution: Please write an event log for listed events.

(4) Centralized risk in addLiquidity:
In addLiquidityETH function, liquidity wallet gets Tokens from the Pool. If the private key of
the liquidity wallet is compromised, then it will create a problem.

r
L

block.timestamp
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Resolution:Ideally this can be a governance smart contract. On another hand, the liquidity

can accept this risk and handle the private key very securely.
(7) Wrong validation:

In onlyBridge modifier, the caller is validated for bridgePort.

modifier onlyBridge {
require(msg.sender == bridgePort};

age =

Resolution: Instead of bridgePort, it should be validated as bridgeAddress.

Very Low / Informational / Best practices:

File : HOKK_ETH.sol

(1) Unused variable:

The variable has not been used anywhere.

address payable private _devWallet;

Resolution: We suggest removing unused variable.

(2) Make variable constant:

This variable will be unchanged. So, please make it constant. It will save some gas.

x =y - — 5 -
[ it dgfe Fabspe Laor ET whern +he ronfFrocty Freagchec anak
Ly L Ll LURCITS L ETH wher 1= LOr L A > 1o

uint256 public liql.l:'l.-n:la'tETc:h:r-_-n5.-5.1:.-'-‘-.r|1::|ur'|t = 188888 * (18¥*13); //CH NG

Resolution: Declare this variable as constant. Just put a constant keyword.

(3) Empty function defined:

Empty function defined in contract.

function doConstructorStuff() extermal onlyOwner{

)}

Resolution: We suggest to remove empty function.

(4) False return functions:

These functions will always return 0 or False.

This is a private and confidential document. No part of this document should
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public pure ride {
idend_Tracker: withdrawDividend disabled. Use the "claim' function on the main HOKK contract.™);

Resolution: We suggest removing this kind of function.

(5) Irrelevant variable name:

Here marketing fee is defined as Liquidity fee.

P _RECWARDD
public constant LIQUIDITY FEE

ublic constant TOTAL FEES =

Resolution: The variable name should be marketing_fee.

FILE : HOKK_BEP.sol

(1) Multiple pragma added:
There are multiple pragma added in the code.

Resolution: We suggest keeping only pragma.

(2) Use the latest solidity version:

Using the latest solidity will prevent any compiler-level bugs.

pragma solidity ~8.6.

Resolution: Please use 0.8.9 which is the latest version.

(3) SPDX license identifier is missing:
SPDX license identifier not provided in source file.
Resolution: We suggest adding SPDX license identifier.

(4) Missing error message:

Require without error message

function } public override payable {

This is a private and confidential document. No part of this document should
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function eFromDividends (addr account) external onlyOwner {

.Resolution: Write appropriate error message.
FILE : HOKK_HECO.sol

(1) Multiple pragma added:
There are multiple pragma added in the code.

Resolution: We suggest keeping only pragma.

(2) Use the latest solidity version:

Using the latest solidity will prevent any compiler-level bugs.

pragma solidity ~8.6.

Resolution: Please use 0.8.9 which is the latest version.

(3) SPDX license identifier is missing:
SPDX license identifier not provided in source file.

Resolution: We suggest adding SPDX license identifier.

(4) Make variable constant:

This variable will be unchanged. So, please make it constant. It will save some gas.

» public maxSellTransactionfAmount = 50080808 * (10%*18);

» public swapTokensAtfAmount = 280080 * (180%*18);

Resolution: Declare this variable as constant. Just put a constant keyword.

(5) False return functions:

These functions will always return O or False.

» uint256) internal pure
racker: No transfers all

() public pure ride {
ividend Tracke withdrawDividend disabled. Use the ‘claim® function on the main HOKK contract.™);

Resolution: We suggest removing this kind of function.
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Centralization

These smart contracts have some functions which can be executed by the Admin (Owner)

only. If the admin wallet private key would be compromised, then it would create trouble.

Following are Admin functions:

activate: The Owner can activate the account address.

doConstructorStuff: The Owner can do constructor stuff.
setAutomatedMarketMakerPair: The Owner can set automated marketing marker
pairs.

excludeFromFees: The owner can exclude from fees.

updateGasForTransfer: The Owner can update gas for transfer.
allowTransferBeforeTradinglsEnabled: The Owner can allow transfer before trading
is enabled or not.

updateGasForProcessing: The Owner can update gas for processing.
setBridgeAddresses: The Owner can set bridge addresses.

portMessage: The Owner can port messages.

updateClaimWait: The Owner can update the claim wait process.

setMaxBuyEnabled: The Owner can set maximum buy enabled.

This is a private and confidential document. No part of this document should
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Conclusion

We were given a contract code. And we have used all possible tests based on given
objects as files. We observed some issues in the smart contracts and those issues are not

critical ones. So, it’s good to go to production.

Since possible test cases can be unlimited for such smart contracts protocol, we provide
no such guarantee of future outcomes. We have used all the latest static tools and manual

observations to cover maximum possible test cases to scan everything.

Smart contracts within the scope were manually reviewed and analyzed with static
analysis tools. Smart Contract’s high level description of functionality was presented in

As-is overview section of the report.

Audit report contains all found security vulnerabilities and other issues in the reviewed

code.

Security state of the reviewed contract, based on standard audit procedure scope, is

“Secured”.
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Our Methodology

We like to work with a transparent process and make our reviews a collaborative effort.
The goals of our security audits are to improve the quality of systems we review and aim
for sufficient remediation to help protect users. The following is the methodology we use in

our security audit process.

Manual Code Review:

In manually reviewing all of the code, we look for any potential issues with code logic, error
handling, protocol and header parsing, cryptographic errors, and random number
generators. We also watch for areas where more defensive programming could reduce the
risk of future mistakes and speed up future audits. Although our primary focus is on the
in-scope code, we examine dependency code and behavior when it is relevant to a

particular line of investigation.

Vulnerability Analysis:

Our audit techniques included manual code analysis, user interface interaction, and
whitebox penetration testing. We look at the project's web site to get a high level
understanding of what functionality the software under review provides. We then meet with
the developers to gain an appreciation of their vision of the software. We install and use
the relevant software, exploring the user interactions and roles. While we do this, we
brainstorm threat models and attack surfaces. We read design documentation, review
other audit results, search for similar projects, examine source code dependencies, skim

open issue tickets, and generally investigate details other than the implementation.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Documenting Results:

We follow a conservative, transparent process for analyzing potential security
vulnerabilities and seeing them through successful remediation. Whenever a potential
issue is discovered, we immediately create an Issue entry for it in this document, even
though we have not yet verified the feasibility and impact of the issue. This process is
conservative because we document our suspicions early even if they are later shown to
not represent exploitable vulnerabilities. We generally follow a process of first documenting
the suspicion with unresolved questions, then confirming the issue through code analysis,
live experimentation, or automated tests. Code analysis is the most tentative, and we
strive to provide test code, log captures, or screenshots demonstrating our confirmation.

After this we analyze the feasibility of an attack in a live system.

Suggested Solutions:

We search for immediate mitigations that live deployments can take, and finally we
suggest the requirements for remediation engineering for future releases. The mitigation
and remediation recommendations should be scrutinized by the developers and
deployment engineers, and successful mitigation and remediation is an ongoing

collaborative process after we deliver our report, and before the details are made pubilic.
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Disclaimers

EtherAuthority.io Disclaimer

EtherAuthority team has analyzed this smart contract in accordance with the best industry
practices at the date of this report, in relation to: cybersecurity vulnerabilities and issues in
smart contract source code, the details of which are disclosed in this report, (Source
Code); the Source Code compilation, deployment and functionality (performing the
intended functions).

Due to the fact that the total number of test cases are unlimited, the audit makes no
statements or warranties on security of the code. It also cannot be considered as a
sufficient assessment regarding the utility and safety of the code, bugfree status or any
other statements of the contract. While we have done our best in conducting the analysis
and producing this report, it is important to note that you should not rely on this report only.
We also suggest conducting a bug bounty program to confirm the high level of security of
this smart contract.

Technical Disclaimer

Smart contracts are deployed and executed on the blockchain platform. The platform, its
programming language, and other software related to the smart contract can have their
own vulnerabilities that can lead to hacks. Thus, the audit can’t guarantee explicit security
of the audited smart contracts.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Code Flow Diagram - HOKK Token

HOKK-ETH Diagram
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excludeFromFees(liquidityWallet) (HOKK_ETH.sol#1503)
- _isExcludedFromFees[account] = true (HOKK_ETH.sol#1545)
excludeFromFees (address(this)) (HOKK_ETH.sol#1584)
- _isExcludedFromFees[account] = true (HOKK_ETH.sol#1545)
_mint(o '.‘ * (10 ** 18)) (HOKK_ETH.sol#1514)
- ¢ totalsupply.add(amount) (HOKK_ETH.sol#943)
- cal'u'ralu51'»=|l3»= ore rajlugIsEl abled[ow )1 = true (HOKK_ETH.sol#1 )
Reentrancy in HOKKD1ividendTracker.processAccount(address,bool) (HOKK_ETH.sol#1378-13882)
External calls:
- amount = _withdrawDividendofUser(account) (HOKK_ETH.sol#1379)
- (success) = user.call{gas: gasForTransfer,value: _withdrawableDividend}({) (HOKK_ETH.sol#1099)
State variables written after the callis):
- lastClaimTimes[account] = block.timestamp (HOKK_ETH.sol#1332)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-2
INFO:Detectors:
Reentrancy in HOKK._ setAutomatedMarketMakerPair(address,bool) (HOKK_ETH.sol#1531-1540):
External calls
dividendTracker.excludeFromDividends(pair) (HOKK_ETH.sol#1536
Event emitted after the call(s):
- SetAutomatedMarketMakerPair(pair,value) (HOKK_ETH.sol#1539)
Reentrancy in HOKK._transfer(address,address,uint256) {HOKK_ETH.sol#1663-1759)
External calls:
- swapAndSendToDewv(swapTokens) (HOKK_ETH.sol#1721)
- uniswapV2Router.swapExactTokens ForETHSuppoertingFeeOnTrans ferTokens( tokenAmount,®,path,address(this),block.timestamp) (H
OKK_ETH.sol#1797-1203)
- swapAn ndDividends(sellTokens ) (HOKK_ETH.sol#1724)
- {success) = address{d dendTracker).call{value: dividends}() (HOKK_ETH.sol#1810)
- uniswapV2Router.swapExactTekens ForETHSuppertingFeeOnTrans ferTokens(tokenAmount,0,path,address(this),bleck.timestamp) (H
OKK_ETH.sol#1797-1803)
External calls sending eth:
- swapAndSendDividends(sellTokens) (HOKK_ETH.sol#1724)
- {success) = address{dividendTracker). cqll{ salue: dividends}() (HOKK_ETH.sol#1210)
vent emitted after the call{s):
Approval{owner,spender,amount) (HOKK_ETH.sol#996)
- swapAndSendDividends(sellTokens) (HOKK_ETH.sol#1724)
sentDividends(tokens,d ends ) (HOKK_ETH.sol#1812)
- swapAndSendDi ds({sellTokens) (HOKK_ETH.sol#1724)
Transfer(sender,recipilent,amount) (HOKK_ETH.sol#831)

- super._transfer(from, to,amount) (HOKK_ETH.sol#1743
ranster(sender, recipient, anount- {HOKK_ETH.sol#931)
- super f |on,ujj|=551thls;,féés- (HOKK_ETH.sol#1748)
Reentrancy in HOKK. transfer(address,address,uint256) (HOKK ETH.sol#1662-1759):
External calls:
- swapAndSendToDev(swapTokens) (HOKK_ETH.sol#1721)
i =r.swapExactTokens ForETHSupportingFeeOnTransferTokens(tokenAmount,®,path,address{this),block.timestamp) (H
OKK_ETH.sol#
- s\apm
- (success) = ajj|n551d ;ljand |ac|-c-=|I Cdll{ alua dividends}() (HOKK ETH.sol#1818)
- UHIS\GPJARDUtQ\ swapExactTokensForETHSupportingFeeOnTransfer DkQHSItDkﬂmuwount,u,path address(this),block.timestamp) (H
OKK_ETH.sol#179
cker.setBalancetaddressifrow},balanceDTfflow)} (HOKK_ETH.sol#1745)
acker.setBalance(address(to),balance0f(to)) (HOKK ETH.sol#1746-1748)
racker.process(gas) (HOKK_ETH.sol#1753-1757)
¢ al calls sending eth:
swapAndSendDividends (sellTokens) (HOKK_ETH.sol#1724)
- (success) = address(dividendTracker).call{value: dividends}() (HOKK_ETH.sol#1810)
vent emitted after the call(s):
- ProcessedDividendTracker(iterations,claims,lastProcessedIndex,true,gas,tx.origin) (HOKK_ETH.sol#1754)
Reentrancy in HOKK.constructor() {HOKK_ETH. 501 71481 - 1“1“‘:
External calls
- _uniswapV2Pair = IUniswapV2Factory(_uniswapV2Router.factory()).createPair(address(this),_uniswapV2Router .WETH()) (HOKK_ETH.sol#
1488)
- _setAutomatedMarketMakerPair(_uniswapV2Pair,true) (HOKK_ETH.sol#149
- dividendTracker.excludeFromDividends({pair) (HOKK_ETH.sol#15
Event emitted after the call(s):
etAutomatedMarketMakerPair({pair,value) (HOKK_ETH.sol#1539)
- _setAutomatedMarketMakerPair{_uniswapV2Pair,true) IHDKK ETH.sol#149
Reentrancy in HOKK.constructor() (HOKK ETH.sol#1481-1515):
External calls:
- _uniswapV2Pair = IUniswapV2Factory{_uniswapV2Router.factory()).createPair(address(this), uniswapV2Router .WETH()) (HOKK_ETH.sol#

3)
36)

1488)
- _setAutomatedMarketMakerPair(_uniswapV2Pair,true) tHDKK_E’H.sol#lﬂﬂB‘

- dividendTracker.excludeFromDividends{pair) (HOKK ETH.sol#15
r.excludeFromDividends dress{di ndTracker)) (HOKK ETH.sol#1436)
r.excludeFromDividends(address(this)) (HOKK ETH.sol#1497)
r.excludeFromDividends{owner()) (HOKK_ETH.sol#1498)

.excludeFromD dends (address(_uniswapV2Router)) (HOKK_ETH.sol#14
xcludeFromDividends {address({@ lelele] 0dEaD ) ) (HOKK_ETH.sol#15
't emitted after the call(s)
'ansférlajjlés 4 1A34C88bF428783c8849E193D04bD7A), _msgSender( ),amount) (HOKK_ETH.sol#950)
{ * {10 # (HOKK_ETH.sol#1514)
Reentrancy in HDKKD1 idendTra . Dcassuccouht\addwéss bool) (HOKK_ETH.sol#1378-1388):
External call
- amount = _withdrawDividendofUser(account) (HOKK_ETH.sol#1379)
- {success) user.call{gas: gasForTransfer,value: _withdrawableDividend}() (HOKK_ETH.sol#1099)
Event emitted after the call(s):
- Claim(account,amount,automatic) (HOKK_ETH.sol#1383)
Reentrancy in HOKK.processDiw 1jémj racker{uint256) {HOKK_ETH.sol#1645-1648):
External calls:
- (iterations,claims,lastProcessedIndex) = dividendTracker.process(gas) (HOKK_ETH.sol#1646)
Event emitted after the call(s):
- ProcessedD endTracker( iterations,claims,lastProcessedIndex,false,gas.tx.origin) (HOKK_ETH.sol#1647)
Reentrancy in HOKK.swapAndSendDividends(uint256) (HOKK_ETH.sol#1806-1814):
External calls:
- swapTokensForEth(tokens) (HOKK_ETH.sol#1807)
- uniswapV2Router.swapExactT okensForET HSupportingFeeOnTransferTokens(tokenAmount,@,path,address(this),block.timestamp) (H
OKK_ETH.sol#1797-180
- (success) = ajjr=55ld1 idendTracker).call{value: dividends}{) (HOKK_ETH.sol#1g81@)
External Calls sending eth
- {success) = address{dividendTracker).call{value: dividends}{) (HOKK ETH.sol#1818)
Event emitted after the call(s):
SentDividends(tokens,dividends) (HOKK _ETH.sol#1812)
Reentrancy in HOKK.swapAndSendTeDev(uint256) (HOKK _ETH.sol#1761-1778):
Exter
- swapTokensForEth(tokenBalance) {HOKK ETH.sol#1771)
- uniswapV2Router .swapExactTokensForETHSupportingFeeOnTransferTokens( tokenAmount,8,path,address(this),block.timestamp)
OKK_ETH.sol#1797-18683)
Event emitted after the call(s):
- SwapAndSendToDev( tokens,newBalance) {HOKK _ETH.sol#1777)
Refer : https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-3
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INFO:Detectors:
HOKKDividendTracker.getAccount(address) (HOKK_ETH.sol#1258-1289) uses timestamp for comparisons
Dangerous comparisons:
- nextClaimTime > block.timestamp (HOKK_ETH.sol#1288)
HOKKDividendTracker.canAutoClaim{uint256) (HOKK_ETH.sol#1309-1314) uses timestamp for comparisons
Dangerous comparisons:
- lastClaimTime > block.timestamp (HOKK_ETH.sol#1318)
- block.timestamp.sub{lastClaimTime) == claimWait (HOKK_ETH.sol#1313)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#block-timestamp
INFO:Detectors:
Context. msgData() (HOKK ETH. solz=r -564) 1is never usnj and should be removed
DividendPayingToken. transfer(addr r n ) (HOKK_ETH.sol#1156-1156) is n used and should be removed
Math.mod{uint2 int2 ( . £525-527) 1is never used and should be rem
eMath.mod{uint2 ,u1nt; _,stllu;- (HOKK_ETH.sol#541-544) 1is never used and should be removed
eMathInt.absE y (HOKK_ETH.sol#379-382) - used and should be removed
) (HOKK ETH.sol# n used and should be rem
_aramqthlht wulwlnt 5, 1n 6) (HOKK ETH.sol# n r used and should be remove
Reference: https://github. con#(lvtlcfsllthﬂlf\l i/Detector-Documentat ion#dead-code
INFO:Detectors:
Pragma versio .8.4 (HOKK_ETH. sol*““ necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0
solc-0.8.4 is not recommended for deployment
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity
INFO:Detectors:
Low level call in DividendPayingToken._withdra end0fUser(address) (HOKK_ETH.sol#1894-1116):
(success) = user.call{gas: ;asFol ransfer, g h a‘ableDi“idend}l) (HOKK_ETH.sol#1099)
Low lev Al call in HOKK. pAndSendD ividends(uint256 HDKK ETH.sol# 1814):
(success) = address{dividendTrack .call{val jl.ijands () (HOKK ETH.sol#1210)
Reference: https:fﬁgithub.cow;cryttc;slithel.ulklfDntnctow Documentation#low-Level-calls
INFO:Detectors:
Function IUnti pVZRouter®l.WETH{ ) (HOKK_ETH.sol#16) 1is not in mixedCase
Function IUniswapV2Pair.DOMAIN_SEPARATOR{) (HOKK_ETH.sol#180) is not in mixedCase
Function IUniswapV2Pair.PERMIT_TYPEHASH() (HOKK ETH.sol#181) is not in mixedCase
Function IUniswapV2Pair.MINIMUM_LIQUIDITY() (HOKK_ETH.sol#198) is not in mixedCase
.'dﬂndDTladil»ssn - (HOKK_ETH.sol#1116) is not in mixedCase
er (HOKK_ETH.sol#1123) 1is not in mixedCase
HOKK_ETH.sol#1130) is not in mixedCase
r (HOKK_ETH.so0l#114 is not in mixedCase
Constant DividendPayingT oken. magnitude (HOKK ETH. solzl.‘c- is not in UPPER_CASE_WITH | UNDERSCORES

meter HOKKDividendTracker.getAccount(address)._account (HOKK_ETH.sol# is not in mixedCase

meter HOKK.setBridgeAddresses(address,address). port (HOKK_ETH.sol# 1“f4‘ is not in mixedCase
Parameter HOKK.setBridgeAddresses{address,address). wallet EHDKK_E_H.501¢15C4; is not in mixedCase
Parameter HOKK.enableDisab 'Fee(bool)._devFeeEnabled (HOKK_ETH.sol#1588) is not in mixedCase
Variable HOKK._ swapEnabled (HOKK_ETH.sol#1 ) is not in mixedCase
Variable HOKK._maxBuyEnabled (HOKK_ETH.sol#1410) is not in mixedCase
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-conventions
INFO:Detectors:
variable IUniswapV2Router@1.addLiquidity(address,address,uint256,uint256,uint256,uint256,address,uint256).amountADesired (HOKK_ETH.sol#21
) is too similar to IUniswapV2Router®1.addLiquidity(address,address,uint256,uint256,uint256,uint256,address,uint256).amountBDesired (HOKK
ETH.sol#22)
fariable D1ividendPayingToken. withdrawDividendofuser(address). 'thdrawablebiwidend (HOKK_ETH.sol#1895) is too similar te HOKKDividendTra

-.getAccount(address).withdrawableDividends (HOKK_ETH. sol#

ence: https://github.com/crytic/slither/wiki/Detector- Documentation#var iable-names-are-too-similar
INFO:Detectors:
HDKKDividend_racker.getﬁccountAtIndex[uintZEGW (HOKK_ETH. 501+1491 13 7) uses literals with too many digits:
{ 0 1,- 1,6,0,0, ) (HOKK_ETH.sol#1302)

(H . 14 ) uses literals with t
jand |ackA| AxclujAFlole 1j¢hd51ajj|ASSI ee! dEaD)) (HOKK_ETH.sol#1500)

HOKK.constructor() (HOKK_ETH.sol#1481-1515) uses literals with too m

- mint{owner() * (18 *4 )) (HOKK_ETH.sol#1514)
HOKK.slitherConstructorvaria () {HOKK ETH.sol#1392-1815) uses 1iTA|als with too many digits:

- liguidateTokensAtAmount = 18 * (10 ** 18) (HOKK _ETH.sol#
HOKK.slitherConstructorConstantvariables() (HOKK_ET H. 501¢1s_4-lol=| uses 11t9|a15 with too many digits:

- MAX_SELL_TRANSACTION_AMOUNT = 18 # #% 18) (HOKK_ETH. sol#1464)
Reference: https://github.com/crytic/slither/wi /Détéctor Documentation#too-many-digits
INFO:Detectors:
SafeMathInt.MAX_INT256 (HOKK_ETH.sol#333) is never used in SafeMathInt (HOKK_ETH.sol#331-389)
HOKK. _ allet (HOKK_ETH.sol#1412) is never used in HOKK (HOKK_ETH.sol#1392-1815)
Refe https://github.com/crytic/slither/wiki/Detector-Documentation#unused-state-variables
INFO:
HOKK. allet (HOKK ETH.scl#1412) should be constant
HokK . TiguidateTokensAtamount (HOKK ETH.sol#1428) should be constant
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#state-variables-that-could-be-declared-constant
INFO:Detectors:
get(IterableMapping.Map,address) should be declared external:

- IterableMapping.get(IterableMapping.Map,address) (HOKK_ETH.sol#225-227)
getIndex0fKey(IterableMapping.Map,address) should be declared externa

- IterableMapping.getIndexOfKey(IterableMapping.Map,address) (HOKK_ETH.sol#2
getKeyAtIndex(IterableMapping.Map,uint256) should be declared external:
- IterableMapping.getKeyAtIndex(IterableMapping.Map,uint256
size(IterableMapping.Map) should be declared external:
- TterableMapping.size(IterableMapping.Map) (HOKK_ETH.sol#248-242)
renouncedwnership() should be declared external
- Ownable.renounceOwnership( ) (HOKK_ETH.sol#603-606)
transfero ship(address) should be declared external:
- Ownable.transferOwnership(address) (HOKK_ETH.sol#612-616)
name{ ) should be declared external:
- ERC28.name( ) {HOKK_ETH. SDl*J;l—Ja;l
symbol{) should be declared externa
- ERC208.symbol() tHDKK_E’H.sol#T?Q—TSl}
decimals{) should be declared externa
- ERC268.decimals() (HOKK_ETH.sol#796
transfer(address,uint256) should be declared erna
- ERCLw.t ansfer(address,uint256) EHDKK E'H.sol#SEE—SEE}
allowance(add _ss,ajjlas5- s\oulj be jacla\Aj external:
- ERC28.all cnlajjlass,ajjlass- (HOKK_ETH.sol#8
approv nladjrnss uint ) should be declared external:
ERC20.appr laddress,ulnt 6) (HOKK_ETH.sol#841-844)
T\aHSTeIFIDW[ dress,address ,uint256) should be declared external:
- ERC t|GHSFA|Flowfajjléss,ajjléss uint256) (HOKK ETH.sol#8
increaseAllowance(address,uint256) should be declared external:
- ERC IHC|na;éullD.ahCﬂlajjlass uint256) (HOKK ETH.sol#381-
decreaseAllowance(address,uint ) should be declared external:
A e{address,uint256) (HOKK_ETH.sol#98
withdraw {) should be arnal:
ingToke end( ) (HOKK_ETH.scl#1088-
- HOKKD1ividendTracker.w dend( ) HOKK_ETH.sol#1222-122
dividendof(address) should be declared externa
oken.div ldQHdDTladj\QSSl (HOKK_ETH.sol#1116-1118)

(HOKK_ETH.sol#236-
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- _balances[recipient] = _balances[recipient].add(amount) (HOKK_BEP.sol#924)

- swapping = false (HOKK BEP.sol#1507)
Reentrancy in DividendPayingToken._withdrawDividendOfUser(address) (HOKK_BEP.sol#1885-1181):

External calls:

- (success) = user.call{gas: 3800,value: _withdrawableDividend}{) (HOKK_BEP.sol#1890)

State variables written after the call(s):

- withdrawnDividends[user] = withdrawnDividends[user].sub(_withdrawableDividend) (HOKK_BEP.sol#1893)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities
INFO:Detectors:
Reentrancy in HokkaidoInu.updateDividendTracker({address) (HOKK BEP.sol#1302-1317):

External calls

- newDividendTracker.excludeFromDividends(address(newDividendTracker)) (HOKK_BEP.sol#1309)

- newDividendTracker.excludeFromDividends(address(this)) (HOKK BEP.sol#1310)

- newDividendTracker.excludeFromDividends(owner()) (HOKK BEP.sol#1311)

- newDividendTracker.excludeFromDividends{address({uniswapV2Router)) (HOKK_BEP.sol#1312)

State variables written after the call(s):

- dividendTracker = newDividendTracker (HOKK_BEP.sol#1316)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-1
INFO:Detectors:
HokkatidoInu._transfer{address,address,uint256).lastProcessedIndex (HOKK_BEP.sol#1539) is a local variable never initialized
HokkaidoInu._transfer(address,address,uint256).claims (HOKK_BEP.sol#1539) 1is a local variable never initialized
HokkaideInu. transfer{address,address,uint256).iterations (HOKK_BEP.sol#1539) is a local variable never initialized
Reference: https: f/glthub cowfcryttcfslltherfulkthetector Documentation#uninitialized-local-variables
INFO:Detectors:
HokkaidoInu.claim({) (HOKK_BEP.sol#1447-14438) ignores return value by dividendTracker.processAccount(msg.sender,false) (HOKK BEP.sol#1443)
HokkaidoInu. transfer(address,address,uint256) (HOKK_BEP.sol#1463-1546) ignores return value by dividendTracker.process(gas) (HOKK BEP.so
1#1539-1544)
HokkaidoInu.addLiquidity(uint256,uint256) (HOKK_BEP.sol#1592-1607) 1ignores return value by uniswapV2Router.addL iguidityETH{value: ethAmou
nt}(address({this),tokenAmount,8,0,liquiditywallet,block.timestamp) (HOKK_BEP.sol#1593-1605)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#unused-return
INFO:Detectors:
DividendPay cen ructor r rin e {_| .s0l#1042) shadows:

) shadows :
r-Documentation al-variable-sh

s).wallet (HOKK BEP.sol#1225) lacks

ess-validation

in Hokkati nu._transfer(a
r{iterations,claims,lastPre

{HOKK_BEP .sc in Hokka Inu._transfe
essedDivid {iterations,claims,lastpP

) Inu._transfe
er{iterations, i

of-lecal-variables

dress(this ), tokenAmount 8,8, ligquidityWallet block.timestamp) (HOKK_

Trans ferTokens( to Amount , ath, ess(this e .timestamp)
Trans ferTokens( tokenAmount,8,path,a ess(this),block.timestamp)

( HOKK_BEP.so0l#1499

er.addLigquidityETH{value: ethAmount}(address(this),tokenAmount,0,8,liquidityWallet,block.timestamp)

Reentrancy

ress(this),tokenAmount,0,0, liguidityWallet,block.timestamp) (HO
BEP.sol?
eOnTrans ferTokens ( tokenAmount , s ess(this), ck.timestamp
OKK_BEP.sol#1582-1588)
- sendBNEToM o {
- uniswa er.sw cac ce r g i ee0OnTrans ferTokens( tokenAmount ,® ,address(this),block.timestamp)
OKK_BEP.sal#1582-1588)
- swapf
(HOKK_BEP.sol#1619)
rTokens ( tokenAmount, ,address(this),block.timestamp)
OKK_BEP.sol#158

tokenAmount,8,8,liquidityWallet,block.timestamp) (HOKK_
BEP.sol#1598-
- sendBNET -Valk t

(HOKK_BEP.s01#1619)

Reentran
ress(this), uniswa outer WETH( )) (HOKK_BEP.sol#

after the call(s):
1 OKK_BEP .sol#12
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- uniswapV2Router = _uniswapV2Router (HOKK_BEP.sol#12
Reentrancy in HokkaideInu.constructor() (HOKK BEP.sol#1256-12
External calls:
_uniswapV2Pair = IUniswapV2Factory(_uniswapV2Router.factory()).createPair{address(this), uniswapV2Router.WETH({)) (HOKK_BEP.sol#
_setAutomatedMarketMakerPair(_uniswapV2Pair,true) (HOKK_BEP.sol#1279)
- dl idendTracker.excludeFromDividends(pair) {HOKK_BEP. sol:l;‘“w
acker.excludeFromDividends dress(dividendTracker)) {HOKK_BEP.sol#1282)
xcludeFromD ividends(address(this)) (HOKK_BEP. sol#1283)
xcludeF romD 2 ner{)) {HOKK_BEP.sol#1284)
xcludeFromDividends(address({_uniswapV2Router)) (HOKK_BEP.sol#1285)
variables written after the call(s):
excludeFromFees(LliquidityWallet,true) {HOKK_BEP.sol#1288)
- _iskxcludedFromFees[account] = excluded (HOKK BEP.sol#1331
excludeFromFees(address{this),true) (HOKK_BEP.sol#1289)
- _isExcludedFromFees[account] = excluded [HDKK_BEP.SDl#lS%l)
Reentrancy in HOKKDividendTracker.processAccount(address,bool) (HOKK_BEP.sol#1823-1833):
External calls:
- amount = _withdrawDividendofUser(account) (HOKK_BEP.sol#1824)
- (success) = user.call{gas: 3f lue: _withdrawableDividend}() (HOKK_BEP.sol#1898)
State wariables written after the call{s)
- lastClaimTimes[account] = block.timestamp (HOKK BEP.sol#1827)
Reentrancy in HokkaidoInu.swapAndLiquify({uint256) (HOKK_BEP.sol#1548-1569):
External calls:
- swapTokensFerEth(half) (HOKK_BEP.sol#15
- uniswapV2Router.swapExactTekensForETHSuppertingFeeOnTransferTokens(tokenAmount,@,path,address(this),block.timestamp) (H
DKK_BEF.SDl#lESZ—lESE)
- addLiquidity(otherHalf,newBalance) (HOKK_BEP.sol#1566)
wapV2Router.addl iquidityETH{value: ethAmount}({address(this),tokenAmount,0,0,liguidityWallet, block.timestamp) (HOKK_

¢ sending etl
- addLiquidity(otherHalf,newBalance) (HOKK_BEP.sol#1566)
- uniswapV2Router.addLiguidityETH{value: ethAmount}{address{this),tokenAmount,0,0,liquidityWallet,block.timestamp) (HOKK_
BEP.sol#1598-1605)
State varizbles written after the call{s):
- addLiquidity(otherHalf Balance) (HOKK_BEP.sol#1566)
_allowances[« J[spender] = amount ({HOKK_BEP.sol#989)
https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-2

INFO:Detectors:
Reentrancy in HokkaidoInu. setAutomatedMarketMakerPair(address,bool) {HOKK_BEP.sol#13508-1359)
calls
endTracker.excludeFromD1i ends{pair) (HOKK_BEP.sol#1355)
emitted after the call(s):
- SetAutomatedMarketMakerPair({pair,value) (HOKK_BEP.sol#1353)
Reentrancy in HokkaidoInu._transfer(address, adﬂlass uint256) (HOKK_BEP.sol#1463-1546)
External calls:
- swapAndLiquify(swapTokens) (HOKK_BEP.sol#1499)
- uniswapV2Router. adlequldltvE H{value: ethAmount}(address(this),tokenamount,8,8,liquidityWallet,block.timestamp) (HOKK_
BEP.sol#1598-1605)
- uniswapV2Router.swapExactTokensForETHSupportingFeeOnTransferTokens(tokenAmount,@,path,address{this),block.timestamp) (H
DKK_BEP.SDIklESE—lSSE)
- sendBNBToMarketing(marketingTokens) (HOKK_BEP.sol#1502)
- uniswapV2Reouter.swapExactTokensFerETHSupportingFeeOnTrans ferTokens(tokenAmount,®,path,address(this),block.timestamp) (H
DKK_E’»EF.SD‘LA‘{]."‘EE—]."‘SE‘I
External calls sending eth:
- swapAndLiguify({swapTokens) (HOKK_BEP.sol#1499)
- uniswapV2Router.addLiquidityETH{value: ethAmount}(address(this),tokenAmount,8,0,liquiditywallet,block.timestamp) {HOKK_
BEP.sol#1598-1665)
- sendBNBToMarketing(marketingTokens) (HOKK_BEP.sol#1502)
- _marketingwallet.transfer(bnbToSend) (HOKK_BEP.sol#1613)
vent emitted after the call{s):
Approval{owner,spe ,amount) (HOKK_BEP.sol# )
- sendBNET eting(marketingTokens) ( K_BEP.sol#1502)
Reentrancy in HokkaidoInu._transfer(address,address,uint256) (HOKK_BEP.sol#1463-1546)
External calls:
- swapAndLiguify({swapTokens) (HOKK_BEP.sol#1499)

- uniswapV2Router.addLiquidityETH{value: ethAmount}{address(this),tokenAmount,®,0,liquidityWallet,block.timestamp) (HOKK_

BEP.sol#1508-1605)
- uniswapV2Reouter.swapExactTokensFerETHSupportingFeeOnTransferT
DKK_BEP.SDI#lESE—IESE)
- sendBNBToMarketing({marketingTokens) (HOKK_BEP.sol#1502)
- uniswapV2Router.swapExactTokensForETHSupportingFeeOnTrans ferTokens(tokenAmount,@,path,address{this),block.timestamp) (H
OKK_BEP. sol#1582
- S\aDHHdSeHlefidEﬁdSlSell_DkeﬁS) (HOKK_BEP .sol#15
- {success) = address{dividendTracker).call{value: dividends}({) (HOKK BEP.sol#1619)
- uniswapV2Router.swapExactTokensForETHSupportingFeeonTrans ferTokens {tokenAmount,8,path,address(this),block.timestamp) (H
OKK_BEP. sol#1582-1588)
External calls sending eth:
- swapAndLiquif pTokens) (HOKK_BEP.sol#1499)
- uniswapV2Router.addLiguidityETH{value: ethAmount}{address(this),tokenAmount,®8,8,liguiditywWallet,block.timestamp) {HOKK_
BEP.sol#1598-1605)
- sendBMBToMarketing(marketingTokens) (HOKK BEP.sol#1582)
- _marketingwWallet.transfer(bnbToSend) (HOKK_BEP.sol#1613)
swapAndSendDividends(sellTokens) (HOKK_BEP.sol#15¢
- [success) = address{dividendTracker).call{value: dividends}() (HOKK_BEP.sol#1619)
vent emitted after the call{s):
Approval( ier,spender , amount ) (HOKK_BEP.sol#39908)
- swapAndSendDividends(sellTokens) (HOKK_BEP.sol#1505)
SendDividends( tokens,dividends) (HOKK_BEP.sol#1622)
- swapAndSendDividends{sellTokens) (HOKK_BEP.sol#1565)
Transfter({sender,recipient,amount) [HDKK_BEP.sol#QLE-
- super._transfer({from,to,amount) (HOKK BEP.sol#1531)
- Transfer(sender,recipient,amount) (HOKK_BEP.sol#925)
- super. t\ansféllf\ow address(this),fees) (HOKK_BEP.sol#1528)
Reentrancy in HokkaidoInu. _tlan5T°|\ajjlass,ajjlass u1nt‘5C) (HOKK_BEP.sol#1463-1546)
External calls:
- swapAndLiquify(swapTokens) (HOKK_BEP.sol#1499)
- uniswapV2Router. ijlqutjltyE H{value: ethAmount}{address(this),tokenAmount, ,liguidityWallet,block.timestamp) (HOKK_
BEP.sol#1598-1665)
- uniswapV2Router.swapExactTokensForETHSupportingFeeOnTrans ferTokens (tokenAmount, 8, path,address(this),block.timestamp) (H
OKK_BEP.sol#1582-1588)
- sandBNB oMarketing(marketingTokens) (HOKK BEP.sol#15@82)
- unls\apMARoutar swapExactT okensForET HSupportingFeeOnTransfer
OKK_BEP.sol#1582-

okens (tokenAmount,®,path,address(this),block.timestamp) (H

okens (tokenAmount,®,path,address({this),block.timestamp) (H
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- sendBNBToMarketing(marketingTokens ) (HOKK_BEP.sol#1502)
- uniswapV2Router.swapExactTokensForETHSupportingFeeonTransferTokens(tokenAmount,®,path,address(this),block.timestamp) (H
DKK_BEF’.E\D'[-‘r‘IESZ-l‘:ES‘I
- swapAndSendDividends(sellTokens) (HOKK_BEP.sol#1505)
- (success) = address({dividendTracker).call lue: dividends}() (HOKK_BEP.sol#1619)
- uniswapV2Router .swapExactTokensForETHSupportingFeeonTransferTokens( tokenAmount,®,path,address(this),block.timestamp) (H
OKK_BEP.sol#1582-1588)
dividendTracker.setBalance(address(from),balance0f(from)) (HOKK_BEP.sol#1533
dendTracker.setBalance(address(to),balance0f(to)) (HOKK_BEP.sol#1534)
idendTracker.process(gas) (HOKK_BEP.sol#1539-1544)
cternal calls sending eth:
- swapAndLiguify(swapTokens) {HOKK_BEP.sol#1499)
- uniswapV2Router.addLiquidityETH{value: ethAmount}{address{this), tokenAmount,®,0,liquidityWallet,block.timestamp) {HOKK_
BEP.sol#
BNB oMarketing{marketingTokens ) (HOKK_BEP.sol#1502)
- _marketingwallet. transfer(bnbT oSend) {HOKK_BEP. sol#1613)
- swapAndSendDividends({sellTokens) {HOKK_BEP. sol#158
- (success) = address{dividendTracker).call{value: dividends}{) (HOKK_BEP.sol#1619)
Event emitted after the call(s):
- ProcessedDividendTracker( iterations,claims,lastProcessedIndex,true,gas,tx.origin) (HOKK_BEP.sol#1548)
Reentrancy in HokkaidoInu.constructor() (HOKK_BEP.sol#1256-1296):
External calls:
_uniswapV2Pair = IUniswapV2Factory(_uniswapV2Router.factory()).createPair(address(this),_uniswapV2Router .WETH()) (HOKK_BEP.sol#

_setAutomatedMarketMakerPair(_uniswapV2Pair,true) (HOKK_BEP.sol#
dendTracker.excludeFrombividends(pair) (HOKK_BEP. solzl
vent emitted after the call(s):
- SetAutomatedMarketMakerPair{pair,value) (HOKK_BEP.sol#1358)
- _setAutomatedMarketMakerPair(_uniswapVzPair,true)
Reentrancy in HokkaidoInu.constructor() (HOKK_BEP.sol#1256-1296):
External calls:
_uniswapV2Pair = IUniswapV2Factory(_uniswapV2Router.factory()).createPair(address(this), uniswapV2Router.WETH()) (HOKK_BEP.sol#

(HOKK_BEP.s0l#1279

_setAutomatedMarketMakerPair(_uniswapV2Pair,true) (HOKK_BEP.sol#1279)
dTracker . excludeFromDividends({pair) (HOKK_BEP.sol#1355)
er.excludeFromD ends(address(d dendTracker)) (HOKK_BEP.sol#1282)
endTracker .excludeFromDi lnandSIadj|=SSIth15-- {HOKK_BEP.sol#1283)
jl ljénd racker.excludeFrombividends(owner{)) (HOKK_BEP.sol#1284)

videndTracker.excludeFromD ends(address(_uniswapV2Router)) (HOKK_BEP.sol#1285
vent emitted after the call(s)
ExcludeFromFees(account,excluded) (HOKK_BEP.sol#1333)
- excludeFromFees{addre this),true) (HOKK_BEP.sol#1289
ExcludeFromFees (account, exclu (HOKK_BEP.sol#1333)
- excludeFromFees(liquiditywallet,true) (HOKK BEP.sol#1238)
Reentrancy in HOKKDividendTracker. PIDCQSSHCCDthIadeQSS bool) (HOKK_BEP. sol#
External calls:
- amount = _withdrawDividend0fUser(account) [HOKK_BEP.sol#1824)
- {success) = user.call{gas: alue: _withdrawableDividend}() (HOKK_BEP.sol#1090)
Event emitted after the call(s):
- Claim({account,amount,automatic) (HOKK_BEP.sol#1828)
Reentrancy in HokkaidoInu.processDividendTracker{uint256) (HOKK_BEP.sol#1442-1445):
External calls:
- (1iterations,claims,lastProcessedIndex) = dividendTracker.process(gas) (HOKK_BEP.sol#1443)
Event emitted after the call(s):
- Processed dendTracker(iterations,claims,lastProcessedIndex,false,gas,tx.origin) (HOKK_BEP.sol#1444)
Reentrancy in HDkkaidDInu.SwapﬁndLiquifyluimtESC} {HOKK_BEP .s0l#1548-1569)
External calls:
- swapTokensForEth(half) (HOKK_BEP.sol#1560)
- uniswapV2Router.swapExactTokensForETHSupportingFeeOnTrans ferTokens(tokenAmount,0,path,address(this),block.timestamp) (H

OKK_BEP.sol#1582-1588)

- addLiquidity({otherHalf,newBalance) (HOKK_BEP.sol#1566)
- uniswapV2Router. diquu1d1tyE H{value: chuwount>ladi|a5511h1sw ,tokenAmount,0,8,liquidityWallet,block. timestamp) (HOKK_

BEP.sol#1598-1605)

sending eth:
y{otherHalf,newBalance) (HOKK_BEP.sol#1
- uniswapV2Router.addL iquidityETH{value: chHWDUhT>IadeQSSIThIS\ ,tokenamount,e,8, liquiditywWallet,block. timestamp) (HOKK_
s01#1598-1685)
affer the call(c):
Event emitted after the call(s):
- Approval({owner,spender,amount) (HOKK_BEP.sol#990)
- addLiquidity({otherHalf,newBalance) (HOKK BEP.sol#
rapAndLiguify(half,newBalance,otherHalf) (HOKK_BEP. sol+1“
Reentrancy in HokkaidoInu. s.apandcanle ljandS\u1mt‘EE- (HOKK_BEP. 501¢1r1f—lr‘4-
External calls:
- swapTokensForEth(tokens) (HOKK_BEP.sol#1617)
- uniswapV2Router.swapExactTokensForETHSupportingFeeOnTransfer
OKK_BEP.sol#1582-1588)
- (success) = address(dividendTracker).call{value: dividends}{} (HOKK BEP.sol#1619)
External calls sending eth:
- (success) = address(dividendTracker).call{value: dividends}{} (HOKK_BEP.sol#1619)
1t emitted after the call(s):
ndDividends{tokens,dividends) {HOKK_BEP.sol#1622)
Reentrancy in HokkaidoInu.updateDividendTracker{address) (HOKK BEP.sol#1202-1317):
Extn\hal calls:
ljénd acker.excludeFromDividends(address{newDividendTracker)) (HOKK_BEP.sol#1309)
idendTra .excludeFromD ends(address(this)) (HOKK_BEP.sol#1310)
ldend_ra(ker.ex(ludeFerDl idends(owner()) (HOKK_BEP.sol#1311)
ividendTracker.excludeFromDividends(address{uniswapV2Router)) (HOKK_BEP.sol#1312)
1t emitted after the call(s):
idendTracker(n ddress,address(dividendTracker)) (HOKK_BEP.sol#1314)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-3

INFO:Detectors:

HOKKD ividendTracker.getAccount(address) (HOKK_BEP.sol#1687-1730) uses timestamp for comparisons

Dangerous comparisons:
- nextClaimTime = block.timestamp (HOKK_BEP.sol#1727-
HOKKD ividendTracker.canAuteClaim(uint256) (HOKK _BEP.sol#1751- uses timestamp for comparisons
Dangerous comparisons:
- lastClaimTime = block.timestamp (HOKK_BEP.sol#1752)
- block.timestamp.sub(lastClaimTime) Clalﬁdalt (HOKK_BEP.sol#1756)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#block-timestamp

INFO:Detectors:

Context._msgData() (HOKK_BEP.sol#221-224) is never used and should be removed
idendPayingToken._transfer(address,address,uint256) (HOKK_BEP.sol#1141-1147) is n r used and should be removed
eMath.mod{uint256,uint256) (HOKK_BEP.sol#586-588) is r used and should be rem
eMath.mod({uint256,uint256,string) {HOKK_BEP.sol# ) is ne used and should be removed
eMathInt. abS'lhT‘-_} (HOKK_BEP.sol#441- 444) is never used and should be removed

okens{ tokenAmount,8,path,address(this),block.timestamp) (H
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feMathInt.d n 6) (HOKK_BEP.sol#412-418) never used and should be removed
ThHathInt Wulllnt;EC int256) (HOKK_BEP.sol# -407) r used and should be removed
Reference: https: ff;lthub com/crytic/slither/wiki/Detector-Documentation#dead-code
INFO:Detectors:
Low level call in DividendPayingToken._wi ividendofUser(address) (HOKK_BEP.sol#1885-1181)
- (success) = user.call{gas: 3 er ableDividend}({) (HOKK_BEP.sol#1090)
Low level call in H)kkaljolnu swapAndsSer vidends(uint256) (HOKK_BEP.sol#1616-1624)
- (success) = address{di endTracke call{value: dividends}() (HOKK_BEP.sol#1619)
Reference: https /fglthub com/crytic/slither/wiki/Detector- Documentation#low-Tevel -calls

Function IUnis apb‘RDuTA|h1 WETH( ) (HOKK_BEP.scl#16) is not in mixedCase
.DOMAIN_SEPARATOR( ) (HOKK_BEP.sol#128) is not in mixedCase
PERHI _TYPEHASH( ) {HOKK_BEP.sol#181) is not in mixedCase
TY() IHDKK BEP s0l#198) 1s not in mixedCase
r {HOKK_BEP.sol#1107) is not in mixedCase
dress). owner (HOKK_BEP.sol#1114) is not in mixedCase
mer (HOKK_BEP.sol#1121) 1s not in mixedCase
y dress). owner (HOKK BEP.sol#1131) is not in mixedCase
Constant DividendPayingToken.magni e | _BEP.sol#1822) is not in UPPER_CASE_WITH_UNDERSCORES
meter HokkaidoInu.setBri ddresses{addre ,' ( )._port (HOKK_BEP.sol# 1) is not in mixedCase
r Hokkaldolﬁu.setBrl resse { dress)._wallet (HOKK_BEP.sol#1361) 1s not in mixedCase
) is not in mixedCase
na|k911HQUallnt { HOKK BEP. sal« 6) is not in mixedCase
jénd racker.getAccount(address)._sccount (HOKK_BEP.sol#1687) 1is not in mixedCase
https://github. coWIC|yt1cfsllthe| wik i/Detector-Documentation#conformance-to-solidity-naming-conventions
Detectors:
ant expression "this (HOKK_BEP.sol#222)" inContext (HOKK_BEP.sol#216-225)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#redundant-statements
INFO:Detectors:
Reentrancy in HokkaidoInu._transfer(address,address,uint256) (HOKK_BEP.sol#1463-1546):

External calls:

- sendBNBToMarketing(marketingTokens) (HOKK_BEP.sol#1582)

- _marketingwallet.transfer(bnbToSend) (HOKK BEP. .sol# F1613 )
External calls sending eth:
- swapAndLiquify(swapTokens) (HOKK_BEP.sol#1499)
- uniswapV2Router.addLiquidityETH{value: ethAmount}{address(this),tokenAmount,®,8,liguiditywWallet,block.timestamp) (HOKK

BEP.sol#1598-1665)

- sendBNBToMarketing(marketingTokens) (HOKK_BEP.sol#15¢

- _marketingWallet.transfer({bnbToSend) (HOKK_ BEP sol#1613)
- swapAndSendDividends(sellTokens) (HOKK BEP.sol#15(
- (success) = address{div idendT racker).call{v jalue: dividends}() (HOKK_BEP.sol#1619)
State variables written after the callis):
- swapAndSendDividends(sellTokens) (HOKK_BEP.sol#1505)
all ces[owner][spender] = amount (HOKK BEP.sol#989)
- super._transfer(from,address(this),fees) (HOKK BEP.sol#1528)
- _balances[sender] = balanc=s[s=nd>\] sub{amount,ERC20: transfer amount exceeds balance) (HOKK_BEP.sol#923
- balaucas[lac1p1ant] balances[rectplent].addiawount) (HOKK_BEP.sol#924)
- super._transfer{from,to,amount) (HOKK_BEP.sol#1531)
- balaHCQS[SQHdQI] _balances[sender].sub(amount,ERC20: transfer amount exceeds balance) (HOKK_BEP.sol#923
- _balances[recipient] = balahc*s[l*clplﬁht] adj'aWDuHT' (HOKK_BEP.sol#924)
- swapping = false (HOKK_BEP.sol#1507)
Event emitted after the call(s):
- Approval(owner,spender,amount) {HOKK_BEP.sol#998)
swapAndSendDividends(sellTokens) (HOKK_BEP.sol#1585)
- ProcessedDividendTracker( iterations,claims,lastProcessedIndex,true,gas,tx.origin) (HOKK_BEP.sol#1540)
- SendDividends(tokens,dividends) (HOKK_BEP.sol#1622)
- swapAndSendDiv ds(sellTokens) (HOKK_BEP.sol#15085)
- Transfer(sender,recipient,amount) (HOKK_BEP.sol#925)
- super._t sfer(from,address(this), fees) (HOKK_BEP.sol#
- ransTnlIsnmdnr,lac1p1nnt,aw3unt- (HOKK_BEP.s0l#925)
- super._transfer(from,to,amount) {HOKK_BEP. 501#1531)
Reference: https:ffglthub.confcryticfslltherfwiki/Detector—DDcuwentation#reentrancy—vulne'abilities—4
INFO:Detectors:
variable IUniswapv2Router@l.addLiquidity(address,address,uint256,uint256,uint256,uint256,address,uint ) .amountADesired (HOKK BEP.sol#21
) is too similar to IUniswapV2RouterB1. allquuldltvladd\QSS address ,uint256,uint256,uint256,u1nt256,address ,uint256) . amountBDes ired (HOKK
BEP.sol#22)
Variable DividendPayingTeken._withdrawDividendOfUser{address)._withdrawableDividend (HOKK_BEP.sol#1026) is teoc similar to HOKKDividendTra
cker.getAccount(address).withdrawableD ends (HOKK_BEP.sol#1692)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#variable-names-are-too-similar

INFO:Detectors:
HokkaidoInu.updateGasForProcessing(uint256) OKK_BEP.sol#1385-13 ses literals with too many digits:
- require({bool,string)(newvalue = && newValue == HOKK: gasForProcessing must be between
_BEP.s0l#1386)
HokkaidoInu.slitherConstructorvVariables OKK_BEP.s0l#1183-1625) uses literals with too many digits:
- maxSellTransactionAmount * (10 ** 18) (HOKK_BEP.sol#1196)
HokkaidoInu.slitherConstructorVariables() (HOKK_BEP.sol#1182-1625) uses literals with too many digits:
- swapTokensAtAmount = 2 B * {18 ** 18) [HOKK_BEP. sol 119?}
HokkaidoInu.slitherConstructorVariables() (HOKK BEP sol#llos 1625) uses literals with too many digits:
- gaSFDIP\DCQSSIHQ = 50 (HOKK_BEP. sol#12
idendT getAccountAtIr t256) (HOKK BEP sol#1732-1749) uses literals with too many digits:
- (Ox ) ) 'HDKK BEF SDl#l 43)
Reference: https:/,
INFO:Detectors:
SafeMathInt.MAX_INT256 (HOKK_BEP.sol#395) is never used in SafeMathInt (HOKK_BEP.sol#393-451)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#unused-state-variables
INFO:Detectors:
HokkaidoInu.maxSellTransactionAmount (HOKK_BEP.sol#1196) should be constant
HokkaidoInu.swapTokensAtAmount (HOKK_BEP.sol#1197) should be constant
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#state-variables-that-could-be-declared-constant
INFO:Detectors:
renounceOwnership() should be declared external:
- Ownable.renounceOwnership() (HOKK_BEP.sol#26
trans ferownership({address) should be declared axtﬂlnal
- Ownable. tlansTQrD\nﬂlshlpladilnssl (HOKK_BEP.sol#2
get(IterableMapping.Map,address) should be declared externa
- IterableMapping.get(IterableMapping.Map.a ss) iHDKK_BEP.sol#ZSQf“
getIndex0fkey({IterableMapping.Map,address) should be declared external:
- IterableMapping.getIndex0OfKey(IterableMapping.Map.address) (HOKK_BEP.sol#293-2
getKeyAtIndex(IterableMapping.Map,uint256) e declared external:
- IterableMapping.getKeyAtIndex(IterableMapping.Map,uint256) (HOKK BEP.sol#36
size(IterableMapping.Map) should be
- IterableMapping.size(IterableMapping.Map) IHDKK BEP.s0l#306-388)
name{ ) should be declared external:
- ERC20.name( ) (HOKK_BEP.sol#765-767)
symbol{) should be dﬂclalﬂd external:
- ERC20.symbol()
decimals() should be declared extern
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imals() (HOKK_BEP.s
int256) should be
ranster(a

) (HOKK_BEP.sol#1187-1109
1-

withdrawnDiv
- Di 1 ) (HOKK_BEP.sol#1121-1123)
updateDiv 8

BEP sol#1302-1317)

portMessa
updatel iqu ety
- Ho kkcl‘uIFL U

_EEP .s0l#1408-1410)

‘;'IL'u‘t“:f (HOKK_BEP.sol#1

INFD slither: HOKK EEP SOL
INFO:SLlither: h c

Slither log >> HOKK-HECO.sol

INFO:Detectors:
HokkaidoInu.sendHTToMarketing(uint256) (HOKK_HECO.sol#1633-1638) sends eth to arbitrary user
Dangerous calls:
- _marketingwWallet.transfer(htToSend) (HOKK_HECO.sol#1637)
Reference: https:,,q1thut com/crytic/slither/ ik i/Detector- Documentation#functions-that-send-ether-to-arbitrary-destinations
INFO:Detectors:
Reentrancy in HokkaidoInu._transfer(address,address,uint256) (HOKK_HECO.sol#1487-1570):
External calls
- swapAndLiquify(swapTokens) (HOKK_HECO.sol#1523)
- Router.addLiguidityETH{value: ethAmount}(address(this),tokenAmount,0,0,liquiditywallet,block.timestamp) (HOKK_HECD.sol#
1622-1629
- Router.swapExactTokensForETHSupportingFeeOnTransferTokens(tokenAmount,®,path,address(this),block.timestamp) (HOKK_HECO.
sol#1606-1612)
- sendHTToMarketing(marketingTokens) (HOKK_HECO.sol#1526)
- Router.swapExactTokensForETHSupportingFeeOnTrans ferTokens(tokenAmount,8,path,address(this),block.timestamp) (HOKK_HECO.
sol#1606-1612)
- suapAndSendDividends(sell’okensJ (HOKK_HECO0.sol#1529)
- (success) = address(dividendTracker).call{value: dividends}({) (HOKK_HECO.sol#1643)
- Router.swapExactTokensForETHSupportingFeeOnTrans ferTokens (tokenAmount,8,path,address(this),block.timestamp) (HOKK_HECO.
sol#1606-1612)
External calls sending eth:
- swapAndLiquify(swapTokens) (HOKK_HECO.sol#1523)
- Router.addLiquidityET H{value: ethamount}{address(this), tokenAmount,®,0,liquidityWallet,block.timestamp) (HOKK_HECO.sol#
1622-1629)
- sendHTToMarketing(marketingTokens) (HOKK_HECO.sol#1526)
- _marketingWallet.transfer(htToSend) (HOKK_HECO.sol#1637)
- SHa;hndSenle*ldends-sell okens ) (HOKK_HECO.sol#1529)
- (success) = address(dividendTracker). call**alue dividends}() (HOKK_HECO.sol#1643)
State variables written after the call(s):
- super._transfer(from,address(this),fees) (HOKK_HECO.sol#1552)
- _balances[sender] = talances[sender] sub(amount,ERC20: transfer amount exceeds balance) (HOKK _HECOD.s0l#953)
- talances[rec1plent] _balances[recipient].add(amount) (HOKK HECO.sol#954)
- super._transfer(from,to,amount) (HOKK_HECO.sol#1555)
- _balances[sender] _balances[sender] sub({amount,ERC20: transfer amount exceeds balance) (HOKK_HECO.sol#953
- _balances[recipient] = _balances[recipient].add(amount) (HOKK_HECO.sol#954)
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- swapping = false (HOKK_HECO.sol#1531) )
Reentrancy in DividendPayingToken._withdrawDividendofuser(address) (HOKK_HECO.sol#1115-1131):

External calls:

- (success) = user.call{gas: 3000,value: _withdrawableDividend}{) (HOKK_HECO.sol#1128)
State variables written after the call(s):
- withdrawnDividends[user] = withdrawnDividends[user].sub(_ withdrawableDividend) (HOKK_HECO.sol#1123)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities

INFO:Detectors:

Reentrancy in HokkatidoInu.updateDividendTracker(address) (HOKK_HECO.sol#1332-1347):

External calls:

- newDividendTracker.
- newDividendTracker.
- newDividendTracker.
- newDividendTracker.

INFO:Detectors:

excludeFromDividends(address(newDividendTracker)) (HOKK_HECO.sol#1339)
excludeFromDividends(address(this)) (HOKK_HECO.sol#1340)
excludeFromDividends(owner()) (HOKK_HECO.sol#1341)
excludeFromDividends(address({Router)) (HOKK_HECO.sol#1342)

State variables written after the call(s):

- dividendTracker = newDividendTracker (HOKK_HECO.sol#1346)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-1

HokkaidoInu. transfer(address,address,uint256).lastProcessedIndex (HOKK HECO.sol#1563) is a local variable never initialized
HokkaidoInu._transfer(address,address,uint256).claims (HOKK_HECO.sol#1563) is a local variable never initialized
HokkaidoInu._transfer(address,address,uint256).1iterations (HOKK_HECO.sol#1563) is a local wvariable never initialized
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#uninitialized-local-variables

INFO:Detectors:

HokkaidoInu.claim({) (HOKK_HECO.sol#1455-1457) ignores return value by dividendTracker.processAccount(msg.sender,false) (HOKK_HECO.sol#145

6)
HokkatidoInu._transfer(address,address,uint256) (HOKK_HECO.sol#1487-1570) ignores return value by dividendTracker.process(gas) (HOKK_HECO.

sol#1563-1568)

HokkaidoInu.addLiquidity{uint256,uint256) (HOKK_HECO.sol#1616-1631) ignores return value by Router.addLiquidityETH{value: ethAmount}({addr
ess(this), tokenAmount,®,8,liguidityWallet,block.timestamp) (HOKK_HECO.sol#1622-1629)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#unused-return

INFO:Detecto
DividendPayi

Reference: http
INFO:Detectors:

HokkaidoInu.setBr
-k
HokkaidoInu.setBr

HokkaidoInu.setMarketingWallet(

) shadows:
) shat
Documentation#local-variable-shadowi

a zero-check on

ECO.sol#1471)
KK_HECO.sol#1471) lack
_Documentation#missing-zero-address-walidation

in Hokka Inu._transfer(a
claims,lastPr

iterations ( < i o Inu._transfer ss, nt2s

aration: Pr = ite claims,lastP =X, g gas,
oInu._transfer
s.claims,lastPr

l-variables

llet,block.timestamp) . HECOD.sol#
s{this),block.timestamp) {HOKK_HECO.
ess(this ),block.timestamp) (HOKK_HECO.

wallet,block.timestamp) (HOKK_HECO.sol#

K_HECO.sol#15

cityE'F{wElLeL ethamount}{address(this ), tokenAmount,0,0,liguiditywWallet,block.timestamp) (HOKK_HECO.sol#

- Router.swapExactTokensForETHSup ingF Trans ferTokens ( tokenAmount,@ s ress(this),block.timestamp) {HOKK_HECO

sol#16086-161
- 5@

sol#16086-161

sol#1606-1612)
Ext
- sw

Reentrancy FL.ﬂDFSTFLéTCF'}

External calls
- _setAutomate

Reentrancy 2
External calls:

ess(this),block.timestamp) (HOKK_HECO

ss(this),block.timestamp) (HOKK_HECO

wallet,block.timestamp) (HOKK_HECO.sols#

dividends}{) (HOKK_HECO.sol#1643)

] = amount (HOK
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- amount = withdr videndofUser(account) (HOKK_HECO.sol#1848)
- {success) user.call{ga salue: _withdrawableDividend}{) (HOKK_HECO.sol#1120)
State variables written after the call(s):
- lastClaimTimes[account] = block.timestamp (HOKK_HECO.sol# 1)
Reentrancy in HokkaidoInu.swapAndLiguify{uint256) (HOKK_HECO.sol# 1=f‘—1593
External calls:
- swapTokensForEth{half) (HOKK_HECO.sol#1584)
- Router.swapExactTokensForETHSupportingFeeOnTrans ferTokens( tokenAmount,®,path,address{this),block. timestamp) (HOKK_HECO.
sol#1606-1612 )
- addLigquidity({otherHalf,newBalance) (HOKK_HECO.sol#1590)
- Router.addLiquidityETH{value: ethAmount}({address(this),tokenAmount,@,8,liquiditywallet,block.timestamp) (HOKK HECO.sol#

t»lnal calls sending eth:

addLiguidity(otherHalf.newBalanc IHDKK HECO.sol#1590)

e)
- Router.addl iquidityETH{value éthawaunt;\ajj\Asstthls},tokenhnount,D,D,llqu1dltywallet,block.tlwestanp} (HOKK_HECO.sol#

variables written after the call{s):
addLiquidity(otherHalf,newBalance) (HOKK_HECO.sol#1590)
- _allowances[owner][spender] = amount (HOKK _HECO.sol#1019)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabil ities-2
INFO:Detectors:
Reentrancy in HokkaidoInu._setAutomatedMarketMakerPair(address,bool) (HOKK_HECO.sol#1374-1383)
External calls:
- dividendTracker.excludeFromDividends({pair) (HOKK_HECO.sol#1379
Event emitted after the call(s)
- SetAutomatedMarketMakerPair(pair,value) {HOKK_HECO.sol#1382)
Reentrancy in HokkaidoInu. tramsrnllajjlass,ajjlass uint256) (HOKK_HECO.sol#1487-1570)
External calls:
- swapAndLiguify(swapTokens) (HOKK_HECO.sol#1523)
- Router.addlLiguidityETH{value: ethAmount}{address(this),tokenAmount,0,0,l1quidityWallet,block.timestamp) (HOKK_HECO.sol#
1622-1629)
- Router.swapExactTokensForETHSupportingFee0OnTrans ferTokens(tokenAmount,®,path,address(this),block.timestamp) (HOKK_HECO.
sol# 1612 )
- sendHTToMarketing({marketingTokens) (HOKK_HECO.sol#152
- Router.swapExactTokensForETHSupportingFeeOnTrans ferTokens(tokenAmount,@,path,address(this),block.timestamp) (HOKK_HECO.

sol#1606-1612)
Extnlnal calls sending eth:
- swapAndLiquify(swapTokens) (HOKK_HECO.sol#1523)

- Router.addLiquidityETH{value: ethAmount}(address(this),tokenAmount,0,8,liquiditywallet,block.timestamp) (HOKK_HECO.sol#

sendHTToMarketing(marketingTokens ) (HOKK_HECO.sol#1526)
- _marketingwallet.transfer(htToSend) (HOKK_HECO.sol#16
vent emitted after the call{s):
Approval({owner, sp»mdﬂl,anountw (HOKK_HECO.sol#1628)
- sendHTToMarketing(marketingTokens) (HOKK_HECO.sol#1526)
Reentrancy in HokkaidoInu. transfer(address,address,uint256) (HOKK HECO.sol#1487-1570):
External calls:
- swapAndLiquify(swapTokens) (HOKK_HECO.sol#1523)
- Router.addl iquidityETH{v salue: ethAmount}{address(this), tokenAmount,0,0,liguidityWallet,block.timestamp) (HOKK_HECO.sol#

- Router.swapExactTokensForETHSupportingFeeonTrans ferTokens( tokenAmount,@,path,address{this),block.timestamp) (HOKK_HECO.
606-1612)
- sendHTToMarketing(marketingTokens) (HOKK_HECO.sol#1526)
- Router.swapExactTokensForETHSupportingFeeOnTrans ferTokens(tokenAmount,@,path,address(this),block.timestamp) (HOKK_HECO.
sol#1606-1612)
- swapAndSendDividends(sellTokens) (HOKK_HECO.sol#1529)
- {success) = address({di endTracker).call : dividends}{) (HOKK_HECO.sol#1643)
- Router.swapExactTokensForETHSupportingFeeOnTrans ferTokens(tokenAmount,@,path,address(this),block.timestamp) (HOKK_HECO.
sol#1606-1612)
External calls sending eth:
- swapAndLiquify(swapTokens) (HOKK_HECO.sol#1523)
- Router.addl iquidityETH{v salue: ethAmount}{address(this),tekenAmount,o,0 ,LiguidityWallet,block.timestamp) (HOKK_HECO.sol#

sendHTToMarketing(marketingTokens ) (HOKK_HECO.sol#1526)

- _marketingWallet.transfer(htToSend) (HOKK_HECO.sol#16
swapAndSendDividends(sellTokens) (HOKK HECO.sol#1529)

- (success) = address(dividendTracker).call{value: dividends}{) (HOKK HECO.sol#1643)
vent emitted after the call(s):
Approval{owner,spender,amount) {HOKK_HECO.sol#1628)

- swapAndSendDividends({sellTokens) (HOKK_HECO.sol#1529

- Transfer(sender,recipient,amount) ({HOKK_HMECO.sol#955)
- super._transfter(from,to,amount) (HOKK_HECO.sol#155
- Transfer(sender,recipient,amount) {HOKK_HECO. sol:ﬂﬁﬁn
- super._transfe rom,address(this), fees) [HDKK_HECD.SDl#lSEZ)
Reentrancy in HokkaidoTnu._transfer(address,address,uint256) (HOKK_HECO.sol#1487-1578):
External calls:
- swapAndLiguify(swapTokens) (HOKK_HECO.sol#1523)
- Router.addLiquidityETH{value: Athuwount»lajj\ASSIthls- tokenAmount,®,8,liguiditywWallet,block.timestamp) (HOKK_HECO.sol#
1622-1629)
- Router.swapExactTekensForETHSuppertingFeeOnTrans ferTokens(tokenAmount,@,path, address(this),bleck.timestamp) (HOKK_HECO.
sol#1606-1612)
- sendHTToMarketing(marketingTokens) (HOKK_HECO.sol#1526)
- Router .swapExactT okensForET HSupportingFeeOnTrans ferTokens ( tokenAmount,@,path,address(this),block.timestamp) (HOKK_HECO.
sol#16 1612)
- swapAndSendDividends(sellTekens) (HOKK_HECO.sol#1529)
- (success) = address(dividendTracker).call{value: dividends}() (HOKK_HECO.sol#1643)
- Router.swapExactTokensForETHSupportingFeeOnTrans ferTokens (tokenAmount,®,path,address(this),block.timestamp) (HOKK_HECO.
sol#16
dendTracker.setBalance({address({from),balance0f(from)) (HOKK_HECO.sol#1557)
Amd racker.setBalance({address(to),balance0of(to)) (HOKK HECO.sol#1558)
iHDKK_HECD.SDl#lEE -1568)
1 calls sendi
- swapAndLiguify(swap okﬂns- (HOKK_HECO.sol#1523)
- Router.addLiguidityETH{value: ethAmount}(address(this),tokenamount,8,0,liguidityWwallet,block.timestamp) (HOKK HECO.sol#
1622-1629)
- sendHTToMarketing(marketingTokens) (HOKK_HECO.sol#1526)
- _marketingWallet.transfer(htToSend) (HOKK_HECO.sol#1637)
- swapAndSendDividends(sellTokens) (HOKK HECO.sol#1529)
- (success) = address{div idendTr acker). chl{-aluﬂ dividends}() (HOKK_HECO.sol#1643)
Event emitted after the call(s):
- ProcessedDividendTracker( iterattions,claims,lastProcessedIndex,true,gas,tx.origin) (HOKK_HECO.sol#1564)
Reentrancy in HekkaidoInu.constructer() (HOKK_HECO.sol#1286-1325):
External calls:
- _setAutomatedMarketMakerPair(_IMdexPair,true) (HOKK_HECO.sol#1388)
- dividendTracker.excl F'ole 1jéud51pa1r {HOKK_HECO.sol#1379)
ar.excludeFromD (address(dividendTracker)) (HOKK HECO.sol#1211)
er.excludeFromD (address(this)) (HOKK_HECO.sol#1312)
.excludeFromDiv dQHdSID\MQIII‘ LHDKK_HECD.SDl#lSlB)
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- ExcludeFromFees(account,excluded) (HOKK_HECO.sol#1357)
- excludeFromFees{address(this),true) (HOKK_HECO.sol#1318)
Reentrancy in HOKKDividendTracker.processAccount(address,bool) {HOKK_HECO.sol#1847-1857):
External calls:
- amount = _withdrawDividend0fUser(account) (HOKK_HECO.sol#1848)
- {success) user.call{gas: 3 value: _withdrawableDividend}() (HOKK_HECO.sol#1128)
Event emitted after the call(s):
- Claim{account,amount,automatic) (HOKK_HECO.sol#1852)
Reentrancy 1in HokkaidoInu.processDividendTracker{uint256) (HOKK HECO.sol#1450-1453):
External calls
- (iterations,claims,lastProcessedIndex) = dividendTracker.process{gas) (HOKK_HECO.sol#1451)
Event emitted after the call(s):
- ProcessedDividendTracker({ iterations,claims,lastProcessedIndex,false,gas,tx.origin) (HOKK_HECO.sol#1452)
Reentrancy in HokkaidoInu. S\athdquulfwlulhT45C} (HOKK_HECO.so0l#1572-1593):
External calls:
- swapTokensForEth(half) (HOKK_HECO.sol#1584
- Router.swapExactTokensForETHSupportingFeeOnTrans ferTokens(tokenAmount,@,path,address(this),block.timestamp) (HOKK_HECO.

1612)
- addLiquidity{otherHalf,newBalance) (HOKK HECO.sol#1590)
- Router.addLiguidityETH{value: chHﬁDUht>ladj\QSS‘Thlsl tokenAmount,8,8,liquiditywallet,block.timestamp) (HOKK_HECO.sol#
.0\
External calls sending eth:
- addLiquidity{otherHalf,newBalance) (HOKK_HECO.sol#1590)
- Router.addl iguidityETH{value: ethAmount}({address(this),tokenAmount,®,0,liguiditywallet,block.timestamp) (HOKK_HECO.sol#

vent emitted after the call{s):
Approval{owner,spender,amount) (HOKK_HECO.sol#102
- aijl:UljltvlothélHalf newBalance) (HOKK_ HECD sol#1590)
i otherHalf) (HOKK HECO.sol#1
Reentrancy in HDkkaldDIhU.S\athdgeth -emds[utntziﬁj {HOKK_HECO.s0l#1640-1648):
External calls:
- swapTokensForEth{tokens) (HOKK_HECO.sol#1641)
- Router.swapExactTokensForETHSupportingFeeOnTrans ferTokens(tokenAmount,@,path,address(this),block.timestamp) (HOKK_HECO.
-1612)
- (success) = address(dividendTracker).call{value: dividends}{) (HOKK_HECO.sol#1643)
External calls sending etl
- (success) = address{dividendTracker).call{value: dividends}() (HOKK_HECO.sol#1643
Event emitted after the call(s):

Reentrancy 1in HokkaidoInu.updateDividendTracker({address) (HOKK_HECO.sol#1332-1347):
E;tarmal Cal'ls
(kﬂr excludeFromDividends (address(newDividendTracker)) (HOKK HECO.sol#1339)
-excludeFromD ends {address{this)) (HOKK_HECO.sol#1340)
xc ludeFromD ends ( er()) (HOKK_HECO.sol#1341)
{address(Router)) (HOKK_HECO.sol#1342)
ent emitted B
UpdateDividen a ess,address({dividendTracker)) {HOKK_HECO.sol#1344)
Reference: https://github.com/crytic/sLlither/wiki/Detector-Documentation#reentrancy-vulnerabilities-3
INFO:Detectors:
HOKKD1videndTracker.getAccount(address) (HOKK_HECO.sol#1711-1754) uses timestamp for comparisons
Dangerous comparisons:
- nextClaimTime > block.timestamp (HOKK_HECO.sol#1751-1
HOKKD ividendTracker.canAutoClaim{uint256) (HOKK_HECO. 5314'1“. 1
Dangerous comparisons:
- lastClaimTime = block.timestamp (HOKK_HECO. sol#
- block.timestamp.sub{lastClaimTime) == claimWait DKK HECO.sol#17
Reference: https://github. ()nfclvt1(/511tLA|f\lkI/DﬂtACt)r Documentation#block-timestamp
INFO:Detectors:
Context. msgData() (H o .‘"D‘ 2 is never used and should be removed
) ayingToken._ nsf 2 (HOKK_HECO0.sol#1171-1177) is never used and should be remow
mod(uint 2 65 er used and should be remo
.mod({uint n ring) IHDKK_HECD s)l# 6 is never used and should be removed
feMathInt.abs( int HOKK_HECO.scl#511-514) is n used and should be rem d
athInt.div(int int2 (HOKK_HECO.sol# i r used and should be removed
athInt.mul({ int256 256) (HOKK _HECO.sol#478-477) er used and should be remow
ence: https://github. CDVTfCIu‘th/Sl'l‘tl\QI /wiki/Detector-Documentation#dead-code
Detectors:
v level call in Div L:iﬂldPaw.m; )kﬂlu i idend0OfUser{address) (HOKK_HECO.seol#1115-1131):
(success) = user.call{gas h ableDividend}() (HOKK_HECO.sol#1128)
Low le'.-'el call in Hokkatdolnu swaphA D nds{uint256) (HOKK_HECO.sol#1640-1648):
- (success) = address{d dendTrack .call{value: dividends (HOKK_HECO.sol#1643)
Reference: https://github.com/crytic/slither wiki/Detector-Documenta n#low-Tevel -calls
INFO:Detectors:
Function IMdexRouter .WHT{) (HOKK HECO.sol#17) is not in mixedCase
Function IMdexPair.DOMAIN_SEPARATOR() (HOKK_HECO.sol# is not in mixedCase
Function IMdexPair.PERMIT_TYPEHASH( HOKK_HECO.sol#23 is not in mixedCase
Function IMdexPair.MINIMUM_LIQUIDITY({) (HOKK_HECO.sol#: ) is not in mixedCase

==
53)
81) uses timestamp for comparisons

INFO:Detectors:
Variable IMdexRouter.addLiquidity(address,address,uint256,uint256,uint256,uint256,address,uint256).amountADesired (HOKK_HECO.sol#24) is t
oo similar to IMjéxR:utér ijlquljlt { r e o 25 nt2 i 5, addre nt256) . amountBDes ired IHDKK HECO.sol#25)
Variable Div dPayingToken. draw denc . J aDivide ( a : ) is too similar to HOKKDividend
ack9|.g»tuccountla--l»ssn. ith = dends (HOKK HECD sol#1716
Reference: https://github. cowfcrvtlcfsllthérf\1k1/DétéctDr Documentation#variable-names-are-too-similar
INFO:Detectors:
HokkaidoInu.updateGasForProcessing{uint256) (HOKK_HECO.sol#1393-1398) uses Lliterals with teo many digtits:

- require(bool,string){newValue == 20 . newValue == 50 ), HOKK: gasForProcessing must be between 200,008 and 500
HECO.sol#1394)
HokkaidoInu.slitherConstructorVariables() (HOKK_HECO.sol#1214-1648) uses literals with too many digits:

- maxSellTransactionAmount = 5 * (10 ** 18) (HOKK_HECO.sol#12
HokkaidoInu.slitherConstructorvariables() (HOKK_HECO.sol#1214-1649) es literals with too many digits:

- swapTokensAtAmount = * (18 ** 18) (HOKK_HECO.s0l3
HokkaidoInu.slitherConstructorVariables() (HOKK_HECO.sol#1214-1649) uses literals with too many digits:

= ;asFolP\DCASSIHQ =5 IHDKK . HECO. sol# $1241)

i getAccountAtIndex{uin (HOKK_HECO.sol# 7 uses literals with too many digits:

( 0 (HOKK_HECO.sol#1767)

Reference: https //github.com/crytic/slither/wiki/Detector- DDCUWthatIDhﬁtDD many-digits
INFO:Detectors:
SafeMathInt.MAX_INT256 (HOKK_HECO.sol#465) is never used in SafeMathInt (HOKK_HECO.sol#463-521)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#funused-state-variables
INFO:Detectors:
HokkaidoInu.maxSellTransactionAmount {HOKK HECD 501#1226} should be constant
HokkaidoInu.swapTokensAtAmount (HOKK_HEC0.s0l#1227) should be constant
Reference: https://github. cow/crwtlcfsllthnl/\1k1/DATnctDr Documentation#state-varisbles-that-could-be-declared-constant
INFO:Detectors:
renouncedwnership( ) sloulj bé jéclaléj extern

- .abln
transfer0

- Ow
;ntlltn'ablnnapplng Hap,ajjlnss- sloulj ba jaclqrAj externa

- IterableMapping.get(IterableMapping.Map,address) IHDKK HECO.sol#358-361)
getIndex0fKey(IterableMapping.Map.address) should be declared external

- ITA|ablaHapp1n; getIndex0fKey(IterableMapping.Map,address) {HOKK HECO.sol#363-368
getKeyAtIndex(IterableMapping.Map,uint256) should be declared exter 1

- IterableMapping.getKeyAtIndex({IterableMapping.Map,uint256
size(IterableMapping.Map) should be declared externa
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Solidity static analysis

HOKK-ETH.sol
Secunty

Transaction origin:

Use of boorigin: "toorigin® is useful only in very exceptional cases.

If you use it for authentication, you usually want to replace it by "msg.sender", because otherwise
any contract you call can act on your behalf.

maore

Pos: 1647-90:

Transaction origin:

Use of teorigin: "trorigin” is useful only in very exceptional cases.

If you use it for authentication, you usually want to replace it by "m=sg.sender”, because otherwise
any contract you call can act on your behalf.

more

Pos: 1754:97:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

DividendPaying Token._withdrawDividendOfUser [address payable): Could potentially lead to re-
entrancy vulnerability. Mote: Modifiers are currently not considered by this static analysis.

maore

Pos: 1094:4:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in HOKK.[): Could potentially lead to re-
entrancy vulnerability. Mote: Modifiers are currently not considered by this static analysis.
more

Pos: 1481:4:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

HOKK. _setAutomatedMarketMakerPair(address,bool): Could potentially lead to re-entrancy
vulnerability. Mote: Modifiers are currently not considered by this static analysis.

Mmore

Pos: 1531:4:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in HOKK process Dividend Tracker{uint256):
Could potentially lead to re-entrancy vulnerabiliby. Mote: Modifiers are currently not considered by
this static analysis.

More

Pos: 1645:4:
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Gas & Economy

Gas costs:

Gas requirement of function DividendPayingToken.name is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 7714

Gas costs:

Gas requirement of function ERC20.name is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 7714

Gas costs:

Gas requirement of function HOKK.name is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

{this includes clearing or copying arrays in storage}

Pos: 771:4:

Gas costs:

Gas requirement of function ERC20 transfer is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 822:4:

Gas costs:

Gas requirement of function HOKK transfer is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage}

Pos: 822:4:

Gas costs:

Gas requirement of function DividendPaying Token.allowance is infinite;

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 830:4:
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Gas costs:

Gas requirement of function ERC20 transferFrom is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 8594

Gas costs:

Gas requirement of function HOKK transferFrom is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

{this includes clearing or copying arrays in storage}

Pos: 859:4:

Gas costs:

Gas requirement of function HOKKDividendTracker transferFrom is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 859:4:

Mo return:

IERC20Metadata.decimals(): Defines a return type but never explicitly returns a value.
Pos: 71524

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing external component.
maore

Pos: 342-8:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing external component.
maore

Pos: 343:8:

Guard conditions:

Use "assert{x)" if you never ever want x to be false, not in any drcumstance (apart from a bug in
your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing external component.

more

Pos: 352-8:
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HOKK-BEP.sol

Secunty

Transaction origin:

Use of boorigin: "toorigin® is useful only in very exceptional cases.

If you use it for authentication, you usually want to replace it by "msg.sender", because otherwise any
contract you call can act on your behalf.

maore

Pos: 1444:84:

Transaction origin:

Use of teorigin: "trorigin” is useful only in very exceptional cases.

If you use it for authentication, you usually want to replace it by "msg.sender”, because otherwise any
contract you call can act on your behalf.

maore

Pos: 1540:88:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

DividendPaying Token._withdrawDividendOfUser [address payable): Could potentially lead to re-
entrancy vulnerability. Mote: Modifiers are currently not considered by this static analysis.

maore

Pos: 1085:2:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in Hokkaidolnu_{): Could potentially lead to
re-entrancy vulnerability. Mote: Modifiers are currently not considered by this static analysis.
More

Pos: 1256:4:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in
Hokkaidolnu.update Dividend Tracker{address): Could potentially lead to re-entrancy vulnerabilrty.
Mote: Modifiers are currently not considered by this static analysis.

More

Pos: 1302:4:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in
Hokkaidolnu._setfutomatedMarketMakerPair{address, bool): Could potentially lead to re-entrancy
vulnerability. Mote: Modifiers are currently not considered by this static analysis.

More

Pos: 1350:4:

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




Check-effects-interaction:

Potential violation of Checks-Effects-Interaction patternin

Hokkaidolnu processDividend Tracker{uint256): Could potentially lead to re-entrancy vulnerability.
Mote: Modifiers are currently not considered by this static analysis.

maoreg

Pos: 1442:1:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in
Hokkaidolnu._transfer{address,address,uint256): Could potentially lead to re-entrancy vulnerability.
Mote: Modifiers are currently not considered by this static analysis.

more

Pos: 1463:4:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in Hokkaidolnu swapTokensForEth(uint256):
Could potentially lead to re-entrancy vulnerability. Note: Modifiers are currently not considered by

this static analysis.
more

Pos: 1571:4:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

Hokkaidolnu swapAndSendDividends(uint256): Could potentially lead to re-entrancy vulnerability.
Mote: Modifiers are currently not considered by this static analysis.

maore

Pos: 1616:4:

Block timestamp:

Use of "block timestamp™ "block imestamp"” can be influenced by miners to a certain degree.
That means that a miner can "choose" the block imestamp, to a certain degree, to change the
outcome of a transaction in the mined block.

maore

Pos: 1587-12:

Block timestamp:

Use of "block timestamp™: "block imestamp" can be influenced by miners to a certain degree.
That means that a miner can "choose™ the block imestamp, to a certain degree, to change the
outcome of a transaction in the mined block.

mare

Pos: 1604:12:
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Gas & Economy

Gas costs:

Gas requirement of function HOKKDividendTracker transferOwnership is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 272:4:

Gas costs:

Gas requirement of function Hokkaidolnu.transferOwnership is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

{this includes clearing or copying arrays in storage)

Pos: 272:4:

Gas costs:

Gas requirement of function Ownable transferOwnership is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 272:4:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 1252:8:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 1303:8:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any crcumstance (apart from a bug in
your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 1307-8:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 1320:8:
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HOKK-HECO.sol

Secunty

Transaction origin:

Use of boorigin: "toorigin® is useful only in very exceptional cases.

If you use it for authentication, you usually want to replace it by "msg.sender", because otherwise
any contract you call can act on your behalf.

maore

Pos: 1452:84:

Transaction origin:

Use of teorigin: "trorigin” is useful only in very exceptional cases.

If you use it for authentication, you usually want to replace it by "m=sg.sender”, because otherwise
any contract you call can act on your behalf.

more

Pos: 1564:88:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

DividendPaying Token._withdrawDividendOfUser [address payable): Could potentially lead to re-
entrancy vulnerability. Mote: Modifiers are currently not considered by this static analysis.

maore

Pos: 1115:2:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in
Hokkaidolnu._setAutomatedMarketMakerPair(address bool): Could potentially lead to re-entrancy
vulnerability. Mote: Modifiers are currently not considered by this static analysis.

more

Pos: 1374:4:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

Hokkaidolnu.processDividend Tracker{uint256): Could potentially lead to re-entrancy vulnerability.
Mote: Modifiers are currently not considered by this static analysis.

more

Pos: 1450-1:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

Hokkaidolnu._transfer{address addressuint256): Could potentially lead to re-entrancy vulnerability.
Mote: Modifiers are currently not considered by this static analysis.

maore

Pos: 1487:4:
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Block timestamp:

Use of "block timestamp™: "block imestamp" can be influenced by miners to a certain degree.
That means that a miner can "choose” the block timestamp, to a certain degree, to change the
outcome of a transaction in the mined block.

more

Pos: 1611:12:

Block timestamp:

Use of "block timestamp™ "block timestamp"” can be influenced by miners to a certain degree.
That means that a miner can "choose" the block imestamp, to a certain degree, to change the
outcome of a transaction in the mined block.

maore

Pos: 1628:12:

Block timestamp:

Use of "block timestamp™: "block imestamp" can be influenced by miners to a certain degree.
That means that a miner can "choose” the block timestamp, to a certain degree, to change the
outcome of a transaction in the mined block.

more

Pos: 1751:57:

Gas & Economy

Gas costs:

Gas requirement of function HOKKDividend Tracker transferOwnership is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 343:4:

Gas costs:

Gas requirement of function Hokkaidolnu transferOwnership is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 343:4:

Gas costs:

Gas requirement of function Ownable transferOwnership is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

{this includes clearing or copying arrays in storage}

Pos: 343:4:
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Gas costs:

Gas requirement of function Hokkaidolnu_name is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 7954

Gas costs:

Gas requirement of function DividendPaying Token.symbol is infinite:
If the gas requirement of a function is higher than the block gas limit, it cannot be executed.

Please avoid loops in your functions or actions that modify large areas of storage
(this includes clearing or copying arrays in storage)
Pos: 803:4:

Gas costs:

Gas requirement of function ERC20.symbol is infinite:

If the gas requirement of a function is higher than the block gas limit, it cannot be executed.
Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Pos: 803:4:

Constant/View/Pure functions:

HOKKDividendTracker _transfer(address,address,uint256) : Potentially should be constant/iview/pure
but is not. Mote: Modifiers are currently not considered by this static analysis.
rnore:

Pos: 1676:4:

Constant/View/Pure functions:

HOKKDividendTrackerwithdrawDividend() : Potentially should be constant/view/pure but is not.
Mote: Modifiers are currently not considered by this static analysis.
rnore:

Pos: 1680:4:

Constant/View/Pure functions:

HOKKDividendTracker getAccount(address) : Is constant but potentially should not be. Mote:
Modifiers are currently not considered by this static analysis.
rnore:

Pos: 1711:4:

Constant/View/Pure functions:

HOKKDividendTracker getAccountAtindex(uint256) : |s constant but potentially should not be. Mote:
Modifiers are currently not considered by this static analysis.
rnore

Pos: 1756:4:
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Data truncated:

Division of integer values yields an integer value again. That means eg. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of [only) literal values since those
yield rational constants.

Pos: b99:1&:

Data truncated:

Division of integer values yields an integer value again. That means eg. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) literal values since those
yield rational constants.

Pos: 634:20:

Data truncated:

Division of integer values yields an integer value again. That means eg. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) literal values since those
yield rational constants.

Pos: 1099:8:

Data truncated:

Division of integer values yields an integer value again. That means eg. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) literal values since those
yield rational constants.

Pos: 1162:11:

Guard conditions:

Use "assert{x)" if you never ever want x to be false, not in any drcumstance (apart from a bug in
your code). Use "requirefx)” if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 1681:8:

Guard conditions:

Use "assert{x)" if you never ever want x to be false, not in any drcumstance (apart from a bug in
your code). Use "requirefx)” if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 1685:5:

Guard conditions:

Use "assert{x)" if you never ever want x to be false, not in any drcumstance (apart from a bug in
your code). Use "requirefx)” if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 1695:8:
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HOKK-ETH.sol

Solhint Linter

HOKK ETH.sol:2:1: Error: Compiler version 70.8.4 does not satisfy

semver requirement
.s01:16:5: Error: F
.s01:180:5: Error:
.s01:181:5: Error:
.s0l1:198:5: Error:
) ! .s0l1:575:5: Error:
ignoreConstructors to true
HOKK ETH.so0l:763:5: Error:
ignoreConstructors to true
HOKK ETH.s01:1017:24: Error
HOKK ETH.s0l1:1028:31: Error
SNAKE CASE
HOKK ETH.s0l1:1051:5: Error:
ignoreConstructors to true
HOKK ETH.s01:1099:31: Error
HOKK ETH.so0l:1214:5: Error:
ignoreConstructors to true
.s01:1288:58: Error
logic

.s01:1288:94: Error:

logic

.s01:1310:29: Error:

logic

.s01:1313:16: Error:

logic

.801:1382:39: Error:

logic
.s01:1409:5: Error:
.s01:1410:5: Error:
) ! .s01:1481:5: Error:
ignoreConstructors to true

.s01:1517:53: Error:
.s0l1:1520:32: Error:
.s01:1647:91: Error:
.s01:1686:85: Error:
.s01:1745:72: Error:
.s01:1745:81: Error:
.s01:1746:68: Error:
.s01:1746:77: Error:
.s01:1754:98: Error:
.s0l1:1755:21: Error:
.s0l1:1780:51: Error:
.s01:1802:13: Error:

logic

.s01:1810:27: Error:

unction name must be in mixedCase
Function name must be in mixedCase
Function name must be in mixedCase
Function name must be in mixedCase
Explicitly mark wvisibility in function
if using solidity >=0.7.0)

Explicitly mark visibility in function
if using solidity >=0.7.0)

: Code contains empty blocks

: Constant name must be in capitalized

Explicitly mark visibility in function
if using solidity >=0.7.0)

: Avoid using low level calls.
Explicitly mark visibility in function
if using solidity >=0.7.0)

: Avoid to make time-based decisions in

Avoid to make time-based decisions
Avoid to make time-based decisions
Avoid to make time-based decisions
Avoid to make time-based decisions

Explicitly mark visibility of state
Explicitly mark visibility of state
Explicitly mark visibility in function
if using solidity >=0.7.0)

Code contains empty blocks

Code contains empty blocks

Avoid to use tx.origin

Code contains empty blocks

Code contains empty blocks

Code contains empty blocks

Code contains empty blocks

Code contains empty blocks

Avoid to use tx.origin

Code contains empty blocks

Code contains empty blocks

Avoid to make time-based decisions in your

Avoid using low level calls.
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HOKK-BEP.sol

HOKK BEP.sol:2:1: Error: Compiler version “0.6.2 does not satisfy the r
semver requirement
.s01:16:5: Error: Function name must be in mixedCase
.s01:180:5: Error: Function name must be in mixedCase
.s01:181:5: Error: Function name must be in mixedCase
.s01:198:5: Error: Function name must be in mixedCase
.s01:1011:24: Error: Code contains empty blocks
:1022:29: Error: Constant name must be in capitalized

:1042:88: Error: Code contains empty blocks
:1090:25: Error: Avoid using low level calls.
:1199:30: Error: Variable name must be in mixedCase
1206:5: Error: Explicitly mark visibility of state
1257:9: Error: Variable name must be in mixedCase
1298:32: Error: Code contains empty blocks
1444:85: Error: Avoid to use tx.origin
1533:72: Error: Code contains empty blocks
1533:81: Error: Code contains empty blocks
1534:68: Error: Code contains empty blocks
:1534:77: Error: Code contains empty blocks
:1540:89: Error: Avoid to use tx.origin
:1542:13: Error: Code contains empty blocks
.s01:1587:13: Error: Avoid to make time-based decisions
logic
.s01:1604:13: Error: Avoid to make time-based decisions
logic
.501:1619:27: Error: Avoid using low level calls.
.s0l1:1727:58: Error: Avoid to make time-based decisions
logic
.s01:1728:71: Error: Avoid to make time-based decisions
logic
.s01:1752:25: Error: Avoid to make time-based decisions
logic
.s01:1756:13: Error: Avoid to make time-based decisions
logic
) .s01:1827:33: Error: Avoid to make time-based decisions
business logic

HOKK-HECO.sol

HOKK HECO.so0l:2:1: Error: Compiler version 70.6.2 does not satisfy the
r semver requirement
.s01:17:5: Error: Function name must be in mixedCase
.801:236:5: Error: Function name must be in mixedCase
.s801:238:5: Error: Function name must be in mixedCase
.801:256:5: Error: Function name must be in mixedCase
.s01:1041:24: Error: Code contains empty blocks
:1052:29: Error: Constant name must be in capitalized

:1072:88: Error: Code contains empty blocks
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.s01:1120: : : Avoid to use low level calls.
.s01:1217: : : Variable name must be in mixedCase
.s01:1218: : : Variable name must be in mixedCase
.s01:1229: : : Variable name must be in mixedCase
.s01:1238:5: Explicitly mark visibility of state
.s01:1287:9: Variable name must be in mixedCase
.s0l1:1301:6: Variable name must be in mixedCase
.s01:1303:9: Variable name must be in mixedCase
.s01:1328:32: : Code contains empty blocks
.s0l1:1452:85: : Avoid to use tx.origin
.s0l:1557:72: : Code contains empty blocks
.s01:1557:81: : Code contains empty blocks
.s01:1558:68: : Code contains empty blocks
.s01:1558:77: : Code contains empty blocks
.s01:1564:89: : Avoid to use tx.origin
.s501:1566:13: : Code contains empty blocks
) | .s01:1611:13: : Avoid to make time-based decisions

your business logic

HOKK HECO.s0l:1628:13: : Avoid to make time-based decisions

your business logic

HOKK HECO.s0l1:1643:27: : Avoid to use low level calls.

HOKK HECO.s0l:1751:58: : Avoid to make time-based decisions

your business logic

HOKK HECO.s0l:1752:71: : Avoid to make time-based decisions

your business logic

HOKK HECO.so0l:1776:25: : Avoid to make time-based decisions

your business logic

HOKK HECO.so0l:1780:13: : Avoid to make time-based decisions

your business logic

HOKK HECO.so0l:1851:33: : Avoid to make time-based decisions

your business logic

Software analysis result:
These software reported many false positive results and some are informational issues.

So, those issues can be safely ignored.
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