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Introduction

EtherAuthority was contracted by IVY Defi to perform the Security audit of the IVY Defi
Protocol smart contracts code. The audit has been performed using manual analysis as
well as using automated software tools. This report presents all the findings regarding the
audit performed on June 30th, 2022.

The purpose of this audit was to address the following:
- Ensure that all claimed functions exist and function correctly.

- Identify any security vulnerabilities that may be present in the smart contract.

Project Background

e VY, all transactions, mortgages and governance on the platform are transparent
and on-chain. It is established on BSC, the largest decentralized application
ecosystem, aiming to provide global users with a set of easy-to-use and highly
transparent financial services.

e |VY Defi Protocol is a smart contract having functions like: mint, burn, mintlvy,

transferlvyFrom, transferlvy, stake, unstake, mintSlvy, registerPool, etc.

Audit scope

Name Code Review and Security Analysis Report for
IVY Defi Protocol Smart Contracts

Platform Binance Chain / Solidity
File 1 AccessControl.sol
File 1 MD5 Hash 3741F006AAB540B961C5A379E460FA70
File 2 ERC20.sol
File 2 MD5 Hash 42F9A10ADF073571D6B9AC3E1B660925
File 3 EscrowedIvyERC20.s0ol
File 3 MD5 Hash F3C5999E8BDDB4F827B80BBOACEC509B
File 4 lvyAware.sol
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File 4 MD5 Hash

7D714F63921C19213DE47FD7F1E4E414

File 5

lvyCorePool.sol

File 5 MD5 Hash

395ADI9C73CAEA3479D04C18453716AD8

File 6

IvvERC20.sol

File 6 MD5 Hash

642C609D7F77E4EO0F9D1D61CO0ED74D2

File 7

lvyPoolBase.sol

File 7 MD5 Hash

FB17C3801D75659010ADF8F0D74F9503

File 8

IlvyPoolFactory.sol

File 8 MD5 Hash

1FE83385AFEC30778571F1AFF4F011B3

File 9

Ownable.sol

File 9 MD5 Hash

57F6D8C093C639C358D33A7357DEY6GCB

File 10

ReentrancyGuard.sol

File 10 MD5 Hash

BO55F5BBF6FBD7698BD823D04DA7C4E1

Audit Date

June 30th,2022
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Claimed Smart Contract Features

Claimed Feature Detail

Our Observation

File 1 AccessControl.sol
e AccessControl has functions like: features,

updateRole, etc.

YES, This is valid.

File 2 ERC20.sol

e ERC20 has functions like: allowance, etc.

YES, This is valid.

File 3 EscrowedlvyERC20.sol
e Name: Escrowed lvy
e Symbol: elVY

YES, This is valid.

File 4 lIvyAware.sol

e |vyAware has functions like: transferlvy, etc.

YES, This is valid.

File 5 lvyCorePool.sol
e |lvyCorePool owner can execute Set the vault.
e |lvyCorePool owner can execute by the vault to
transfer vault rewards IVY from the vault into the

pool.

YES, This is valid.

File 6 IvyERC20.so0l
e Name: lvy
e Symbol: IVY
e Decimals: 18
e Initial Supply: 4000
e Max Supply: 10000

YES, This is valid.

File 7 IvyPoolBase.sol
e |vyPoolBase has functions like:

pendingYieldRewards, getDeposit, etc.

YES, This is valid.

File 8 IvyPoolFactory.sol

e |vyPoolFactory can create a core pool

YES, This is valid.
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(lIvyCorePool) and register it within the factory.
e |vyPoolFactory can set the end block when

necessary.

File 9 Ownable.sol YES, This is valid.
e Ownable can renounce Ownership.
e Ownable can transfer ownership of the contract to

a new account.

File 10 ReentrancyGuard.sol YES, This is valid.
e ReentrancyGuard contract module that helps

prevent reentrant calls to a function.
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Audit Summary

According to the standard audit assessment, Customer's solidity smart contracts are
“Secured”. Also, these contracts do contain owner control, which does not make them
fully decentralized.

Insecure Poor secured Secure Well-sacured

You are here

We used various tools like Slither, Solhint and Remix IDE. At the same time this finding is
based on critical analysis of the manual audit.

All issues found during automated analysis were manually reviewed and applicable
vulnerabilities are presented in the Audit overview section. General overview is presented
in AS-IS section and all identified issues can be found in the Audit overview section.

We found 0 critical, 0 high, 0 medium and 0 low and some very low level issues.

Investors Advice: Technical audit of the smart contract does not guarantee the ethical
nature of the project. Any owner controlled functions should be executed by the owner with
responsibility. All investors/users are advised to do their due diligence before investing in

the project.
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Technical Quick Stats

Main Category Subcategory Result
Contract Solidity version not specified Passed
Programming Solidity version too old Passed
Integer overflow/underflow Passed
Function input parameters lack of check Passed
Function input parameters check bypass Passed
Function access control lacks management Passed
Critical operation lacks event log Passed
Human/contract checks bypass Passed
Random number generation/use vulnerability N/A
Fallback function misuse Passed
Race condition Passed
Logical vulnerability Passed
Features claimed Passed
Other programming issues Passed
Code Function visibility not explicitly declared Passed
Specification Var. storage location not explicitly declared Passed
Use keywords/functions to be deprecated Passed
Unused code Moderated
Gas Optimization “Out of Gas” Issue Passed
High consumption ‘for/while’ loop Passed
High consumption ‘storage’ storage Passed
Assert() misuse Passed
Business Risk The maximum limit for mintage not set Moderated
“Short Address” Attack Passed
“‘Double Spend” Attack Passed

Overall Audit Result:

PASSED
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Code Quality

This audit scope has 10 smart contract files. Smart contracts contain Libraries, Smart

contracts, inherits and Interfaces. This is a compact and well written smart contract.

The libraries in the IVY Defi Protocol are part of its logical algorithm. A library is a different
type of smart contract that contains reusable code. Once deployed on the blockchain (only
once), it is assigned a specific address and its properties / methods can be reused many

times by other contracts in the IVY Defi Protocol.

The IVY Defi team has not provided unit test scripts, which would have helped to

determine the integrity of the code in an automated way.

Some code parts are well commented on smart contracts. We suggest using Ethereum’s

NatSpec style for the commenting.

Documentation

We were given an IVY Defi Protocol smart contract code in the form of a Github web link.

The hash of that code is mentioned above in the table.
As mentioned above, code parts are well commented. So it is easy to quickly understand
the programming flow as well as complex code logic. Comments are very helpful in

understanding the overall architecture of the protocol.

Another source of information was its official website https://www.ivydefi.vip/ which

provided rich information about the project architecture.

Use of Dependencies

As per our observation, the libraries are used in this smart contracts infrastructure that are

based on well known industry standard open source projects.

Apart from libraries, its functions are used in external smart contract calls.
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AS-IS overview

AccessControl.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | features read Passed No Issue
3 | updateFeatures write Passed No Issue
4 | updateRole write Passed No Issue
5 | evaluateBy read Passed No Issue
6 | isFeatureEnabled read Passed No Issue
7 |isSenderinRole read Passed No Issue
8 | isOperatorinRole read Passed No Issue
9 hasRole internal Passed No Issue

ERC20.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 [ name read Passed No Issue
3 [ symbol read Passed No Issue
4 | decimals read Passed No Issue
5 | totalSupply read Passed No Issue
6 | balanceOf read Passed No Issue
7 | transfer write Passed No Issue
8 | allowance read Passed No Issue
9 | approve write Passed No Issue
10 | transferFrom write Passed No Issue
11 | increaseAllowance write Passed No Issue
12 | decreaseAllowance write Passed No Issue
13 | transfer internal Passed No Issue
14 | mint internal Passed No Issue
15| burn internal Passed No Issue
16 | approve internal Passed No Issue
17 | setupDecimals internal Passed No Issue
18 | beforeTokenTransfer internal Passed No Issue

EscrowedlvyERC20.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
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2 | mint external Passed No Issue
3 [ burn external Passed No Issue
4 | name read Passed No Issue
5 | symbol read Passed No Issue
6 [ decimals read Passed No Issue
7 | totalSupply read Passed No Issue
8 | balanceOf read Passed No Issue
9 |[transfer write Passed No Issue
10 | allowance read Passed No Issue
11 | approve write Passed No Issue
12 | transferFrom write Passed No Issue
13 | increaseAllowance write Passed No Issue
14 | decreaseAllowance write Passed No Issue
15 | transfer internal Passed No Issue
16 | _mint internal Unlimited Minting Refer Audit
Findings

17 | burn internal Passed No Issue
18 | approve internal Passed No Issue
19 | setupDecimals internal Passed No Issue
20 | beforeTokenTransfer internal Passed No Issue

IvyAware.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | transferlvy internal Passed No Issue
3 [ transferlvyFrom internal Passed No Issue
4 | mintlvy internal Passed No Issue

IvyCorePool.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | mintlvy internal Passed No Issue
3 [ pendingYieldRewards external Passed No Issue
4 | balanceOf external Passed No Issue
5 | getDeposit external Passed No Issue
6 | getDepositsLength external Passed No Issue
7 | stake external Passed No Issue
8 [ unstake external Passed No Issue
9 [ updateStakelock external Passed No Issue
10 | sync external Passed No Issue
11 | processRewards external Passed No Issue
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12 | setWeight external Passed No Issue
13 | pendingYieldRewards internal Passed No Issue
14 | stake internal Passed No Issue
15 | unstake internal Passed No Issue
16 | sync internal Passed No Issue
17 | processRewards internal Passed No Issue
18 | updateStakelLock internal Passed No Issue
19 [ weightToReward write Passed No Issue
20 | rewardToWeight write Passed No Issue
21 | blockNumber read Passed No Issue
22 | now256 read Passed No Issue
23 | mintSlvy write Passed No Issue
24 | transferPoolToken internal Passed No Issue
25 | transferPoolTokenFrom internal Passed No Issue
26 | pendingVaultRewards read Passed No Issue
27 | setVault external Passed No Issue
28 | processRewards external Passed No Issue
29 | receiveVaultRewards external Passed No Issue
30 | stakeAsPool external Unused function Refer Audit
Findings
31 | stake internal Passed No Issue
32 | unstake internal Passed No Issue
33 | processRewards internal Passed No Issue
34 | processVaultRewards write Passed No Issue
IvyERC20.so0l
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | features read Passed No Issue
3 | updateFeatures write Passed No Issue
4 | updateRole write Passed No Issue
5 | evaluateBy read Passed No Issue
6 | isFeatureEnabled read Passed No Issue
7 | isSenderIinRole read Passed No Issue
8 | isOperatorinRole read Passed No Issue
9 hasRole internal Passed No Issue
10 | balanceOf read Passed No Issue
11 | transfer write Passed No Issue
12 | transferFrom write Passed No Issue
13 | safeTransferFrom write Passed No Issue
14 | unsafeTransferFrom write Passed No Issue
15 | approve write Passed No Issue
16 | allowance read Passed No Issue
17 | increaseAllowance write Passed No Issue
18 | decreaseAllowance write Passed No Issue

This s a private and confidential document. Mo part of this document showld

ke disclosed to third party without prior written permission of Etharduthority,

Email: audit@EtherAuthority.io




19 | mint write Passed No Issue
20 | burn write Passed No Issue
21 | getVotingPower read Passed No Issue
22 | getVotingPowerAt read Passed No Issue
23 | getVotingPowerHistory read Passed No Issue
24 | getVotingPowerHistoryLe read Passed No Issue
ngth
25 | delegate write Passed No Issue
26 | delegateWithSig write Passed No Issue
27 delegate write Passed No Issue
28 moveVotingPower write Passed No Issue
29 updateVotingPower write Passed No Issue
30 binaryLookup read Passed No Issue
IvyPoolBase.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | transferlvy internal Passed No Issue
3 | transferlvyFrom internal Passed No Issue
4 | mintlvy internal Passed No Issue
5 | pendingYieldRewards external Passed No Issue
6 | balanceOf external Passed No Issue
7 | getDeposit external Passed No Issue
8 | getDepositsLength external Passed No Issue
9 | stake external Passed No Issue
10 | unstake external Passed No Issue
11 | updateStakelLock external Passed No Issue
12 | sync external Passed No Issue
13 | processRewards external Passed No Issue
14 | setWeight external Passed No Issue
15 | pendingYieldRewards internal Passed No Issue
16 | stake internal Passed No Issue
17 | unstake internal Passed No Issue
18 | sync internal Passed No Issue
19 | processRewards internal Passed No Issue
20 | updateStakelLock internal Passed No Issue
21 | weightToReward write Passed No Issue
22 | rewardToWeight write Passed No Issue
23 | blockNumber read Passed No Issue
24 | now256 read Passed No Issue
25 [ mintSlvy write Unused function Refer Audit
Findings
26 | transferPoolToken internal Passed No Issue
27 | transferPoolTokenFrom internal Passed No Issue
28 | nonReentrant modifier Passed No Issue
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IvyPoolFactory.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | transferlvy internal Passed No Issue
3 | transferlvyFrom internal Passed No Issue
4 | mintlvy internal Passed No Issue
5 [owner read Passed No Issue
6 | onlyOwner modifier Passed No Issue
7 | renounceOwnership write access only Owner No Issue
8 [ transferOwnership write access only Owner No Issue
9 | getPoolAddress external Passed No Issue
10 | getPoolData read Passed No Issue
11 | shouldUpdateRatio read Passed No Issue
12 | createPool external access only Owner No Issue
13 | setEndBlock external access only Owner No Issue
14 | setlvyPerBlock external access only Owner No Issue
15 | registerPool write access only Owner No Issue
16 | updatelVYPerBlock external Passed No Issue
17 | mintYieldTo external Passed No Issue
18 | changePoolWeight external Passed No Issue
19 | blockNumber read Passed No Issue

Ownable.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 [ owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 [ renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue

ReentrancyGuard.sol

Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | nonReentrant modifier Passed No Issue
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Severity Definitions

Description

Critical vulnerabilities are usually straightforward to exploit
and can lead to token loss etc.

High-level vulnerabilities are difficult to exploit; however,
they also have significant impact on smart contract
execution, e.g. public access to crucial

Medium-level vulnerabilities are important to fix;
however, they can’t lead to tokens lose

Low-level vulnerabilities are mostly related to outdated,
unused etc. code snippets, that can’t have significant
impact on execution

Lowest-level vulnerabilities, code style violations and info
statements can’t affect smart contract execution and can
be ignored.
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Audit Findings

Critical Severity

No Critical severity vulnerabilities were found.

High Severity
No High severity vulnerabilities were found.

Medium

No Medium severity vulnerabilities were found.
Low

No Low severity vulnerabilities were found.

Very Low / Informational / Best practices:

(1) Unlimited Minting:- EscrowedlvyERC20.sol

Token creators can mint unlimited tokens.

Token minting without any maximum limit is considered inappropriate for tokenomics.
Resolution: We recommend placing some limit on token minting to mitigate this issue.

(2) Unused interface / function / variables:
IvyPoolBase.sol

ICorePool.sol has been imported but not used.

mintSlvy is defined as an internal function, but not used.

sIVY variable has been defined and set while deploying, but not used in code.
IvyCorePool.sol

StakeAsPool is an external function but executed only by pool address added into the

factory. But given poolbase has not used this function.
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IvyERC20.sol

FEATURE_TRANSFERS, FEATURE_TRANSFERS_ON_BEHALF, ERC20_RECEIVED

are unused variables.

Resolution: We suggest removing unused interface / functions / variables.

Centralization

This smart contract has some functions which can be executed by the Admin (Owner)
only. If the admin wallet private key would be compromised, then it would create trouble.

Following are Admin functions:

e setVault: IvyCorePool owner can execute to Set the vault.

e receiveVaultRewards: lvyCorePool owner can execute by the vault to transfer vault
rewards IVY from the vault into the pool.

e setWeight: IvyPoolBase owner can set weight.

e createPool: IvyPoolFactory owner can create a core pool (lvyCorePool) and register
it within the factory.

e setEndBlock: lvyPoolFactory owner can set end block when necessary.

e setlvyPerBlock: lvyPoolFactory owner can set ivy per block when necessary.

e registerPool: IvyPoolFactory owner can register an already deployed pool instance
within the factory.

e changePoolWeight: lvyPoolFactory owner can change the weight of the pool.

e renounceOwnership: Ownable can renounce new ownership.

e transferOwnership: Ownable can transfer ownership of the contract to a new

account (‘newOwner’).

To make the smart contract 100% decentralized, we suggest renouncing ownership in the

smart contract once its function is completed.
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Conclusion

We were given a contract code in the form of Github weblink. And we have used all
possible tests based on given objects as files. We have not observed any major issues in

the smart contracts. So, the smart contracts are ready for the mainnet deployment.

Since possible test cases can be unlimited for such smart contracts protocol, we provide
no such guarantee of future outcomes. We have used all the latest static tools and manual

observations to cover maximum possible test cases to scan everything.

Smart contracts within the scope were manually reviewed and analyzed with static
analysis tools. Smart Contract’s high-level description of functionality was presented in the

As-is overview section of the report.

Audit report contains all found security vulnerabilities and other issues in the reviewed

code.

Security state of the reviewed contract, based on standard audit procedure scope, is

“Secured”.
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Our Methodology

We like to work with a transparent process and make our reviews a collaborative effort.
The goals of our security audits are to improve the quality of systems we review and aim
for sufficient remediation to help protect users. The following is the methodology we use in

our security audit process.

Manual Code Review:

In manually reviewing all of the code, we look for any potential issues with code logic, error
handling, protocol and header parsing, cryptographic errors, and random number
generators. We also watch for areas where more defensive programming could reduce the
risk of future mistakes and speed up future audits. Although our primary focus is on the
in-scope code, we examine dependency code and behavior when it is relevant to a

particular line of investigation.

Vulnerability Analysis:

Our audit techniques included manual code analysis, user interface interaction, and
whitebox penetration testing. We look at the project's web site to get a high level
understanding of what functionality the software under review provides. We then meet with
the developers to gain an appreciation of their vision of the software. We install and use
the relevant software, exploring the user interactions and roles. While we do this, we
brainstorm threat models and attack surfaces. We read design documentation, review
other audit results, search for similar projects, examine source code dependencies, skim

open issue tickets, and generally investigate details other than the implementation.
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Documenting Results:

We follow a conservative, transparent process for analyzing potential security
vulnerabilities and seeing them through successful remediation. Whenever a potential
issue is discovered, we immediately create an Issue entry for it in this document, even
though we have not yet verified the feasibility and impact of the issue. This process is
conservative because we document our suspicions early even if they are later shown to
not represent exploitable vulnerabilities. We generally follow a process of first documenting
the suspicion with unresolved questions, then confirming the issue through code analysis,
live experimentation, or automated tests. Code analysis is the most tentative, and we
strive to provide test code, log captures, or screenshots demonstrating our confirmation.

After this we analyze the feasibility of an attack in a live system.

Suggested Solutions:

We search for immediate mitigations that live deployments can take, and finally we
suggest the requirements for remediation engineering for future releases. The mitigation
and remediation recommendations should be scrutinized by the developers and
deployment engineers, and successful mitigation and remediation is an ongoing

collaborative process after we deliver our report, and before the details are made pubilic.
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Disclaimers

EtherAuthority.io Disclaimer

EtherAuthority team has analyzed this smart contract in accordance with the best industry
practices at the date of this report, in relation to: cybersecurity vulnerabilities and issues in
smart contract source code, the details of which are disclosed in this report, (Source
Code); the Source Code compilation, deployment and functionality (performing the
intended functions).

Due to the fact that the total number of test cases are unlimited, the audit makes no
statements or warranties on security of the code. It also cannot be considered as a
sufficient assessment regarding the utility and safety of the code, bugfree status or any
other statements of the contract. While we have done our best in conducting the analysis
and producing this report, it is important to note that you should not rely on this report only.
We also suggest conducting a bug bounty program to confirm the high level of security of
this smart contract.

Technical Disclaimer

Smart contracts are deployed and executed on the blockchain platform. The platform, its
programming language, and other software related to the smart contract can have their
own vulnerabilities that can lead to hacks. Thus, the audit can’t guarantee explicit security
of the audited smart contracts.

This s a private and confidential document. Mo part of this document showld
ke disclosed to third part v without prior written permission of Etharduthority,

Email: audit@EtherAuthority.io



Appendix
Code Flow Diagram - IVY Defi Protocol

AccessControl Diagram
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Ownable Diagram
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ReentrancyGuard Diagram
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ERC20 Diagram
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EscrowedlvyERC20 Diagram
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IvyAware Diagram
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IvyCorePool Diagram
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IvyERC20 Diagram
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IvyPoolBase Diagram
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IvyPoolFactory Diagram
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Slither Results Log

Slither log >> AccessControl.sol

Slither log >> ERC20.sol

Slither log >> EscrowedlvyERC20.sol
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Slither log >> IvyAware.sol

Slither log >> IvyCorePool.sol
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Slither log >> IvyERC20.sol

Slither log >> IvyPoolFactory.sol
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Slither log >> IvyPoolBase.sol

Slither log >> Ownable.sol

Slither log >> ReentrancyGuard.sol
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Solidity Static Analysis

AccessControl.sol

Miscellaneous

Guard conditions:

Use "assert{x] If you never ever want x to be false, not in any circumstance

lapart from a bug in your code). Use "requireix]” if ¥ can be lalse, dus to 2.9

Imvald input or a faling extemal component

B3 o | =0
g B L g

ERC20.sol

. =
| ==

Col "_'l.'l'l'-r'

(zas costs:

Gas requirement of funchon ERCZ0.name is imfinite; If the gas requirement of a
nction is higher than the block gas Limit, it cannot be executed. Please avoid
oops in your functions or actions that modify large areas of storage (this

ncludes cleanng or Copying arrays in storage)

Gas costs:
as requirement of function ERL AU decreasefllowance 1s infinite: If the gas
requirement of a function s higher than the block gas bmuit

" =] . i1l - e 1 P # =
execuled. Fiease avoid LD S I YT Tl CLHONS ar acClions tha

LG e {thus includes CLEarng or copying arrays m '.'-!'"lf-'J-.'_Jf':
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Constant/View/Pure functions:

beforeToken Transfer(address, address, uint256) : Potentially should be

CconsanLiview/pUre but 15 not

Similar variable names:

ERC A0 (stning,stnng) : Vanables have very similar names "_name” and "name

Pos: 41:8

Guard conditions:

Use "assertix]" if vou never ever want x to be false, not any circumstance
(apart from a bug in your code). Use "require{x)" if x can be false, due to e.g

imnvalid mput or a failng extermal componeant

EscrowedlvyERC20.sol

i’

= % = alaltela el
a5 & ECONONY

Gas costs:

requirement of function EscrowedlvwwERC20 . burn 15 infinite: If the

reguirement of a function 1s higher than the block gas bimit, it cannot be
tedl, Please avoid loops in vour functions or actions that modify Large

of storage (this includes cleaning or copying arrays in storage)

Constant/View/Pure functions;

ERC20._beforeTokenTransfer|address,address,uint256) : Potentially should be

canstant/view/pure but 15 not
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Guard conditions:

Use "assert(x)" if you never ever want x 1o be false, not in any circumstance
{apart from a bug in your code). Use "require{x)” if x can be false, due to e.g

nvabd mput or a talling external component

Hos: A 18:4:

Check-effects-interaction:

Fotential violation of Checks-Effects-Intaraction pattern in oy

Could potentially lead to re-entrancy vulnerabilty

Pos: 12656

Block timestamp:
Uszse of "block timestarmp™; "block . timest
certain degree. That means that a miner « yse" L block.timestamp, o a

certain degree, to change the outcome of a tr n the mined block

(mas & Economy

Gas costs:

Gas requirement of function wvyERC20.delegateWithSig is infinite: If the gas

requirement of a Tunchon 1S ngher the tne block Qas bmil, 1T cannot be

executed. Please avoid loops in your f'uncixons or actions that modify Llarge

areas of storage (this includes cleanng or copying arrays in storage)

Miscellanaous

-
FVET BYVET Wl

ey el =
SR R L

ewter
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Data truncated:

On Ot ImTeoqer

=1

|_ RET e il

i L Ao

IvyCorePool.sol

Security

Check-effects-interaction:

Fotential violation of Checks-Effects-Interaction pattern in

vy CorePool._processVaultRewards(address): Could potentially lead to re
entrancy vulnerability. Note: Modihers are currentily not considered by this static
analysis.

Pos: 3055:8

(Gas & Economy

Gas costs:

Gas requirement of function IvyCorePool.stakeAsPool is

requirement of a function is higher than the block gas limit, it ca b
executed, Please aw loops i vour Tunctions or actions that modify large

areas of storage (this includes cleanng or copying arrays in storage|

Constant/View/Pure functions:

Base pendingYieldRewards{address) : |s constant but potentially shoulc

be. Mote: Modifiers are currently not considered by this static analysis
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Guard conditions:

Use "assert[x)” if you never ever want X to be false, not in any circumstance

.

|apart

invalid inpu ir a failling external compoanant

from a bug in your code). Lse "require(x)” -an be e due to eq.

Delete from dynamic array:

Using “delete” on an array leaves a gap. The length of the array remains the

same., If you want to remove the empty pozibo eed to-shift items

manuaily and update the Z.-_»':-'_|III" property

Data truncated:

iviston of integer values yields an integer value again. | hat means e.g. 10/

kT ™ - ia i ol Lol . e do— ok - e o SR i = . . =
100 = 0 instead of 0.1 since the result is an integer again. This does not hold for
| 9 L I - - 5 | 9 i I i . I I~
divisien ar fonty) Literal values since those vield rational constants

T - . L3 !
Fos: /76819

IvyERC20.so0l

Securrty

Block timestamp:

Use of "block. timestamp™: "block timestamp” can be influenced by miners
certain degree. That means that a miner can "choose™ the block timestamp, to a
certain degree, to change the outcome of a transaction in the mined block

Pos: 108116

L1as & EConomy

Gas costs:

Gas reguire 1 hwwERC20.c =gateWithSig s infinite: If the ¢
requirement of a funcbion 15 higher than the block gas bimit, it canno
executed. Please avoid loops in your functions or actions that modify |

2 {(this includes clearnmg or Copying arrays in storage)
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Guard conditions:

Lise "assert(x)" if you never ever want x to be false
[apart from a bug in your code). Use "requirex)” if

invalld input or a i--'II|.!':I.'_. external component

10818

Data truncated:

YVISION O Imieger values yie lds an Integer value agai | hat means i g. 10
0 instead of 0.1 since the result is an integer again, This does not hold for

division of {only) Literal values since those yield rational constants

15 14 1500

IvyPoolBase.sol

Check-effects-interaction:

Hotential violation of Checks-tffects-Interaction pattern n
wvPoolBase._stakeladdress.uintZ2 5o.uintbd, bool bool): Could potentially lead
to re-entrancy vulnerability. Note: Maodifiers are currently not considerad by this

static analysis

Block timestamp:

I |'_- -_'|| 'I"|:."||'_;- .:"”I."_'.'..i”':FI "|_.|-'_'-I' !1 |_||'I'"'_"_-||;-'||!__:.' :__-||| I:'_' I !|]-.--1 h'r ”'l!"l\:_'r'_ - -
certain degree. | hat means that a miner can "choose' the block - tmestamp, to a

certain degree, to change the outcome of a transaction in the mined block

(Gas & Economy
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(Gas costs:

2as requirement of function lvyCoreHool.stake 1s infinite: If the gas requirement
of a function is higher than the block gas Umit, it cannot be executed. Please
avoid loops in your functions or actions that modify large areas of storage (this
nciuges cleanng or copying arrays in storage)

A4+

Fag iR

Miscellaneous

Constant/View/Pure functions:

viFoolbase pending Yieldiewards (address)

ls constant but potentially should
not be Mot

" - - - L -
lers are currently not considered by this static analysi

F30 ::. -'_-':

Similar variable names:

IvyPoolls pendingYieldRewards{addr ey semlar
name and "users". Note: Modifiers

sicdered by thi:

Guard conditions:

f you never ever want x to be false

2, NOL N any circumsiance

M el .
dSSErcix)

(apart from a bug in your code). Use “require(x)” if ¥ can be false, dueto eg
valid input or a failing external component

IvyPoolFactory.sol

Security

Check-effects-interaction:

Potential violation of C -Effects-Interaction pattern in
vy PoolFactory.changeFPoolWeight{address.uint3 2): Could potentially lead to
f wulnerability. Mote: Modifiers are currently not cx

nsidered by this
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(Gas costs:

Gas requirement of function vyPoolFactory.updatelVYPerBlock is infinite: If the
gas reguirement of a Tunction 1s igher than the block gas umit, it cannot be

executed. Hlease avoid loops in your functions or actions that modify Large

dfeds al storage (s Includes Clearing or | QEYIRG array’s If clorage|]

Constant/View/Pure functions:

vyPoolFactory.createPool{address,address, uintéd,uint32) : Potentially should
he constantiview/pure but is not. Note: Modifiers are currently not considered

oy s -__|_,_h|i.: "'“"i..'_-":-l'-

“assertix)” if yvou never ever want x to be false, not in-any circumstance

{apart from a bug in your code). Use "require{x)" if

’ . | T e .
LI | | £ can be false, due to e

myvabd mput or a faiung exiernal compoanent

Data truncated:

Civision aof inteoer values wvields an integer value aaain. That mean

100 = 0 instead of 0.1 since the result is an integer again. This does not hold for

w ff Y i P | r i | r | rom i e g P
CHNES LT O [EXFTRY 1Lt |:I| VaLLES Since Those WIELLY 1aliLIg l"'|1| L |_:|I'.|r'. | T

8 T L
."\._-"-' |

Ownable.sol
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Miscellaneocus

Guard conditions:

SEFTIX 1T vou naver evear want X 1o oe 1'alse not 0 any circumstance

[apart from a bug in your code). Use "require(x)” if x can be false, due to eg

invald mmpul or a Tzl

dos- 418

Guard conditions:

-.']I-ir:'rl':-'.:' it you never ever want x to be false, not in any crcumstance

from a bug in your code). Use "require(x]” if x can be false, duetoeg

invalid input or a failing external component

Miscellaneous

Guard conditions:
Use "assert(x)” if vou never eve
{apart from a bug in your code). Use "require(x)” if x can be

invalid imnput or a faibng external component
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Solhint Linter

AccessControl.sol

2:1: Error: Compiler version

Error: Explicitly mark
to true if using solidi

ERC20.sol

ERC20.s01:3:1: Error: Compiler version 0.8.0 does not satisfy the r
semver requirement

ERC20.s01:40:5: Error: Explicitly mark visibility in function
ignoreConstructors to true if using solidity >=0.7.0)
ERC20.s01:156:24: Error: Code contains empty blocks

EscrowedlvyERC20.sol

EscrowedIvyERC20.s0l:2:1: Error: Compiler version .0 does not
satisfy the r semver requirement

EscrowedIvyERC20.501:39:5: Error: Explicitly mark visibility in
function (Set ignoreConstructors to true if using solidity >=0.7.0)
EscrowedIvyERC20.s01:155:24: Error: Code contains empty blocks
EscrowedIvyERC20.s01:167:3: Error: Explicitly mark visibility in
function (Set ignoreConstructors to true if using solidity >=0.7.0)

IvyAware.sol

IvyAware.sol:3:1: Error: Compiler version

the r semver requirement

IvyAware.sol:32:3: Error: Explicitly mark visibility in function
ignoreConstructors to true if using solidity >=0.7.0)
IvyAware.sol:97:5: Error: Avoid using inline assembly. It is
acceptable only in rare cases

IvyAware.sol:126:26: or: Constant name must be in capitalized
SNAKE CASE

IV}AWdle sol: 3:26: or: Constant name must be in capitalized
SNAKE CASE

I 1Awa1@ sol:153: : ~: Constant name must be in capitalized
SNAKE CAS
IvyAware.sol 453:3
(Set igHOleiOHStluthIS to true if using solidity >=0.7.0)
IvyAware.so0l:592:38: Error: Code contains empty blocks

.

Explicitly mark visibility in function
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IvyAware.sol:582:73:
IvyAware.sol:1082:13:
your business logic
IvyAware.sol:1265:3:
(Set ignoreConstructors

IvyCorePool.sol

IvyCorePool.sol:2:1:

IvyCorePool.so0l:308:5:
acceptable only in rare

mark visibility in function

solidity >=0.7.0)
IvyCorePool.sol:726:5:
(Set ignoreConstructors
IvyCorePool.sol:815:25:
SNAKE CASE
IvyCorePool.sol:1115:3:
(Set ignoreConstructors

>=0.7.0) IvyCorePool.sol:
IvyCorePool.sol:1717:13:

your business logic
IvyCorePool.s0l:2336:5:
(Set ignoreConstructors

IvyCorePool.sol:2778:16:

your business logic

IvyCorePool.sol:2803:35:

SNAKE CASE
IvyCorePool.sol:2855:5:
(Set ignoreConstructors

IvyCorePool.sol:2863:89:

IvyERC20.s0l

IvyERC20.s01:2:1:

IvyERC20.s01:31:3:

Error:

Error:
the r semver requirement
Error:

Error:

Error:
the r semver requirement
Error:

Error: Variable " data" is unused
Frror:

Avoid to make time-based decisions in

Explicitly mark visibility in function
to true i1if using solidity >=0.7.0)

Compiler version 0.8.0 does not satisfy

Avoid using inline assembly. It is
caseslIvyCorePool.sol:659:3: Error: Explicitly
(Set ignoreConstructors to true i1f using

Explicitly mark visibility in function
to true i1if using solidity >=0.7.0)
Error: Constant name must be in capitalized

Error: Explicitly mark visibility in function
to true if using solidity

1217:73: Error: Variable " data" is unused
Error: Avoid to make time-based decisions in

Error: Explicitly mark visibility in function
to true i1if using solidity >=0.7.0)

Error: Avoid to make time-based decisions in
Error: Constant name must be in capitalized
Error: Explicitly mark visibility in function
to true i1f using solidity >=0.7.0)
Error: Code contains empty blocks

Compiler version >=0.8.0 does not satisfy

Explicitly mark visibility in function (Set

ignoreConstructors to true if using solidity >=0.7.0)

IvyERC20.s501:96:5:

Error:

Avoid using inline assembly. It is

acceptable only in rare cases

IvyERC20.s501:152:25:
SNAKE CASE
IvyERC20.s501:452:3:
(Set ignoreConstructors
IvyERC20.s01:591:38:
IvyERC20.s01:581:73:
IvyERC20.501:1081:13:
your business logic

Error:
Error:
Error:

Error: Variable " data" is unused
Error:

Constant name must be in capitalized
Explicitly mark visibility in function
to true if using solidity >=0.7.0)

Code contains empty blocks

Avoid to make time-based decisions in
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IvyPoolBase.sol

IvyPoolBase.sol:2:1: Error: Compiler version 0.8.0 does not satisfy
the r semver requirement

IvyPoolBase.so0l:32:3: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true if using solidity >=0.7.0)
IvyPoolBase.so0l:97:5: Error: Avoid using inline assembly. It is
acceptable only in rare cases

IvyPoolBase.so0l:116:5: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true if using solidity >=0.7.0)
IvyPoolBase.s0l:205:25: Error: Constant name must be in capitalized
SNAKE CASE

IvyPoolBase.so0l:505:3: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true if using solidity >=0.7.0)
IvyPoolBase.so0l:644:38: Error: Code contains empty blocks
IvyPoolBase.s0l:634:73: Error: Variable " data" 1s unused
IvyPoolBase.so0l:1134:13: Error: Avoid to make time-based decisions in
your business logic

IvyPoolBase.so0l:2352:5: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true if using solidity >=0.7.0)
IvyPoolBase.s0l:2794:16: Error: Avoid to make time-based decisions in
your business logic

IvyPoolBase.s0l1:2819:35: Error: Constant name must be in capitalized
SNAKE CASE

IvyPoolBase.s0l1:2871:5: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true if using solidity >=0.7.0)
IvyPoolBase.s0l1:2879:89: Error: Code contains empty blocks

IvyPoolFactory.sol

IvyPoolFactory.sol:2:1: Error: Compiler version 0.8.0 does not
satisfy the r semver requirement

IvyPoolFactory.sol:31:3: Error: Explicitly mark visibility in
function (Set ignoreConstructors to true if using solidity >=0.7.0)

IvyPoolFactory.sol:96:5: Error: Avoid using inline assembly. It is
acceptable only in rare cases

IvyPoolFactory.sol:115:5: Error: Explicitly mark visibility in
function (Set ignoreConstructors to true if using solidity >=0.7.0)

IvyPoolFactory.sol:204:25: Error: Constant name must be in
capitalized SNAKE CASE

IvyPoolFactory.so0l:504:3: Error: Explicitly mark visibility in
function (Set ignoreConstructors to true if using solidity >=0.

IvyPoolFactory.sol:643:38: Error: Code contains empty blocks
IvyPoolFactory.so0l:633:73: Error: Variable " data" is unused

IvyPoolFactory.so0l:1133:13: Error: Avoid to make time-based decisions
in your business logic
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IvyPoolFactory.so0l:1708:5: Error: Explicitly mark visibility in

!

function (Set ignoreConstructors to true if using solidity >=0.7.0)

IvyPoolFactory.so0l:1810:34: Error: Code contains empty blocks

Ownable.sol

Ownable.sol:2:1: Error: Compiler version 0.8.0 does not satisfy the
semver requirement

Ownable.sol:24:5: Error: Explicitly mark visibility in function (Set
ignoreConstructors to true if using solidity >=0.7.0)

ReentrancyGuard.sol

ReentrancyGuard.sol:6:1: Error: Compiler version 0.8.0 does not
satisfy the r semver requirement

ReentrancyGuard.sol:41:3: Error: Explicitly mark visibility in
function (Set ignoreConstructors to true if using solidity >=0.7.0)

Software analysis result:
These software reported many false positive results and some are informational issues.

So, those issues can be safely ignored.
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