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Introduction

EtherAuthority was contracted by the AGS Finance team to perform the Security audit of
the AGS Finance Protocol smart contracts code. The audit has been performed using
manual analysis as well as using automated software tools. This report presents all the
findings regarding the audit performed on May 10th, 2022.

The purpose of this audit was to address the following:
- Ensure that all claimed functions exist and function correctly.

- Identify any security vulnerabilities that may be present in the smart contract.

Project Background

The AGS Finance Contracts have functions like safeAgsTransfer, delegateBySig,
getPriorVotes, withdrawAll, harvest, setTreasury, safeAgsTransfer, emergencyWithdraw,

leaveStaking, createPair, allPairsLength, getAmountsOut, quote, etc.

Audit scope

Name Code Review and Security Analysis Report for
AGS Finance Protocol Smart Contracts

Platform Astar / Solidity
File 1 AgsRouter.sol
File 1 MD5 Hash DBDODDCA78C5BFFC84C384345AE1C7C3
File 2 AgsFactory.sol
File 2 MD5 Hash 599A3543BF3EC943FA16361FC705DB5C
File 3 MasterGrimace.sol
File 3 MD5 Hash 25880AD1D7252F826EF6E997EDF04399
File 4 AgsVault.sol
File 4 MD5 Hash 1635ED38C5F796EE544465813D0C3EC2
File 5 SyrupBar.sol
File 5 MD5 Hash 2CBD197D511776808B4A945A2CAC62E3
Audit Date May 10th, 2022
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https://blockscout.com/astar/address/0xd14CF52c8fea176002eeB2D9C0866c794516776c/contracts
https://blockscout.com/astar/address/0x6A6a541FFb214ca228A58c27bD61b5A099Dc82CC/contracts
https://blockscout.com/astar/address/0xE22BA3140A64a3e27a1eEf6697FF8Be17747901c/contracts
https://blockscout.com/astar/address/0xE22BA3140A64a3e27a1eEf6697FF8Be17747901c/contracts
https://blockscout.com/astar/address/0xE2Ad699719a4a02b1F0f328204335B4aa9e87755/contracts

Claimed Smart Contract Features

Claimed Feature Detail Our Observation

File 1 AgsRouter.sol YES, This is valid.
e AgsRouter has functions like: receive, addLiquidity,

removeLiquidity, swapTokensForExactTokens,etc.

File 2 AgsFactory.sol YES, This is valid.
e AgsFactory has functions like: allPairsLength,

createPair, setFeeTo, setFeeToSetter.

File 3 MasterGrimace.sol YES, This is valid.
e NFT Boost Rate: 1% Owner authorized wallet
e Bonus Multiplier: 1 can set some percentage

value and we suggest
handling the private key of

that wallet securely.

File 4 AgsVault.sol YES, This is valid.
e Maximum Performance Fee: 5% Owner authorized wallet
e Maximum Call Fee: 1% can set some percentage
e Maximum Withdraw Fee: 1% value and we suggest
e Maximum Withdraw Fee Period: 3 Days handling the private key of
e Performance Fee: 2% that wallet securely.

e (Call Fee: 0.25%
e Withdraw Fee: 0.1%
e \Withdraw Fee Period: 3 Days

File 5 SyrupBar.sol YES, This is valid.
e Name: SyrupBar Token
e Symbol: SYRUP
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Audit Summary

According to the standard audit assessment, Customer's solidity smart contracts are
“Secured”. This token contract does contain owner control, which does not make it fully
decentralized.

Insecure Poor secured Secure Well-secured

You are here

We used various tools like Slither, Solhint and Remix IDE. At the same time this finding is
based on critical analysis of the manual audit.

All issues found during automated analysis were manually reviewed and applicable
vulnerabilities are presented in the Audit overview section. General overview is presented
in AS-IS section and all identified issues can be found in the Audit overview section.

We found 0 critical, 0 high, 0 medium and 3 low and some very low level issues.

Investors Advice: Technical audit of the smart contract does not guarantee the ethical
nature of the project. Any owner controlled functions should be executed by the owner with
responsibility. All investors/users are advised to do their due diligence before investing in

the project.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io



Technical Quick Stats

Main Category Subcategory Result
Contract Solidity version not specified Passed
Programming Solidity version too old Moderated

Integer overflow/underflow Passed
Function input parameters lack of check Moderated
Function input parameters check bypass Passed
Function access control lacks management Passed
Critical operation lacks event log Moderated
Human/contract checks bypass Passed
Random number generation/use vulnerability N/A
Fallback function misuse Passed
Race condition Passed
Logical vulnerability Passed
Features claimed Passed
Other programming issues Passed
Code Function visibility not explicitly declared Passed
Specification Var. storage location not explicitly declared Passed
Use keywords/functions to be deprecated Passed
Unused code Passed
Gas Optimization “Out of Gas” Issue Passed
High consumption ‘for/while’ loop Moderated
High consumption ‘storage’ storage Passed
Assert() misuse Passed
Business Risk The maximum limit for mintage not set Moderated
“Short Address” Attack Passed
“‘Double Spend” Attack Passed

Overall Audit Result:

PASSED

This is a private and confidential document. No part of this document should
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Code Quality

This audit scope has 5 smart contract files. Smart contracts contain Libraries, Smart

contracts, inherits and Interfaces. This is a compact and well written smart contract.

The libraries in the AGS Finance Protocol are part of its logical algorithm. A library is a
different type of smart contract that contains reusable code. Once deployed on the
blockchain (only once), it is assigned a specific address and its properties / methods can

be reused many times by other contracts in the AGS Finance Protocol.

The AGS Finance team has not provided unit test scripts, which would have helped to

determine the integrity of the code in an automated way.

Code parts are well commented on smart contracts.

Documentation

We were given an AGS Finance Protocol smart contract code in the form of a blockscout

astar weblink. The hash of that code is mentioned above in the table.
As mentioned above, code parts are well commented. So it is easy to quickly understand
the programming flow as well as complex code logic. Comments are very helpful in

understanding the overall architecture of the protocol.

Another source of information was its official website https://ags.finance which provided

rich information about the project architecture and tokenomics.

Use of Dependencies

As per our observation, the libraries are used in this smart contracts infrastructure that are

based on well known industry standard open source projects.

Apart from libraries, its functions are used in external smart contract calls.

This is a private and confidential document. No part of this document should
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AS-IS overview

AgsRouter.sol
Functions
SI. Functions Type Observation Conclusion
1 [ constructor write Passed No Issue
2 | ensure modifier Passed No Issue
3 | receive external Passed No Issue
4 addLiquidity internal Passed No Issue
5 | addLiquidity external Passed No Issue
6 | addLiquidityETH external Passed No Issue
7 | removeliquidity write Passed No Issue
8 | removeliquidityETH write Passed No Issue
9 | removelLiquidityWithPermit | external Passed No Issue
10 | removelLiquidityETHWIithP | external Passed No Issue
ermit
11 | removelLiquidityETHSuppo | external Passed No Issue
rtingFeeOnTransferTokens
12 | removelLiquidityETHWIithP | external Passed No Issue
ermitSupportingFeeOnTran
sferTokens
13 [ swap internal Passed No Issue
14 | swapExactTokensForToken | external Passed No Issue
S
15 | swapTokensForExactToken | external Passed No Issue
S
16 | swapExactETHForTokens external Passed No Issue
17 [ swapTokensForExactETH external Passed No Issue
18 | swapExactTokensForETH external Passed No Issue
19 [ swapETHForExactTokens external Passed No Issue
20 | _swapSupportingFeeOnTr | internal Passed No Issue
ansferTokens
21 | swapExactTokensForToken | internal Passed No Issue
sSupportingFeeOnTransfer
Tokens
22 | swapExactETHForTokensS | external Passed No Issue
upportingFeeOnTransferTo
kens
23 | swapExactTokensForETHS | external Passed No Issue
upportingFeeOnTransferTo
kens
24 | quote write Passed No Issue
25 | getAmountOut write Passed No Issue
26 | getAmountin write Passed No Issue
27 | getAmountsOut read Passed No Issue
28 | getAmountsin read Passed No Issue

This is a private and confidential document. No part of this document should
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AgsFactory.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | allPairsLength external Passed No Issue
3 | createPair external Passed No Issue
4 | setFeeTo external Passed No Issue
5 | setFeeToSetter external Passed No Issue
MasterGrimace.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 [ transferOwnership write access only Owner No Issue
6 transferOwnership internal Passed No Issue
7 | onlyWhitelisted modifier Passed No Issue
8 | isWhitelist read Passed No Issue
9 | setWhitelist external | access only Owner No Issue
10 | disableWhitelist external | access only Owner No Issue
11 | nonDuplicated modifier Passed No Issue
12 | nonContract modifier Passed No Issue
13 [ getBoost read Passed No Issue
14 | getSlots read Passed No Issue
15 | getTokenlds read Passed No Issue
16 | poolLength external Passed No Issue
17 | getMultiplier write Passed No Issue
18 | pendingAgs external Passed No Issue
19 | add write Critical operation Refer Audit
lacks event log, Findings
Function input
parameters lack of
check
20 | set write Critical operation Refer Audit
lacks event log Findings
21 | updateStakingPool internal Passed No Issue
22 | depositNFT write Passed No Issue
23 | withdrawNFT write Passed No Issue
24 | massUpdatePools write Critical operation No Issue
lacks event log,
Infinite loop
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25 | updatePool write Critical operation Refer Audit
lacks event log Findings
26 | deposit write Passed No Issue
27 | withdraw write Passed No Issue
28 | enterStaking write Passed No Issue
29 | leaveStaking write Passed No Issue
30 [ emergencyWithdraw write Passed No Issue
31 | safeAgsTransfer internal Passed No Issue
32 | updateEmissionRate write access only Owner No Issue
33 | setNftController write Function input Refer Audit
parameters lack of Findings
check
34 | setNftBoostRate write access only Owner No Issue
35 [ flipWhitelistAll write access only Owner No Issue
36 [ setEnableNFTBoost external | access only Owner No Issue
37 | dev write Function input Refer Audit
parameters lack of Findings
check
38 | setStartBlock external | access only Owner No Issue
AgsVault.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 [ owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 transferOwnership internal Passed No Issue
7 | paused read Passed No Issue
8 | whenNotPaused modifier Passed No Issue
9 [ whenPaused modifier Passed No Issue
10 | pause internal Passed No Issue
11 | unpause internal Passed No Issue
12 | onlyAdmin modifier Passed No Issue
13 [ notContract modifier Passed No Issue
14 | deposit external Passed No Issue
15 | withdrawAll external Passed No Issue
16 | harvest external Passed No Issue
17 | setAdmin external | access only Owner No Issue
18 | setTreasury external | access only Owner No Issue
19 [ setPerformanceFee external | access only Admin No Issue
20 | setCallFee external | access only Admin No Issue
21 | setWithdrawFee external | access only Admin No Issue
22 | setWithdrawFeePeriod external | access only Admin No Issue
23 | emergencyWithdraw external | access only Admin No Issue
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24 | inCaseTokensGetStuck external | access only Admin No Issue
25 | pause external | access only Admin No Issue
26 | unpause external | access only Admin No Issue
27 | calculateHarvestCakeRew | external Passed No Issue
ards
28 | calculateTotalPendingCake | external Passed No Issue
Rewards
29 | getPricePerFullShare external Passed No Issue
30 | withdraw write Passed No Issue
31 [ available read Passed No Issue
32 | balanceOf read Passed No Issue
33 | earn internal Passed No Issue
34 | isContract internal Passed No Issue
SyrupBar.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | getOwner external Passed No Issue
3 | name write Passed No Issue
4 | decimals write Passed No Issue
5 | symbol write Passed No Issue
6 | totalSupply write Passed No Issue
7 | balanceOf write Passed No Issue
8 | transfer write Passed No Issue
9 | allowance write Passed No Issue
10 | approve write Passed No Issue
11 | transferFrom write Passed No Issue
12 | increaseAllowance write Passed No Issue
13 | decreaseAllowance write Passed No Issue
14 | mint write access only Owner No Issue
15 | transfer internal Passed No Issue
16 | mint internal Passed No Issue
17 | burn internal Passed No Issue
18 | approve internal Passed No Issue
19 | burnFrom internal Passed No Issue
20 | mint external Unlimited minting Refer Audit
Findings
21 | burn external | access only Owner No Issue
22 | safeAgsTransfer external | access only Owner No Issue
23 | delegates external Passed No Issue
24 | delegate external Passed No Issue
25 | delegateBySig external Passed No Issue
26 | getCurrentVotes external Passed No Issue
27 | getPriorVotes external Infinite Loop Refer Audit
Findings
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28 | delegate internal Passed No Issue
29 | moveDelegates internal Passed No Issue
30 [ writeCheckpoint internal Passed No Issue
31 | safe32 internal Passed No Issue
32 | getChainld internal Passed No Issue
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Severity Definitions

Description

Critical vulnerabilities are usually straightforward to exploit
and can lead to token loss etc.

High-level vulnerabilities are difficult to exploit; however,
they also have significant impact on smart contract
execution, e.g. public access to crucial

Medium-level vulnerabilities are important to fix;
however, they can’t lead to tokens lose

Low-level vulnerabilities are mostly related to outdated,
unused etc. code snippets, that can’t have significant
impact on execution

Lowest-level vulnerabilities, code style violations and info
statements can’t affect smart contract execution and can
be ignored.

This is a private and confidential document. No part of this document should
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Audit Findings

Critical Severity

No Critical severity vulnerabilities were found.

High Severity
No High severity vulnerabilities were found.

Medium

No Medium severity vulnerabilities were found.

Low

(1) Infinite Loop:
SyrupBar.sol
In the getPriorVotes function, if the upper value is too high than lower, then it will consume

a lot of gas. It may possibly hit the block gas limit.

Resolution: The nCheckpoints should be kept limited, so it does not execute a lot of code

blocks.

MasterGrimace.sol
In below functions ,for loops do not have pid length limit , which costs more gas :

massUpdatePools.
Resolution: Upper limit should have a certain limit in for loops.

(2) Critical operation lacks event log: MasterGrimace.sol
Missing event log for:

e add

o set

e updatePool

e depositNFT

e withdrawNFT

This is a private and confidential document. No part of this document should
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Resolution: Write an event log for listed events.

(3) Function input parameters lack of check: MasterGrimace.sol
Variable validation is not performed in below functions:

e add

e setNftController

e dev

Resolution: We advise to put validation like integer type variables should be greater than

0 and address type variables should not be address(0).

Very Low / Informational / Best practices:

(1) Unlimited minting: SyrupBar.sol

Owner can mint unlimited tokens.

Resolution: We suggest putting a minting limit.

(2) Solidity version: SyrupBar.sol, MasterGrimace.sol, AgsVault.sol

Using the latest solidity will prevent any compiler-level bugs.

Resolution: We suggest using the latest solidity version.

(3) Immutable variables:
These variable values are set in the constructor & will be unchanged.
SyrupBar.sol
e ags
MasterGrimace.sol
e agsToken

® Syrup

Resolution: We suggest setting these variables as immutable.
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(4) Other Programming Issue: SyrupBar.sol

Publish on Swanm

Compelatsan Details

D AR D Bytecods

Warning: Documentation tag on non-public state variables will be disallowed in 0.7.0. You

will need to use the @dev tag explicitly.

Resolution: We suggest replacing /// @notice with /// @dev.

This is a private and confidential document. No part of this document should
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Centralization

This smart contract has some functions which can be executed by the Admin (Owner)
only. If the admin wallet private key would be compromised, then it would create trouble.

Following are Admin functions:

e mint: SyrupBar owner can create ©_amount’ token to *_to’ Must only be called by
the owner (MasterChef).

e burn: SyrupBar owner can burn token from account.

e safeAgsTransfer: SyrupBar owner can safe ags transfer function, just in case if
rounding error causes pool to not have enough AGSs.

e setAdmin: AgsVault owner can set admin address.

e setTreasury: AgsVault owner can set treasury address.

e setPerformanceFee: AgsVault admin can set performance fees.

e setCallFee: AgsVault admin can set call fees.

e setWithdrawFee: AgsVault admin can set withdrawal fees.

e setWithdrawFeePeriod: AgsVault admin can set withdrawal fee period.

e emergencyWithdraw: AgsVault admin can withdraw unexpected tokens sent to the
Cake Vault.

e pause: AgsVault admin can trigger a stopped state.

e unpause: AgsVault admin can return to normal state.

e add: MasterGrimace owner can add a new Ip to the pool.

e set: MasterGrimace owner can update the given pool's AGS allocation point and
deposit fee.

e updateEmissionRate: MasterGrimace owner can update emission rate.

e setNftController: MasterGrimace owner can set NFT controller address.

o setNftBoostRate: MasterGrimace owner can set NFT boostrate.

e flipWhitelistAll: MasterGrimace owner can flip whitelist all.

e setEnableNFTBoost: MasterGrimace owner can enable NFT Boost status.

e dev: MasterGrimace owner can update dev address by the previous dev.

e setStartBlock: MasterGrimace owner can set start block value.

To make the smart contract 100% decentralized, we suggest renouncing ownership in the

smart contract once its function is completed.
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Conclusion

We were given a contract code in the form of files. And we have used all possible tests
based on given objects as files. We have not observed any major issues in the smart

contracts. So, the smart contracts are ready for the mainnet deployment.

Since possible test cases can be unlimited for such smart contracts protocol, we provide
no such guarantee of future outcomes. We have used all the latest static tools and manual

observations to cover maximum possible test cases to scan everything.

Smart contracts within the scope were manually reviewed and analyzed with static
analysis tools. Smart Contract’s high-level description of functionality was presented in the

As-is overview section of the report.

Audit report contains all found security vulnerabilities and other issues in the reviewed

code.

Security state of the reviewed contract, based on standard audit procedure scope, is

“Secured”.
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Our Methodology

We like to work with a transparent process and make our reviews a collaborative effort.
The goals of our security audits are to improve the quality of systems we review and aim
for sufficient remediation to help protect users. The following is the methodology we use in

our security audit process.

Manual Code Review:

In manually reviewing all of the code, we look for any potential issues with code logic, error
handling, protocol and header parsing, cryptographic errors, and random number
generators. We also watch for areas where more defensive programming could reduce the
risk of future mistakes and speed up future audits. Although our primary focus is on the
in-scope code, we examine dependency code and behavior when it is relevant to a

particular line of investigation.

Vulnerability Analysis:

Our audit techniques included manual code analysis, user interface interaction, and
whitebox penetration testing. We look at the project's web site to get a high level
understanding of what functionality the software under review provides. We then meet with
the developers to gain an appreciation of their vision of the software. We install and use
the relevant software, exploring the user interactions and roles. While we do this, we
brainstorm threat models and attack surfaces. We read design documentation, review
other audit results, search for similar projects, examine source code dependencies, skim

open issue tickets, and generally investigate details other than the implementation.
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Documenting Results:

We follow a conservative, transparent process for analyzing potential security
vulnerabilities and seeing them through successful remediation. Whenever a potential
issue is discovered, we immediately create an Issue entry for it in this document, even
though we have not yet verified the feasibility and impact of the issue. This process is
conservative because we document our suspicions early even if they are later shown to
not represent exploitable vulnerabilities. We generally follow a process of first documenting
the suspicion with unresolved questions, then confirming the issue through code analysis,
live experimentation, or automated tests. Code analysis is the most tentative, and we
strive to provide test code, log captures, or screenshots demonstrating our confirmation.

After this we analyze the feasibility of an attack in a live system.

Suggested Solutions:

We search for immediate mitigations that live deployments can take, and finally we
suggest the requirements for remediation engineering for future releases. The mitigation
and remediation recommendations should be scrutinized by the developers and
deployment engineers, and successful mitigation and remediation is an ongoing

collaborative process after we deliver our report, and before the details are made pubilic.
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Disclaimers

EtherAuthority.io Disclaimer

EtherAuthority team has analyzed this smart contract in accordance with the best industry
practices at the date of this report, in relation to: cybersecurity vulnerabilities and issues in
smart contract source code, the details of which are disclosed in this report, (Source
Code); the Source Code compilation, deployment and functionality (performing the
intended functions).

Due to the fact that the total number of test cases are unlimited, the audit makes no
statements or warranties on security of the code. It also cannot be considered as a
sufficient assessment regarding the utility and safety of the code, bugfree status or any
other statements of the contract. While we have done our best in conducting the analysis
and producing this report, it is important to note that you should not rely on this report only.
We also suggest conducting a bug bounty program to confirm the high level of security of
this smart contract.

Technical Disclaimer

Smart contracts are deployed and executed on the blockchain platform. The platform, its
programming language, and other software related to the smart contract can have their
own vulnerabilities that can lead to hacks. Thus, the audit can’t guarantee explicit security
of the audited smart contracts.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Appendix
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@ swapExactTokensForTokensSupportingFee0nTransfer Tokens()
@ dswapExactETHF or TokensSupportingFeeOnTransferTokens()
@ swapExactTokensForETHSupportingFeeOnTransferTokens()

@ IAgsRouter0

o Qfactory()

@ QWETH()
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(®) matn

AgsFactory Diagram

@ rerezo

© AgsFactory

@ Qname()
@ Qsymbol()
@ Qdecimals()

< aumin()
< Qsgr()

@ CtotalSupply()
@ QbalanceOf()
@ Qallowance()
@ apprave()
@ transfer()
@ transferFrom()

lAgsFactory

© bytes32 INIT_CODE_PAIR_HASH

© address feeTo
© address feeToSetter

O address=>mapping address=>address getPair

© address allPairs

@ 1agsCallee

@ agsCall()

@ __constructor__{)
® QallPairsLengthi)
@ createPair()

@ setfeeTof)

@ setFeeToSetter()

© AgsPair

lAgsPair
AgsERC20

inSafeMath for uint
NUQTI2x112 for wint224

@ uirt MINIMUM_LIGUIDITY
O bytes4 SELECTOR

© address factory

© address tokend

© address token1

O uirt112 reserved

O uint112 reservel

O wint32 hlockTimestampLast
@ uirt price0Cumulativel ast
@ uint price? Cumulativel ast
© wint kLast

O uint unlocked

/| @ skim()

® QuetReserves() x

B _safeTransfer() A
@ __constructor__[) -
@ initialize() ~

B _update() -

B _mintFee() N

@ mint() .
@ burn{) A
@ swap()

@ I1AgsPair

@ lAgsFactory

@ QfeeTol)
2 QfeeToSetter()
@ QgetPair()
o QalPairs()

@ createPair()
@ setFesTo()
@ setFeeToSetter()

@ QalPairsLength()

@ Qname()

@ Qsymbol()

@ Quecimals()

@ QrotalSupply()

@ Qbalance0f()

@ Qallowance()

© approve()

@ transfer()

@ transferFrom()

@ QDOMAIN_SEPARATOR()
© QPERMIT_TYPEHASH()
@ Qnonces()

@ permit()
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© Qfactory()

@ Qtokend()

@ Qtoken()

@ QgetReserves()

@ Qprice0CumulativeLast()
@ Qpricel CumulativeLast()
@ QllLast()

® mint()

@ burn()

@ swap()

@ skim()

@ sync()

@ initialize()

@ syne()
T

| (€) AgsERC20

IAgSERG20
WnSafeMath for wint

I

| © string name

1 © string symbol

1 © uintd decimals

1 © uint totalSupply

| O gddress==uirt balanceQf
I

foruint | o bytes32 DOMAIN_SEPARATOR

1 O bytes32 PERMIT_TYPEHASH
1 © gddress==uirt nonces

g

(@ varrzaiz

O gddress=>mapping address=>uint allowance

< uint224 G112

© Guencoce()
< Quuadivi)

© __constructor__()
O _mint()

! < _burn()

B _approve()

B _transfer()
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@ transfer()

@ transferFrom()

! @ permit()

1 B
I s
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, for uint

! ; @ 1agserc20
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@ SafeMath
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< Qadd() o Qallowance()
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@ transferFrom()
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@) saeP20

® QtotalSupply()
@ Qdecimals()
@ Qgymbel()

@ Qname()

@ QgetOwner()
@ QbalanceOf()
@ transfer()

@ Qallowance()
@ approve()

@ transferFrom{)

@ IAgsToken

@ mirt()

@ QhalanceOf()
@ transfer()

@ QisMirtable()

MasterGrimace Diagram

@ ercrzt

@ Qbalancef()

© QownerOf()

@ dsafeTransferFrom()
@ dtransferFrom()

@ @approvel()

@ setApprovalForAll()

@ QetApproved()

© QisApprovedForAl()
@ QtokenURK)

@ QtotalSupply()

@ QtokenBylndex()

@ QtokenOfOwnerBylndex()
@ burn()

@ ercies

@ Qsupportsinterface()

(@) wercontrotier

@ ssyrunsar

® QgetBoostRate()
@ QisWhitelistedNFT()

@ mint()
@ burn()
® safeAgsTransfer()

© MasterGrimace
Ownable

ReentrancyGuard
Whitelist

nSafeMath for yint256
nSafeBEPZ0 for [BEP20

D uint258 BONUS_MULTIPLIER

© |AgsToken agsToken

O |SyrupBar syrup

O Uint256 agsPerBlock

© Poolinfo peolinfo

O uint258=>mapping address=>Userinfo userinfo
D uint256 totalAllocPoint

O Uint256 startBlock

O |BEPZ20=>bool poolExistence

O address==mapping uint256==NFTSlot _depositedhFT
2 bool whitelistAll

© INFTController controller
O uint nfiBoostRate

© bool enableNFTBoost

O address devAddr

@ __constructor__()
@ QgetBoost()

© QgetSiots()

© QgetTokenlds()

@ QpoolLengthi)
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@ QpendingAgs()

@ add()

o set()

© updateStakingPool()
@ deposithFT()
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@ emergencylithdraw() \
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< safeincreaseAllowance()
<> safeDecreaseAllowance()
B _callOptionalReturn()

T
.

/
, “for uint256  for address

\Wi

(®) Address

< QjsContract()

< sendvalue()
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AgsVault Diagram
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SyrupBar Diagram

@ SyrupBar
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Slither Results Log

Slither log >> AgsRouter.sol

INFO:Detectors:

AgsRouter.constructor({ad
- f

AgsRouter.construc t

Reference: https
INFO:Detectors:
AgsRouter. swap(uint256 o s 2 } (A ol#561 - has external -clls inside p: TAgsPair{AgsLibrary

xternal calls inside a lo

has external calls inside a loop:
|tI|rLt = { re
H-SR-Lt»r. = = = 0 ) (A ar. : 7) has external calls inside a 1

INFD Detectors
TransferHelper.safeApy ( s 255,01 ) {AgsRouter.sol#9- 1 = ould be removed

nce: http gi crytic/slither/wiki/Detec -Documentat

INFD Detectors

Low level ca
- {succe

Low level call
- (succe

Low level call
- {succe

Low level call i
- {succ v 2 ( :

Reference: Ittr i .comfcrytic/sli viki/Dete cumenta #low-level-ca

T_CODE _ () ( #18 is not in mixedcase
EIVAIL SEPAR ) C E ) is not in mi
PERII_ TYPEHASH( ) ( ar. ? is not in

sPair .PERMIT_TYPEHASH{ ) ( B, : ) is not in mixedCase
sPair.rIIIr LIQUIDITY( outer. ) is not in mixedCase

https g b c fery er/wiki/Detector-Documentation#conformance-to-solidity-naming ventions
INFD Detectors

,'"""ss L1|t_5f uint256,uint256,uint256,address ,uint256)
strll:r to AgsRouter. iquidity 855, ress_Lllt_‘E_Lllt_KE_LlrtE 6,uint256,
sol#414)
outer.addL iqu1 yi ress, 6 i ).amountADes ired ({AgsRouter.sol
strllc| to AgsRouter. 1 dity z . dress,uint256).amountBDes ired

is too si
gsRouter.

AgsRouter.addlL iquidi y' = re int256,uint256,uint256,uint256 ess,uint256).amountADes ired {AgsRouter.sol
similar to IAg 2 caddLiquidity( 255, 8 e55,U1 6,uint256,uint256,u1 6,8 ess,uint2 .amountBDes i

v , . is too si

milar = iquidi re ,uin in Ui ,ui amoun 251 sRouter.s

UariaLle 2 iquidi re ,uin in ,uin ,uin 3 ntADes i gsRouter.s ) is too s1i
i .sol

amountAOptimal (AgsRouter.so
amountBOptimal (AgsRouter.so
Re T»rcr'
INFO: Detectors

getAFCLrtsIFiLir
- AgsRou
Re T»rcr' : Itt s

Reference: https:/

INFO:Detectors:

Reentrancy in AgsF
E/t»|ra

) - 511P51|s rLsIIpal| . )
Reference: https ithub. c/ ar/w -vulnerabilities-2
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INFO:Detectors:
Reentrancy in AgsFactory.createPair(address,address) ({AgsFactory.sol#248
External calls:
- IAgsPair(pair).initialize(token@,tokenl) (AgsFactory.sol#258
Event emitted after the callis):
- PairCreated(tokend,tokenl,pair,allPairs.length) (AgsFactory.sol#262
Reference: https: ffglthub CDWIC|vt1cf511th9|f\lklfDAtacto| DDCUWthaTIDH*IQQHTFaHCv—-ulhﬁlabllltlﬂs 3
INFO:Detectors:
AgsFactory.createPair(address,address) (AgsFactory.sol#248-26 assembly
- INLINE ASM (AgsFactory.sol#255-25
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage
INFO:Detectors:
rer used and should be
a ] r used and should be removed
Wlht'ajleSS UIHTASC) 'HgSFaCtDI' 3 -138) n r used and should be removed
Math.min(uint ,uint256) {AgsFactory. sol+1?3—175} is never used and should be removed
Math.sgrt{uint256) (AgsFactory.sol#178-189) 1is never used and should be removed
safeMath.mul{uint256,uint256) (AgsFactory.sol#185-107) is n r used and should be removed
UQ112x112.encode(uint112) (AgsFactory.sol#199-201) is never used and should be removed
UQ112x112.ugdiv{uint224,uint112) (AgsFactory.sol is never used and should be removed
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dead-code
INFO:Detectors:
Function IAgsPair.DOMAIN_SEPARATOR() {AgsFactory.sol#37) is not in mixedCase
Function IAgsPair.PERMIT_TYPEHASH() (AgsFactory 501*50| is not in mixedCase
Function IAgsPair. HINIMLH LIQUIDITY() (AgsFactory.sol#55) is not in mixedCase
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-conventions
INFO:Detectors:
AQsERC20 (AgsFactory.sol#110-169) does not 1wplawant functions:
- IAgsERC \ ddress,uint256) (AgsFactory.sol#24)
- IAgsERC permit({address,address, u1nt;5t uint256,uintd,bytes32,bytes32) (AgsFactory.sol#92)
AgsFactory (AgsFactory.sol#229-267) does not 1Wp1=w=nt functions:
- IAgsFactory.setFeeTo(a j|955| {AgsFactory.sol#18)
- IAgsFactory.setFeeToSetter(address) (AgsFactory.sol#19)
1 //github. com/erytic/slither/wiki/Detector-Documentat ion#unimplemented-functions

oference: https://github.com/crytic/slither/wiki/Detector-Documentation#unimplemented-functions
INFO:Detectors:
AgsFactory.feeTo (AgsFactory.sol#232) should be constant
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#state-variables-that-could-be-declared-constant
INFO:Slither: AgsFactory sol analyzed (19 contracts with 75 detectors), 19 result(s) found
INFO:Slither:Use ry add

INFO:Detectors:
MasterGrimace.constructor{IAgsToken,ISyrupBar,address,uint256,uint256)._ devAddress (MasterGrimace.sol#9 zero-check
on
devAddress (MasterGrimace.sol#968)
MasterGrimace.de . dr (MasterGrimace.sol#13( lacks a zero-check on
ddr {MasterGrimace.sol#1308)
Reference: https: //glthub com/crytic/slither/wiki/Detector-Documentation#missing-zero-address-validation
INFO:Detectors:
Reentrancy in MasterGrimace.depos itNFT{address,uint256,uint256,uint256) (MasterGrimace.sol#1087-11086):
External calls:
- ERC721(_nft).transferFrom(msg.sender,address(this),_tokenId) (MasterGrimace.sol#1893
State variables written after the call(s):
- _depositedNFT[msg.sender][_pid] = slot (MasterGrimace.sol#1185)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-2
INFO:Detectors:
Reentrancy in MasterGrimace.deposit{uint256,uint256) (MasterGrimace.sol#1172-1191)
External calls:
- updatePool(_pid) (MasterGrimace.sol#1177)
- agsToken.mint(address(syrup),agsReward) (MasterGrimace.sol#1161)
- agsToken.mint({devAddr,agsReward.div(18)) (MasterGrimace.sol#1164)
feagsTransfer(msg.sender,pending, pid) (MasterGrimace.sol#1182)
- syrup.safeAgsTransfer(_to, amount) (MasterGrimace.sol#1268
- agsToken.mint(_to,boost) (MasterGrimace.sol#1273)
- pool.lpToken.safeTr hSTQIFIDWIadeQSSIWSg sender),address(this), amount) (MasterGrimace.sol#1186)
Event emitted after the call(s):
- Deposit(msg.sender, pid, amount) {MasterGrimace.sol#1198)
Reentrancy in MasterGrimace. Aw9|gachu1thd|a\Iu1nt4=f' (MasterGrimace.sol#125
External calls:
- pool.lpToken.safeTransfer(address(msg.sender),amount) (MasterGrimace.sol#1261)
Event emitted after the call(s):
- EmergencyWithdraw(msg.sender, pid,amount) (MasterGrimace.sol#1262)
Reentrancy in MasterGrimace. Antnrctaklnglu1nt45C; {MasterGrimace.sol#1212-1232):
External calls:
- updatePool (MasterGrimace.sol#1217)
- agsToken.mint{address{syrup),agsReward) (MasterGrimace.sol#1161)

_pid) (MasterGrimace.sol#120
(MasterGrimace.sol#1
(MasterGrimace.sol#12
- pool.lpToken.sa fer( ress{msg.sender)._amount) (MasterGrimace.sol#1205)
En t emitted .:Tt>>| the (.:11
thdr msg.sender,_ pid,_ amount) MasterGrimace.sol#12 ]

Reference: https fgithub.com/crytic/sLlithe wiki/Detector-Documentation#reentrancy-vulnerabilities-3
INFO:Detectors:
Address . isContract{address) (MasterGrimace.sol#487-418) uses assembly

- INLINE ASM (MasterGrimace.sol#414-416
A-:ldl'ess.71‘u|‘.c‘t1-)|.Callu1‘t|.‘.; lueiaddress, |)v't-=§ uint256,string) (MasterGrimace.sol#515- } uses assembly

- INLINE ASM (MasterGr 1rr.=c-=.5)1
Reference: https://github.comscrytic 1511t||>>| ywikisDetector Documentation#assembly usage
INFO:Detectors:
MasterGrimace.nonDuplicated( IBEP2( (MasterGrimace.sol#374-9 compares to a boolean constant:

-regutir bool.string)ipeclExistence[_lpTcken] == false.nonbDuplicated: duplicated) (MasterGrimace.sol#975)
Reference: https://;1thub <>n/<|vt1</sl1th;|f\1k1/EAt;<t>|7E><un;ntat1>n boolean-equality
INFD Detectors:

.functionCall{address ,bytes) ( sterGrimac )1 #462-464) 1s never used W

I functioncallwithvalue( d ¥ n { Ma Grimace.sol#491-4 c hould be remowved

- functionCallwithvalue c Mas terGrimace . sol# nen d and should be remow

.sendvalue d i {1 5 neve < should bn removed

- used and should be remowved
St;lGlqu(;.S)l ) used and should be removed
st o e i used and should be removed
sl.)ul:l be
nd should be reme c
r used and should be removed
uld be removed
ation#dead-code
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INFO:Detectors:
Redundant expression "this (MasterGrimace.sol#27)" inContext (MasterGrimace.sol#17-38)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#redundant-statements
INFO:Detectors:
owner( ) should be declared externa

- Ownable.owner{) (MasterGrimace.sol#62-64)
renounceOwnership() should be declared external:

mable. renouncedwnership() (MasterGrimace.sol#81-84)

transferOwnership{address) should be declared external:

- Ownable.transferOwnership({address) (MasterGrimace.sol#90-92
getSlots{address,uint256) should be declared external:

- MasterGrimace.getSlots{address,uint256) (MasterGrimace.sol#993-108081)
getTokenIds({address,uint256) should be declared externa

- MasterGrimace.getTokenIds{address,uint256) (MasterGrimace.sol#1003-10086)
add(uint256,IBEP20,bool) should be declared externa

- MasterGrimace.add{uint256,IBEP28,bool) (MasterGrimace.sol#1042-1656)
set{uint256,uint256,bool) should be declared external:

- Mastn|6|1wdca set(uint256,uint256,bool) (MasterGrimace.sol#1059-1069)
depos itNFT(address ,uint256,uint256,uint256) should be declared external:

- MasterGrimace.depositNFT(address,uint256, u1ht;5t,u1nt;5£; (MasterGrimace.sol#1087-1106)
withdrawNFT{uint256,uint256) should be jnc1a|9d externa

- MasterGrlwace.wlthdrawNF_iuiﬁtEEE,uintEEE} iMasterGriwace.501#1109—1134}
depos it{uint256,uint256) should be declared external:

- MasterGrimace.deposit{uint256,uint256) (MasterGrimace.sol#1172-1191)
withdraw{uint256,uint256) should be declared external:

- MasterGrimace. \ithdra\fuint4=t,uint4=f' (MasterGrimace.sol#1194-1289)
enterStaking{uint256) should be declared extern

- MasterGrimace.enterStaking{uint256) tHasterGriwace.501#1212—1232}
leaveStaking{uint256) should be declared externa

- MasterGrimace.leav QCtaleg'Ulht;EC' (MasterGrimace.sol#1235-1252)
emergencyWithdraw{uint256) should be declared external:

- MasterGrimace.emergencyWithdraw({uint256) 'HaStQIGIIWaCQ sol#1255-1263)
updateEmissionRate(uint256) should be declared externa

- MasterGrimace.updateEmiss ionRate(uint256) tMasterGrlwace.501#1231—1235}
setNftController{address) should be declared externa

- MasterGrimace.setNftController{address) (MasterGrimace.sol#1287-1290)

updateEmissionRate{uint256) should be declared external:

- MasterGrimace. upjaTQEWlSSIDHRatQIulht;EC} IHastA|G|1wdca sol#1281-1285)
setNftController(address) should be declared externa

- MasterGrimace.setNftController{address) [MasterGriwace.501#1237—1296)
setNftBoostRate{uint256) should be declared external:

- MasterGrimace.setNftBoostRate(uint256) (MasterGrimace.sol#1292-1296)
flipwhitelistAll{) should be declared external:

- MasterGrimace.flipWhitelistAll{) (MasterGrimace.sol#1293-1300)
dev(address) should be declared external:

- MasterGrimace.dev{address) (MasterGrimace.sol#1307-13089)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public-function-that-could-be-declared-externa
INFO:S1l1ither: MasterGerace sol analyzed (14 contracts thh ?5 detectors), 186 result(s) found
INFO:5Llither:Use https://crytic 0 get access to ad 1or detectors and Github integration

INFO:Detectors:
AgsVault.setCallFee{uint256) (AgsVault.sol#966- ) should emit an event for:
- callFee = _callFee (AgsVault.sol#963)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#missing-events-arithmetic
INFO:Detectors:
AgsVault.constructor({IERC20,IERC20,IMasterGrimace,address,address)._admin {Agsvault.sol#846) lacks a zero-check on
admin admin (AgsVault.sol#852)
AgsVault.constructor{IER ,IERC20,IMasterGrimace,address,address ). _treasury (AgsVault.sol#847) lacks a zero-check on
- treasury = _treasury (AgsVault.sol#853)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#missing-zero-address-validation
INFO:Detectors:
Reentrancy in AgsVault.deposit(uint256) (AgsvVault.sol#ss1l
External calls:
- token.safeTransferFrom{msg.sender,address(this),_amount) (AgsVault.sol#
State variables written after the call(s):
totalShares = totalsh .add({currentsh
user.shares = user. sha|as a-dlCU||ant°ha|95| 'HgSJault “sol#
user.lastDepositedTime = block.timestamp (AgsVault.sol#395)
user.cakeAtLastherActiDn = user.shares.mul{balance0of()).d1i
user.lastUserActionTime = block.timestamp (AgsVault.sol#
Reentrancy in AgsVault.harvest() (AgsVault.sol#918-933):
External calls:
IMasterGrimace(masterchef).leaveStaking(@) (AgsVault.sol#919)
token.safeTransfer(treasury,currentPerformanceFee) (AgsVault.sol#923
token. SQfA'ransz|fwsg sender,currentCallFee) (AgsVault.sol#926)
_earn{) (AgsVault.sol#928)
- IMasterGrimace{masterchef).enterStaking(bal) {Agsvault.sol#1125)
State variables written after the callis):
- lastHarvestedTime = block.timestamp {Agsvault.sol#930)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-2

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-3
INFO:Detectors:
AgsVault.withdraw{uint256) (AgsVault.sol#10632-1100) uses timestamp for comparisons
Dangerous comparisons:
- require(bool,string)(_shares == user.shares,Withdraw amount exceeds balance) {AgsVault.sol#1066)
- block.timestamp = user.lastDepositedTime.add({withdrawFeePeriod) (AgsVault.sol#1083)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#block-timestamp
INFO:Detectors:
Address. isContract(address) [AgsVault.sol#406-417) uses assembly
- INLINE ASM (AgsVault.sol#413-415)
Address._verifyCallResult({bool,bytes,string) {Agsvault.sol#574-
- INLINE ASM [AgsVault.sol#“sa-EQ
AgsVault._isContract{address) (AgsVault.s
- INLINE ASM (AgsVault.sol#1135-1137)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage
INFO:Detectors:
Address. functionCall({address,bytes) (Agsvault.sol#461-463) is never used and should be removed
Address. functionCallWithva 1unlajj|ass bytes,uint256) IHgsbault sol#490- 9[; is never used and should be removed
Address. functionDelegateCall({address bthS' (AgsVault.sol# 3 d
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INFO:Detectors:
Low level call in Address.sendvalue(address,uint256) (AgsVault.sol#435-441):
(success) = recipient.call{value: amount}() (AgsVault.sol#439)
Low level call in Address.functionCallWithvalue({address,bytes,uint256,string) (AgsVault.sol#504-516):
(success,returndata) = target.call{value: a1u9>|data' (Agsvault.sol#514)
Low level call in Address.functionStaticCall{address,bytes,string) {Agsvault.sol#534-544):
(success,returndata) = target. StathCallldata' Iugshault sol#542)
Low level call in Address.functionDelegateCall{address,bytes,string) (AgsV ult sol#562-572):
(success,returndata) = target. jAIAgatACallldatal 'HgSJault sol#5
Reference: https: ffglthub com/crytic/slither/wiki/Detector- DDCUWQHtatlDH¢1D\-19 rel-calls
INFO:Detectors:
Parameter AgsVault.deposit(uint256)._amount (AgsVault.sol#B881) is not in mixedCase
Parameter AgsVault.setAdmin(address). admin (AgsVault.sol#939) is not in mixedCase
Parameter AgsVault.setTreasury(address). treasury (AgsVault.sol#948) is not in mixedCase
Parameter AgsVault.setPerformanceFee(uint256). performanceFee 'HgSJault s0l#957) is not in mixedCase
Parameter AgsVault.setCallFee(uint2 . CallFee sVault.sol#966) is not in mixedCase
Parameter AgsVault.setWithdrawFee{uint2 ._withdrawFee {Agsvault.sol#975) 1is not in mixedCase
Parameter AgsVault.SAtUIthdra\FeePA|10jlu1nt 56)._withdrawFeePeriod {AgsVault.sol#984) is not in mixedCase
Parameter AgsVault.inCaseT DknnsGAtCtuckl ddress)._token ({AgsVault.sol#1883) is not in mixedCase
Parameter AgsVault.with (uint256)._shares (AgsVault.sol#1863) is not in mixedCase
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-conventions
INFO:Detectors:
Redundant expression "this (AgsVault.sol#11)" inContext (AgsVault.sol#5-14)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#redundant-statements
INFO:Detectors:
renounceOwnership({) should be declared externa
- Ownable.renounceOwnership{) (AgsVault. sol¢r= 68)
transferOwnership{address) should be declared external:
- Ownable.transferOwnership({address) {Agsvault.sol#74-78)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public-functien-that-could-be-declared-externa
INFO:S1lither: AgsVault sol analyzed (9 contracts wlth 75 detectors) 49 result(s) found
INFO:Slither:Use h ytic. to t d tors and b

INFO:Detectors:
BEP20. const|ucto|lst|1ng Stllhgl name {SyrupBar.sol# ) shadows
f sol#619 {function)
f r.sol#34) Tunctlonn
BEP208.constr |Ist|1ng Stllhgl vabol ( ".sol. 3) shadows
SyrupBar.s £
rupBar (function)
BEP20.a "hCQlajjIQSS ajleSS'." ar {SyrupBar.sol#667) shadows
able hneltl (SyrupB 3 168) (function)
BEP20._; e(address,address uintZSE).o\lnr (SyrupBar.sol#837) shadows
wnable.owner{) (SyrupBar.sol# 168) (function)
Reference: https://github. CDWKC|vt1cfsllth9|f\lklfDAtactor Documentation#local-variable-shadowing
INFO:Detectors:
SyrupBar .delegateBySig({address,uint256,uint256,uints,bytes32,bytes32) (SyrupBar.sol#958-999) uses timestamp for comparisons

Dangerous comparisons:

- require(bool,string){now <= expiry,AG5::delegateBySig: signature expired) {SyrupBar.sol#997)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#block-timestamp
INFO:Detectors:

Address.isContract(address) 'CvIUDBaF 501#417—428) uses assembly

- INLINE ASM (SyrupBar.sol#424-426)

Address._functionCallwithva 1U°|ajjIQSS ] tas ,uint256,string) (SyrupBar.sol#525-551) uses assembly

- INLINE ASM {SyrupBar. SDI$:43—:4
SyrupBar.getChainId( ) (SyrupBar.sol#1118-1122) uses assembly

- INLINE ASM (SyrupBar.sol#1120)

Reference: https: ffglthub CDWIC|vt1cfsllth9|f\lklfDAtactor Documentation#assembly-usage

INFO:Detectors:
Low level call in Address.sendValue({address,uint256) (Syr ar.sol#446

- (success) = recipient.call{value: amount}{) (SyrupBar.sol#4
Low level call in Address. functionCallwWithvalue(address,bytes,uint2 string) { 'upBar.s

- (success,returndata) = target.call{value: \lealug*'data' ; .50 )
Reference: https://github.com/crytic/slither/wiki/Detector-Documenta ion#low-level-calls
INFO:Detector
variable BEP28._totalSupply (SyrupBar.sol#588) is not in mixedCase
Parameter Sy .mint{address,uint ._to (SyrupBar.sol#868) is not 1in mixedCase
Parameter S { g {SyrupBar. sol#8628) is not in mixedCase
Parameter S SyrupBar. solqaa;- is not in mixedCase
Parameter S ar. - int2 _a N rupBar.sol#872) is not in mixedCase
Parameter S f i to (SyrupBar.sol#3389) 1is not in mixedCase
Parameter S '.Saféugs |ansfé||ad- nt256 amount (SyrupBar.sol#889) is not in mixedCase
Variable Sy _delegates (SyrupBar. sol#9 is not in mixedCase
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-conventions
INFO:Detectors:
Redundant expression "this (SyrupBar.sol#131)" inContext {SyrupBar.sol#121-134)
Reference: https://github.comserytic/slither/wiki/Detector-Documentation#redundant-statements
INFO:Detectors:
renounceOwnership() should be declared external:

- Ownable.renounceOwnership{) (SyrupBar.sol#185-188)
transfero rship(address) should be declared external:

able.transfert ership(address) rupBar.sol#194-

decimals() should be decla

- BEP28.decimals() {
symbol({} should be declared external:

- BEP28.symbol{) (SyrupBar.sol#6
totalSupply( ) sloulj be jﬁclalﬁj QXTQIF

- BEP28
transfer{addr

- BEP a
allowance(add a ess) should be dacla

a nce(address,address)
approve(addr n 6) should be declared
P20 address ,uint256)

transferFrom{address,address,uint256) should be declared external:
- BEP transferFrom{address,address,uint25 yrupBar.sol#
increaseAllowan dress,uint256) should be declared nxtnlnal
- BEP increasefllowance({address ,uint256)
decreaseAllowance(address,uint should be declared
ecreaseAllowance(address,uint256) (Sy
would be declared external:
mint{uint256) (SyrupBar.sol#
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public-function-that-could-be-declared-external
INFO:Slither: SyrupBar sol analyzed (8 contracts thh 75 detectors) 56 result(s) found
INFO:Slither:Use Cry « de or
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Solidity Static Analysis

AgsRouter.sol

Block timestamp:

Use of "block.timestamp™: "block.timestamp" can be influenced by miners to a certain degree. That means

that a miner can "choose" the block.timestamp, to a certain degree, to change the outcome of a transaction
in the mined block.

more
Pos: 368:28:

Gas & Economy

Gas costs:

Gas requirement of function AgsRouter.quote is infinite: If the gas requirement of a function is higher than
the block gas limit, it cannot be executed. Please avoid loops in your functions or actions that modify large
areas of storage (this includes clearing or copying arrays in storage)

Pos: 288:4:

Gas costs:

Gas requirement of function AgsRouter.getAmountslin is infinite: If the gas requirement of a function is
higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or actions that

modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 786:4:

Miscellaneous

Similar variable names:

AgsRouter.removeliquidity(address,address,uint256,uint256,uint256,address,uint256) : Variables have

very similar names "amount0" and "amountB". Note: Modifiers are currently not considered by this static
analysis.

Pos: 463:9:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your code).
Use "require(x)" if x can be false, due to e.g. invalid input or a failing external component.

more

Pos: 611:8:
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AgsFactory.sol
Security

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in AgsFactory.createPair(address,address):
Could potentially lead to re-entrancy vulnerability.

more

Pos: 248:4:

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally static analysis
modules do not parse inline Assembly, this can lead to wrong analysis results.

mare

Pos: 255:8:

ERC
ERC?20:

ERC20 contract's "decimals" function should have "uint8" as return type
maore
Pos: 28:4:

Miscellaneous

Similar variable names:

AgsFactory.createPair{address,address) : Variables have very similar names "token0" and "tokenA".
Pos: 249:16:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external
component.

more

Pos: 252:8:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1

since the result is an integer again. This does not hold for division of (only) literal values since those
yield rational constants.
Pos: 205:12:
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MasterGrimace.sol
Security

Transaction origin:

Use of tx.origin: "tx.origin” is useful only in very exceptional cases. If you use it for authentication,

you usually want to replace it by "msg.sender”, because otherwise any contract you call can act on
your behalf.

mare
Pos: 981:20:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

MasterGrimace.safeAgs Transfer{address,uint256,uint256): Could potentially lead to re-entrancy
vulnerability. Note: Modifiers are currently not considered by this static analysis.

more

Pos: 1266:4:

Gas costs:

Gas requirement of function MasterGrimace.setStartBlock is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your
functions or actions that modify large areas of storage (this includes clearing or copying arrays in
storage)

Pos: 1311:4:

Miscellaneous

Constant/View/Pure functions:

MasterGrimace.getBoost(address,uint256) : Is constant but potentially should not be. Note:
Maodifiers are currently not considered by this static analysis.

more

Pos: 988:4:

Guard conditions:

Use "assert(x)}" if you never ever want x to be false, not in any circumstance (apart from a bug in

yvour code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing external
component.

more
Pos: 1293:8:
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AgsVault.sol
Security

Transaction origin:

Use of tx.origin: "tx.origin” is useful only in very exceptional cases. If you use it for authentication,

you usually want to replace it by "msg.sender", because otherwise any contract you call can act on
your behalf.

more
Pos: 872:30:

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in AgsVault.withdraw (uint256): Could

potentially lead to re-entrancy vulnerability. Note: Modifiers are currently not considered by this
static analysis.

more
Pos: 1063:4:

Gas costs:

Gas requirement of function AgsVault.setCallFee is infinite: If the gas requirement of a function is
higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or

actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 966:4:

Gas costs:

Gas requirement of function AgsVault.balanceOf is infinite: If the gas requirement of a function is

higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or

actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 1114:4:

Miscellaneous

Constant/View/Pure functions:

AgsVault._isContract{address) : Is constant but potentially should not be. Note: Modifiers are
currently not considered by this static analysis.

more

Pos: 1133:4:
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SyrupBar.sol
Security

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in
Address._functionCallWithValue(address,bytes,uint256,string): Could potentially lead to re-
entrancy vulnerability. Note: Modifiers are currently not considered by this static analysis.

Pos: 525:4:

Gas & Economy

Gas costs:

Gas requirement of function SyrupBar.getPriorVotes is infinite: If the gas requirement of a function
is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 1023:4:

ERC
ERC20:

ERC20 contract's "decimals" function should have "uint8" as return type
more
Pos: 24:4:

Miscellaneous

Constant/View/Pure functions:

SyrupBar.getChainld() : Is constant but potentially should not be. Note: Modifiers are currently not
considered by this static analysis.
mare

Pos: 1118:4:

Guard conditions:

Use "assert(x)}" if you never ever want x to be false, not in any circumstance (apart from a bug in
your code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external
component.

more

Pos: 995:8:
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AgsFactory.so0l:255:9: Error: Avoid using inline assembly. It is
acceptable only in rare cases
AgsFactory.so0l:255:18: Error: Code contains empty blocks

MasterGrimace.sol

MasterGrimace.sol:3:1: Error: Compiler version 0.6.12 does not
semver requirement
.501:20:28: Error: Code contains empty blocks
MasterGrimace.sol:70:41: Error: Use double quotes for string literals
MasterGrimace.sol:98:41: Error: Use double quotes for string literals
MasterGrimace.sol:225:25: Error: Use double quotes for string
literals
MasterGrimace.sol:241:26: Error: Use double quotes for string
literals
MasterGrimace.sol:284:29: Error: Use double quotes for string
literals
MasterGrimace.sol:302:26: Error: Use double quotes for string
literals
MasterGrimace.sol:342:26: Error: Use double quotes for string
literals
MasterGrimace.sol:437:50: Error: Use double quotes for string
literals
MasterGrimace.sol:440:58: Error: Use double quotes for string
literals
MasterGrimace.sol:441:26: Error: Use double quotes for string
literals
MasterGrimace.sol:463:43: Error: Use double quotes for string
literals
MasterGrimace.sol:496:59: Error: Use double quotes for string
literals
MasterGrimace.sol:511:49: Error: Use double quotes for string
literals
MasterGrimace.sol:521:37: Error: Use double quotes for string
literals
MasterGrimace.sol:689:13: Error: Use double quotes for string
literals
MasterGrimace.sol:710:13: Error: Use double quotes for string
literals
MasterGrimace.sol:726:69: Error: Use double quotes for string
literals
MasterGrimace.sol:730:53: Error: Use double quotes for string
literals
MasterGrimace.sol:981:21: Error: Avoid to use tx.origin

AgsVault.sol

.s0l:3:1: Error: Compiler version 0.6.12 does not satisfy the

requirement

.801:872:31: Error: Avoid to use tx.origin

.s01:895:34: Error: Avoid to make time-based decisions in
your business logic
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AgsVault.so0l:900:35: Error: Avoid to make time-based decisions in
your business logic

AgsVault.so0l:904:58: Error: Avoid to make time-based decisions in
your business logic

AgsVault.so0l:930:29: Error: Avoid to make time-based decisions in
your business logic

AgsVault.so0l:1083:13: Error: Avoid to make time-based decisions in
your business logic

AgsVault.so0l:1095:35: Error: Avoid to make time-based decisions in
your business logic

AgsVault.so0l:1135:9: Error: Avoid using inline assembly. It is
acceptable only in rare cases

SyrupBar.sol

SyrupBar.sol:3:1: Error: Compiler version 0.6.12 does not satisfy the
r semver requirement

SyrupBar.so0l:124:28: Error: Code contains empty blocks
SyrupBar.sol:174:41: Error: Use double quotes for string literals
SyrupBar.so0l:202:41: Error: Use double quotes for string literals
SyrupBar.sol:235:25: Error: Use double quotes for string literals
SyrupBar.sol:251:26: Error: Use double quotes for string literals
SyrupBar.so0l:294:29: Error: Use double quotes for string literals
SyrupBar.sol:312:26: Error: Use double quotes for string literals
SyrupBar.so0l:352:26: Error: Use double quotes for string literals
SyrupBar.so0l:447:50: Error: Use double quotes for string literals
SyrupBar.so0l:450:58: Error: Use double quotes for string literals
SyrupBar.sol:451:26: Error: Use double quotes for string literals
SyrupBar.so0l:473:43: Error: Use double quotes for string literals
SyrupBar.so0l:506:59: Error: Use double quotes for string literals
SyrupBar.so0l:521:49: Error: Use double quotes for string literals
SyrupBar.so0l:531:37: Error: Use double quotes for string literals
SyrupBar.sol:704:59: Error: Use double quotes for string literals
SyrupBar.sol:744:69: Error: Use double quotes for string literals
SyrupBar.sol:781:39: Error: Use double quotes for string literals
SyrupBar.sol:782:42: Error: Use double quotes for string literals
SyrupBar.sol:784:59: Error: Use double quotes for string literals
SyrupBar.so0l:816:40: Error: Use double quotes for string literals
SyrupBar.so0l:818:61: Error: Use double quotes for string literals
SyrupBar.so0l:841:38: Error: Use double quotes for string literals
SyrupBar.so0l:842:40: Error: Use double quotes for string literals
SyrupBar.so0l:859:60: Error: Use double quotes for string literals
SyrupBar.so0l:997:17: Error: Avoid to make time-based decisions in
your business logic

SyrupBar.so0l:1120:9: Error: Avoid using inline assembly. It is
acceptable only in rare cases

Overall Software analysis result:

These software reported many false positive results and some are informational issues.

So, those issues can be safely ignored.
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