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This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




Introduction

EtherAuthority was contracted by Tally-ho to perform the Security audit of the Tally
Exchange Protocol smart contracts code. The audit has been performed using manual
analysis as well as using automated software tools. This report presents all the findings
regarding the audit performed on April 15th, 2022.

The purpose of this audit was to address the following:
- Ensure that all claimed functions exist and function correctly.

- Identify any security vulnerabilities that may be present in the smart contract.

Project Background

Tally-ho Contracts will provide Swap Feature(with token giveaway feature), Add Liquidity,
Staking, Farming, NFT Marketplace, Launchpad, Raffles, Expansion to other blockchains
than BSC etc.

This is a private and confidential document. No part of this document should
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Audit scope

Name Code Review and Security Analysis Report for
Tally-ho Protocol Smart Contracts

Platform BSC / Solidity

File 1 SwapFeeReward.sol

File 1 MD5 Hash

AFE1346EE64743E6B1D1307456177CCC

Updated File 1 MD5 Hash

02BC72F895435207989B3595A58860A5

File 2

Tally.sol

File 2 MD5 Hash

3BE52C97A80419E6091A9F9B6B60AA2D

Updated File 2 MD5 Hash

E970BA651DB98061496FFAAFAFCACAG3

File 3

MasterChef.sol

File 3 MD5 Hash

622F7F36703DEA77BFE8271FB19A03B7

Updated File 3 MD5 Hash

585527118190E9344BEEB7B5679AC2C2

File 4

TallyswapFactory.sol

File 4 MD5 Hash

EBCAE118C5783194B8C60C2D9F9850B4

Updated File 4 MD5 Hash

9E21744DF216FFB55CC8A57E2ADEAFF5

File 5

TallyswapRouter.sol

File 5 MD5 Hash

9C6926868D119CF253C43F5505568213

Updated File 5 MD5 Hash

284ECE13B08AA3E63CFFDED96492E7A4

Audit Date

April 15th,2022

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Claimed Smart Contract Features

Claimed Feature Detail

Our Observation

File 1 SwapFeeReward.sol
e Maximum Mining Amount: 100 Million
e Maximum Mining In Phase: 5000

e Current Phase: 1

YES, This is valid.

File 2 Tally.sol
e Name: Tally Token
e Symbol: TALLY
e Decimals: 9
e Tax Fee: 5%
e Reflections for Selling Fee : 5%
e Reflections for buying Fee: 3%
e Liquidity Pool Fee: 3%
e Burned Fee: 2%
e Marketing: 3.66%
e Charity Fee: 0.34%
e Maximum Transaction Amount: 0.2%
e BuyBack Fee: 0.5%
o Raffle Fee: 5%
e Pool Fee: 1%
e Number Tokens Sell To Add To Liquidity: 500

Billion

YES, This is valid.

Owner authorized wallet
can set some percentage
value and we suggest
handling the private key of

that wallet securely.

File 3 MasterChef.sol
e percentDec: 1000000
e stakingPercent: 40%
e Marketing Reserve: 0.15%
e Platform Maintenance & Security: 0.008%
e BUY BACK RESERVES: 0.1%
e Operation Manager: 0.142%
e TALLY Per Block: 30 Tally

YES, This is valid.

Owner authorized wallet
can set some percentage
value and we suggest
handling the private key of

that wallet securely.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




e Bonus multiplier: 1

File 4 TallyswapFactory.sol YES, This is valid.
e The TallyswapFactory contract can create pairs,

set pair fees, etc.

File 5 TallyswapRouter.sol YES, This is valid.
e The TallyswapRouter contract can add new

Liquidity, remove Liquidity, swap tokens, etc.

This is a private and confidential document. No part of this document should
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Audit Summary

According to the standard audit assessment, Customer's solidity smart contracts are
“Secured”. Also, these contracts do contain owner control, which does not make them
fully decentralized.

Insecure Poor secured Secure Well-secured

You are here

We used various tools like Slither, Solhint and Remix IDE. At the same time this finding is
based on critical analysis of the manual audit.

All issues found during automated analysis were manually reviewed and applicable
vulnerabilities are presented in the Audit overview section. General overview is presented
in AS-IS section and all identified issues can be found in the Audit overview section.

We found 0 critical, 0 high, 1 medium and 1 low and some very low level issues.

Investors Advice: Technical audit of the smart contract does not guarantee the ethical
nature of the project. Any owner controlled functions should be executed by the owner with
responsibility. All investors/users are advised to do their due diligence before investing in

the project.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Technical Quick Stats

Main Category Subcategory Result
Contract Solidity version not specified Passed
Programming Solidity version too old Passed
Integer overflow/underflow Passed
Function input parameters lack of check Passed
Function input parameters check bypass Passed
Function access control lacks management Passed
Critical operation lacks event log Passed
Human/contract checks bypass Passed
Random number generation/use vulnerability N/A
Fallback function misuse Passed
Race condition Passed
Logical vulnerability Passed
Features claimed Passed
Other programming issues
Code Function visibility not explicitly declared Passed
Specification Var. storage location not explicitly declared Passed
Use keywords/functions to be deprecated Passed
Unused code Passed
Gas Optimization “Out of Gas” Issue Passed
High consumption ‘for/while’ loop Passed
High consumption ‘storage’ storage Passed
Assert() misuse Passed
Business Risk The maximum limit for mintage not set
“Short Address” Attack Passed
“‘Double Spend” Attack Passed

Overall Audit Result:

PASSED

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Code Quality

This audit scope has 5 smart contract files. Smart contracts contain Libraries, Smart

contracts, inherits and Interfaces. This is a compact and well written smart contract.

The libraries in the Tally-ho Protocol are part of its logical algorithm. A library is a different
type of smart contract that contains reusable code. Once deployed on the blockchain (only
once), it is assigned a specific address and its properties / methods can be reused many

times by other contracts in the Tally-ho Protocol.

The Tally-ho team has not provided unit test scripts, which would have helped to determine

the integrity of the code in an automated way.

Code parts are not well commented on smart contracts.

Documentation

We were given a Tally-ho Protocol smart contract code in the form of a Github Web Link.

The hash of that code is mentioned above in the table.
As mentioned above, code parts are not well commented. So it is not easy to quickly
understand the programming flow as well as complex code logic. Comments are very

helpful in understanding the overall architecture of the protocol.

Another source of information was its official website https://app.tally-ho.org which

provided rich information about the project architecture and tokenomics.

Use of Dependencies

As per our observation, the libraries are used in this smart contracts infrastructure that are

based on well known industry standard open source projects.

Apart from libraries, its functions are used in external smart contract calls.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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AS-IS overview

SwapFeeReward.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Visibility for Refer Audit
constructor is Findings
ignored
2 | onlyRouter modifier Passed No Issue
3 [ sortTokens write Passed No Issue
4 | pairFor read Passed No Issue
5 | getSwapFee internal Passed No Issue
6 | setPhase write access only Owner No Issue
7 | checkPairExist read Passed No Issue
8 | swap write access only Router No Issue
9 [ rewardBalance read Passed No Issue
10 | permit write Passed No Issue
11 | withdraw write Passed No Issue
12 | getQuantity read Passed No Issue
13 | addWhitelist write access only Owner No Issue
14 | delWhitelist write access only Owner No Issue
15 | getWhitelistLength read Passed No Issue
16 | isWhitelist read Passed No Issue
17 | getWhitelist read Passed No Issue
18 [ setRouter write access only Owner No Issue
19 | setOracle write access only Owner No Issue
20 | setFactory write access only Owner No Issue
21 | setInitCodeHash write access only Owner No Issue
22 | pairsListLength read Passed No Issue
23 | addPair write access only Owner No Issue
24 | setPair write access only Owner No Issue
25 | setPairEnabled write access only Owner No Issue
26 | owner read Passed No Issue
27 | isOwner read Passed No Issue
28 | renounceOwnership write access only Owner No Issue
29 | transferOwnership internal Passed No Issue
30 | transferOwnership write access only Owner No Issue
31 | onlyOwner modifier Passed No Issue

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Tally.sol

Functions

Sl. Functions Type Observation Conclusion
1 | constructor write

2 | owner read Passed No Issue
3 | isOwner read Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 transferOwnership internal Passed No Issue
6 | transferOwnership write access only Owner No Issue
7 | onlyOwner modifier Passed No Issue
8 | lockTheSwap modifier Passed No Issue
9 [name read Passed No Issue
10 | symbol read Passed No Issue
11 | decimals read Passed No Issue
12 | totalSupply read Passed No Issue
13 | balanceOf read Passed No Issue
14 | transfer write Passed No Issue
15 | allowance read Passed No Issue
16 | approve write Passed No Issue
17 | transferFrom write Passed No Issue
18 | increaseAllowance write Passed No Issue
19 | decreaseAllowance write Passed No Issue
20 | isExcludedFromReward read Passed No Issue
21 | totalFees read Passed No Issue
22 | deliver write Passed No Issue
23 | reflectionFromToken read Passed No Issue
24 | tokenFromReflection read Passed No Issue
25 | excludeFromReward write access only Owner No Issue
26 | includelnReward external access No Issue

only Owner

27 | transferBothExcluded write Passed No Issue
28 | excludeFromFee write access only Owner No Issue
29 | includelnFee write access only Owner No Issue
30 | setTaxFeePercent external access only Owner No Issue
31 [ getTaxFee read Passed No Issue
32 | setSellTaxFeePercent external access only Owner No Issue
33 | setBuyTaxFeePercent external access only Owner No Issue
34 | setLiquidityFeePercent external access only Owner No Issue
35 | setBurnFeePercent external access only Owner No Issue
36 | setMarketingFeePercent external access only Owner No Issue
37 | setCharityFeePercent external access only Owner No Issue
38 | setBuyBackFeePercent external access only Owner No Issue
39 | setRaffleFeePercent external access only Owner No Issue
40 | setPoolFeePercent external access only Owner No Issue
41 | setMarketingWallet external access only Owner No Issue
42 | setCharityWallet external access only Owner No Issue

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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43 | setBuyBackWallet external access only Owner No Issue
44 | setRaffleWallet external access only Owner No Issue
45 | setPoolWallet external access only Owner No Issue
46 | setPoolCharityWallet external access only Owner No Issue
47 | setMaxTxPercent external access only Owner No Issue
48 | setSwapAndLiquifyEnabl external access only Owner No Issue
ed
49 | reflectFee write Passed No Issue
50 | receive external Passed No Issue
51 | getValues write Passed No Issue
52 | getTValues write Passed No Issue
53 | getRValues write Passed No Issue
54 | getRate read Passed No Issue
55 | getCurrentSupply read Passed No Issue
56 | takeliquidity write Passed No Issue
57 | takeBurn write Passed No Issue
58 | takeMarketing write Passed No Issue
59 | takeCharity write Passed No Issue
60 [ takeBuyBack write Passed No Issue
61 | takeRaffle write Passed No Issue
62 | takePool write Passed No Issue
63 | calculateTaxFee read Passed No Issue
64 | calculateLiquidityFee read Passed No Issue
65 | calculateBurnFee read Passed No Issue
66 | calculateMarketingFee read Passed No Issue
67 | calculateCharityFee read Passed No Issue
68 | calculateBuyBackFee read Passed No Issue
69 [ calculateRaffleFee read Passed No Issue
70 | calculatePoolFee read Passed No Issue
71 [ removeMainFee write Passed No Issue
72 | removeDirectWalletFee write Passed No Issue
73 | removeRaffleFee write Passed No Issue
74 | removePoolFee write Passed No Issue
75 | restoreMainFee write Passed No Issue
76 | restoreRaffleFee write Passed No Issue
77 | restoreDirectWalletFee write Passed No Issue
78 | restorePoolFee write Passed No Issue
79 | isExcludedFromFee read Passed No Issue
80 | approve write Passed No Issue
81 | transfer write Passed No Issue
82 | swapAndLiquify write Passed No Issue
83 | swapTokensForEth write Passed No Issue
84 | swapAndSendToWallet write Passed No Issue
85 | addLiquidity write Passed No Issue
86 [ tokenTransfer write Passed No Issue
87 | transferStandard write Passed No Issue
88 | transferToExcluded write Passed No Issue
89 | transferFromExcluded write Passed No Issue

This is a private and confidential document. No part of this document should
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90 | mint write access only Minter No Issue
91 | _mint internal | Set require with error Refer Audit
message Findings
92 | addMinter write access only Owner No Issue
93 [ delMinter write access only Owner No Issue
94 | getMinterLength read Passed No Issue
95 | isMinter read Passed No Issue
96 | getMinter read access only Owner No Issue
97 | onlyMinter modifier Passed No Issue
MasterChef.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Visibility for constructor is | Refer Audit
ignored Findings
2 | updateMultiplier write access only Owner No Issue
3 | owner read Passed No Issue
4 |[isOwner read Passed No Issue
5 [ renounceOwnership write access only Owner No Issue
6 transferOwnership internal Passed No Issue
7 | transferOwnership write access only Owner No Issue
8 | onlyOwner modifier Passed No Issue
9 | poolLength external Passed No Issue
10 | withdrawDevAndRefFee write Passed No Issue
11 | add write The owner can add the Refer Audit
same |p token multiple Findings
times
12 | set write access only Owner No Issue
13 | setMigrator write access only Owner No Issue
14 | migrate write Passed No Issue
15 | getMultiplier read Passed No Issue
16 | pendingTALLY external Passed No Issue
17 | massUpdatePools write Passed No Issue
18 | updatePool write Passed No Issue
19 | deposit write Passed No Issue
20 | withdraw write Passed No Issue
21 | enterStaking write Passed No Issue
22 | leaveStaking write Passed No Issue
23 | emergencyWithdraw write Passed No Issue
24 | safeTALLY Transfer internal Passed No Issue
25 | setReservAddress write Passed No Issue
26 | setBuyBackReservesAddre | write access only Owner No Issue
SS
27 | setPlatformMaintenanceSe | write access only Owner No Issue
curityAddress

This is a private and confidential document. No part of this document should
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28 | setOperationManagerAddr write access only Owner No Issue
ess
29 | updateTALLYPerBlock write access only Owner No Issue
30 [ setStakingPercent write access only Owner No Issue
31 [ setReservPercent write access only Owner No Issue
32 | setMaintenanceSecurityPe write access only Owner No Issue
rcent
33 | setBuyBackReservesPerce | write access only Owner No Issue
nt
34 | setOperationManagerPerc write access only Owner No Issue
ent
TallyswapFactory.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Visibility for Refer Audit
constructor is ignored Findings
2 | allPairsLength external Passed No Issue
3 | createPair external Passed No Issue
4 | setFeeTo external Passed No Issue
5 | setFeeToSetter external Passed No Issue
6 | setDevFee external Passed No Issue
7 | setSwapFee external Passed No Issue
TallyswapRouter.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Visibility for Refer Audit
constructor is Findings
ignored
2 | owner read Passed No Issue
3 | isOwner read Passed No Issue
4 | renounceOwnership write access only No Issue
Owner
5 transferOwnership internal Passed No Issue
6 | transferOwnership write access only No Issue
Owner
7 | onlyOwner modifier Passed No Issue
8 | ensure modifier Passed No Issue
9 | receive external Passed No Issue
10 | setSwapFeeReward write access only No Issue
Owner
11 addLiquidity internal Passed No Issue
12 | addLiquidity external Passed No Issue
13 | addLiquidityETH external Passed No Issue

This is a private and confidential document. No part of this document should
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14 | removeliquidity write Passed No Issue

15 | removeliquidityETH write Passed No Issue

16 | removeliquidityWithPermit external Passed No Issue

17 | removeLiquidityETHWithPermit | external Passed No Issue

18 | removeLiquidityETHSupportingF | write Passed No Issue
eeOnTransferTokens

19 | removeLiquidityETHWithPermitS | external Passed No Issue
upportingFeeOnTransferTokens

20 | swap internal Passed No Issue

21 | swapExactTokensForTokens external Passed No Issue

22 | swapTokensForExactTokens external Passed No Issue

23 | swapExactETHForTokens external Passed No Issue

24 | swapTokensForExactETH external Passed No Issue

25 | swapExactTokensForETH external Passed No Issue

26 | swapETHForExactTokens external Passed No Issue

27 | _swapSupportingFeeOnTransfer | internal Passed No Issue
Tokens

28 | swapExactTokensForTokensSup | external Passed No Issue
portingFeeOnTransferTokens

29 | swapExactETHForTokensSuppo | external Passed No Issue
rtingFeeOnTransferTokens

30 | swapExactTokensForETHSuppo | external Passed No Issue
rtingFeeOnTransferTokens

31 | quote write Passed No Issue

32 | getAmountOut write Passed No Issue

33 | getAmountin write Passed No Issue

34 | getAmountsOut write Passed No Issue

35 | getAmountsin write Passed No Issue

This is a private and confidential document. No part of this document should
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Severity Definitions

Description

Critical vulnerabilities are usually straightforward to exploit
and can lead to token loss etc.

High-level vulnerabilities are difficult to exploit; however,
they also have significant impact on smart contract
execution, e.g. public access to crucial

Medium-level vulnerabilities are important to fix;
however, they can’t lead to tokens lose

Low-level vulnerabilities are mostly related to outdated,
unused etc. code snippets, that can’t have significant
impact on execution

Lowest-level vulnerabilities, code style violations and info
statements can’t affect smart contract execution and can
be ignored.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Audit Findings

Critical Severity

No Critical severity vulnerabilities were found.
High Severity

No High severity vulnerabilities were found.

Medium

(1) The owner can add the same Ip token more than once: MasterChef.sol

As per comment on the add() function, the same LP token should not be added more than

once.

Resolution: There is no validation or check for adding duplicate _IpToken in add()
function, check duplication of _IpToken when the owner can add new _IpToken in add()
function.

Status: Acknowledged

Low

(1) Member "mint" not found or not visible: MasterChef.sol

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io



TypeError: Member "mint" not found or not visible after argument-dependent lookup in

contract Tally.

Resolution: Please add the mint function in the TALLY Token contract and after that use it

in the MasterChef contract.

Status: Fixed
Very Low / Informational / Best practices:

(1) Spelling mistake: MasterChef.sol

lastBlockDevWithdraw;

BONUS MULTIPLIER = 1;

totalAllocPoint = @;

Spelling mistake in comments:

1. develeper word should be developer.
2. muliplier word should be multiplier.

3. poitns word should be points.

Resolution: We suggest correcting the spelling.

Status: Acknowledged

(2) SafeMath Library: MasterChef.sol, TallyswapRouter.sol, SwapfeeReward.sol

SafeMath Library is used in this contract code, but the compiler version is greater than or
equal to 0.8.0, Then it will not be required to use, solidity automatically handles

overflow/underflow.

Resolution: We suggest removing the SafeMath library and use normal math operators, It

will improve code size, and less gas consumption.

Status: Acknowledged

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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(3) Make variables constant: MasterChef.sol

These variables will be unchanged. So, please make it constant. It will save some gas.
Variables are:

e percentDec
e startBlock

Resolution: We suggest declaring those variables as constant. Just put a constant

keyword.
Status: Acknowledged

(4) startBlock must be set to the proper value: MasterChef.sol
While deploying a masterChef smart contract, startBlock must be set to the proper value,

so that rewards can be handled properly.

CK number when I[A Y MLN1ng 571

g o o
s )

in MasterChef

Resolution: We suggest double confirm before deploying the masterChef smart contract.

Status: Acknowledged

(5) Visibility for constructor is ignored:

MasterChef.sol

TallyswapRouter.sol

SwapFeeReward.sol

This is a private and confidential document. No part of this document should
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TallyswapFactory.sol

Warning: Visibility for constructor is ignored. If you want the contract to be non-deployable,

making it "abstract" is sufficient.
Resolution: We suggest removing the public keywords.

Status: Acknowledged

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io



Centralization

This smart contract has some functions which can be executed by the Admin (Owner)
only. If the admin wallet private key would be compromised, then it would create trouble.

Following are Admin functions:

e setPhase: The SWAPFeeReward Owner can set phase.

e addWhitelist: The SWAPFeeReward Owner can add an address to the whitelist.

e delWhitelist: The SWAPFeeReward Owner can delete addresses from whitelist.

e setRouter: The SWAPFeeReward Owner can set the router address.

e setOracle: The SWAPFeeReward Owner can set the oracle address.

e setFactory: The SWAPFeeReward Owner can set the factory address.

e setlnitCodeHash: The SWAPFeeReward Owner can set initial hash code.

e addPair: The SWAPFeeReward Owner can add a pair address.

e setPair: The SWAPFeeReward Owner can set pair id, reward percentage,

e setPairEnabled: The SWAPFeeReward Owner can set pair status.

e excludeFromReward: The Tally token owner can check if the address is excluded or
not and set it.

e includelnReward: The Tally token owner can check if the address is excluded or not
and set it.

e excludeFromFee: The Tally token owner can set the status “true” from the excluded
account address.

e includelnFee: The Tally token owner can set the status “false” from the excluded
account address.

e setTaxFeePercent: The Tally token owner can set the tax fee percentage.

e updateMultiplier: The Masterchef owner can update the multiplier number.

e add: The Masterchef owner can add a new Ip to the pool.

e set: The Masterchef owner can update the given pool's TALLY allocation point.

e setMigrator: The Masterchef owner can set the migrator contract.

e setReservAddress: The Masterchef owner can set a reserve address.

o setBuyBackReservesAddress: The Masterchef owner can set a buy back reserve
address.

e setPlatformMaintenanceSecurityAddress: The Masterchef owner can set a platform

maintenance address.

This is a private and confidential document. No part of this document should
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e setOperationManagerAddress: The Masterchef owner can set the operation
manager address.

e updateTALLYPerBlock: The Masterchef owner can update the tally per block
amount.

e setStakingPercent: The Masterchef owner can set the staking percentage value.

e setReservPercent:The Masterchef owner can set reserve percentage value

e setMaintenanceSecurityPercent: The Masterchef owner can set maintenance
security percentage value.

e setBuyBackReservesPercent:The Masterchef owner can set the buy back reserve
percentage value.

e setOperationManagerPercent:The Masterchef owner can set the operation
manager percentage value.

e setSwapFeeReward: The TallyswapRouter owner can set a swap fee reward
address.

e addMinter: The Tally token owner can add a new minter address.

e delMinter: The Tally token owner can remove the minter address.

e getMinter: The Tally token owner can get minter details.

To make the smart contract 100% decentralized, we suggest renouncing ownership in the

airdrop smart contract once its function is completed.

This is a private and confidential document. No part of this document should
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Conclusion

We were given a contract code in the form of files. And we have used all possible tests
based on given objects as files. We had observed some issues in the smart contracts, but
they were resolved in the revised smart contract code. So, the smart contracts are ready

for the mainnet deployment.

Since possible test cases can be unlimited for such smart contracts protocol, we provide
no such guarantee of future outcomes. We have used all the latest static tools and manual

observations to cover maximum possible test cases to scan everything.

Smart contracts within the scope were manually reviewed and analyzed with static
analysis tools. Smart Contract’s high-level description of functionality was presented in the

As-is overview section of the report.

Audit report contains all found security vulnerabilities and other issues in the reviewed

code.

Security state of the reviewed contract, based on standard audit procedure scope, is

“Secured”.
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Our Methodology

We like to work with a transparent process and make our reviews a collaborative effort.
The goals of our security audits are to improve the quality of systems we review and aim
for sufficient remediation to help protect users. The following is the methodology we use in

our security audit process.

Manual Code Review:

In manually reviewing all of the code, we look for any potential issues with code logic, error
handling, protocol and header parsing, cryptographic errors, and random number
generators. We also watch for areas where more defensive programming could reduce the
risk of future mistakes and speed up future audits. Although our primary focus is on the
in-scope code, we examine dependency code and behavior when it is relevant to a

particular line of investigation.

Vulnerability Analysis:

Our audit techniques included manual code analysis, user interface interaction, and
whitebox penetration testing. We look at the project's web site to get a high level
understanding of what functionality the software under review provides. We then meet with
the developers to gain an appreciation of their vision of the software. We install and use
the relevant software, exploring the user interactions and roles. While we do this, we
brainstorm threat models and attack surfaces. We read design documentation, review
other audit results, search for similar projects, examine source code dependencies, skim

open issue tickets, and generally investigate details other than the implementation.

This is a private and confidential document. No part of this document should
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Documenting Results:

We follow a conservative, transparent process for analyzing potential security
vulnerabilities and seeing them through successful remediation. Whenever a potential
issue is discovered, we immediately create an Issue entry for it in this document, even
though we have not yet verified the feasibility and impact of the issue. This process is
conservative because we document our suspicions early even if they are later shown to
not represent exploitable vulnerabilities. We generally follow a process of first documenting
the suspicion with unresolved questions, then confirming the issue through code analysis,
live experimentation, or automated tests. Code analysis is the most tentative, and we
strive to provide test code, log captures, or screenshots demonstrating our confirmation.

After this we analyze the feasibility of an attack in a live system.

Suggested Solutions:

We search for immediate mitigations that live deployments can take, and finally we
suggest the requirements for remediation engineering for future releases. The mitigation
and remediation recommendations should be scrutinized by the developers and
deployment engineers, and successful mitigation and remediation is an ongoing

collaborative process after we deliver our report, and before the details are made pubilic.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io



Disclaimers

EtherAuthority.io Disclaimer

EtherAuthority team has analyzed this smart contract in accordance with the best industry
practices at the date of this report, in relation to: cybersecurity vulnerabilities and issues in
smart contract source code, the details of which are disclosed in this report, (Source
Code); the Source Code compilation, deployment and functionality (performing the
intended functions).

Due to the fact that the total number of test cases are unlimited, the audit makes no
statements or warranties on security of the code. It also cannot be considered as a
sufficient assessment regarding the utility and safety of the code, bugfree status or any
other statements of the contract. While we have done our best in conducting the analysis
and producing this report, it is important to note that you should not rely on this report only.
We also suggest conducting a bug bounty program to confirm the high level of security of
this smart contract.

Technical Disclaimer

Smart contracts are deployed and executed on the blockchain platform. The platform, its
programming language, and other software related to the smart contract can have their
own vulnerabilities that can lead to hacks. Thus, the audit can’t guarantee explicit security
of the audited smart contracts.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io



Appendix

@ rraLcyractory

@ QfeeTo()

@ QfeeToSetter()
© QINIT_CODE_HASH()
® QgetPair()

@ QallPairs()

@ QallPairsLength()
@ createPair()

@ setFeeTol)

@ setFeeToSetter()
@ setDevFes()

@ setSwapFee()

@ 1Oracle

@ Qeconsult()

Code Flow Diagram - Tally-ho Protocol

SwapFeeReward Diagram

@ rraLypair

@ Qname()

@ Qsymbol()

@ Qelecimals()

@ QiotalSupply()

@ Qbalance0f()

@ Qallowance()

@ approve()

@ transfer()

@ transferFrom()

© QDOMAIN_SEPARATOR()
® QPERMIT_TYPEHASH()
@ Qnonces()

@ permit()

® QMINIMUM_LIQUIDITY ()
@ Qfactory()

@ QiokenO()

@ Qioken()

@ QgetReserves()

@ QpriceDCumulativelast()
@ Qpricel CumulativeLast()
@ QllLast()

@ QswapFee()

@ QdevFee()

© mint()

@ burn(})

@ swap()

@ skim()

@ syne()

@ initialize)

@ setSwapFee()

@ setDevFee()

© SwapFeeReward

@) rrattyroken

Ownable

nSafeMath for wint256

nEnumerableSet for EnumerableSet AddressSet

O EnumerableSet AddressSet _whitelist
© address factory

© address router

© bytes32 INIT_CODE_HASH
O uint256 maxMining Amount

O uint256 maxMininginPhase

© uint currentPhase

O uint256 totalMined

© [TallyToken tallyToken

© |Oracle oracle

© address targetToken

O address==uint nonces
int256 _balances
int256 pairOfPid
© PairsList pairsList

IERC20

© mint()

@ __constructor__{)
@ QsortTokens()

@ QpairFor()

< QgetSwapFes()
@ setPhase()

@ QcheckPairExist()
@ swap()

@ QrewardBalance()
B permit()

@ withdraw()

@ QgetQuantity()

® addWhitelist()

@ delhitelist()

® QgetWhitelistLengthi)
o QigWhitelist()

® CQgetWhitelist()

@ setRouter()

@ setOracle()

@ setFactory()

@ setinitCodeHash()
@ QpairsListLength()
@ addPair()

@ setPair()

€3} .f.éRC20

@ setPairEnabled()
T T
|

:for uint256
7

v
(@) satentatn

& uint256 WAD
< uint256 RAY

@ Quwad()
@ Gray()

& Qadd()

@ Qname()

@ Qsymbol()

@ Qdecimals()
@ QotalSupply()
@ Qbalance0f()
@ Qallowance()
@ approve()

@ transfer()

@ transferFrom()

© Cwnable

O address _owner

@ _ constructor__()
@ Qowner()

@ QisOwner()

@ renouncelwnership()
 _transferOwnership()
@ transferOwnership()

< Qsub()

< amui()

< adiv)

< Qumod()

< amin()

< Omax()

< Qsgrt)

O Qowmul()

< QuwmulRound()
< grmul()

< GrmulRound()

@ Quwdiv()

@ QuwdivRound()
< Qrdiv()

< QrdivRoundy)

< Qwpow()

< Qrpow()

v

' for EnumerableSet AddressSet

e
|

N

@ EnumerableSet

| _add()

B _remove()

B Q_contains()
B Q_length()
B A _et()

< add()

< remove()

< Qcontains()
< Qlength()

< Qat()

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io



—

. FIERC20

Tally Diagram

@ TALLYToken

o000 dee|0000O0OCO00OOODOOODODOOODOOODOOOODOODODOOODDOOOOOOODOO
[

Contaxt
rERCz0
Cwnabie
anSafeMath for mint256
Asicine s for_

address
Set for.

el a3 =ruit256 _rOwened
256 _tOw ned

Sch sss—biool _SERchadea fomes
ool _isExcluded

= hadded

Sacress _marketngvaliet

WM25E _previcusTaxFee
HrETSE taxSelFes

Grecse _previcusSelTaxFes
GrecsE {axSuyFee

ire2sE _previcusBuyTaxFes
GrecEE _iquidityFes

WrRZ5E _previcusLiguidiyFes

bamiF

e
wire3ss _previcusBurnees
LrE25E _marketingFe:
WrE3ss _previcusMarketngFee
WrE25E _charityFee

WINEZS56 _previcusChartyFes
wine2EE _buyBackFes

WEZ5E _previcusBuyBackFes
WEZ5E _rafficFec

e
Sddiess Uresween 2P

Baol nSwapAndLauTy

Gool swapandLaufyEnsbied

GrESH _maxTxAmountPereent

WrE25E _maxTxAmaunt

LMEZSE MUMTokEnESEIToA daToLiguity

approve()

decreaseAlowance()
QUiSExciudedrTomReward()
AstalFees()

defven()
QretiectionFramToken()
QbskerFramRefiectant)

setSellTaxFasParcentl)
=stBuyTaxF eePercemi)
st iguichyFesPercent()
setBumF sePercerti)
sstMerketingf eoPercemi)
s=tCharityFeePercent()
s=iBuyBackFesPercert()
selRafMeF esParcart(])

‘sEtPochsliet)
EstPocCharkEI
sEiMaxTuPercer(y

==t weap AndLiguit yEnsiled()
_retisctres)

tekeRatner

_takePool

Ducacuate TaxFee()

Qe e UaeLigucityFes()
CcsCUE =B Fe=(]

Qe seusteManketngEeel)
Quesieuste ChantyFesa()
AcacusteBu ySackFes()

swapTokensFaorEth()
SwapAndSendTavuaIst)
adclLinuicity)
_tokenTransferC)
transrerstandsracy
trensrerToExciuden )
“tranererrromexciioedr)

@) runiswapvzractory,

® QreeTog
 AfecToSstier()

(@ wniswapvzrar

@ 1wniswapy2Roue2

gerPsi) - i

SalPairs() [

. S Sidwam oo
@ QtokenOl)

setFeeTor)

setFesToSettert) S S

Jfor wint256

]
® ApriceDCumLsTivel msh()
® Qpricet Cumustivel msb()

removel Tokens()
removel Toxen:
SwapExactTokeneF o TokenESUPEOrtingF SeOnTr s fer Toke ns

=)

0

ensi)
swapExactTakensForETHSuppert ngFeeOnTransfer Tokens( )

= - - for EnumnevableSel. AddressSel

@ ownable
e

Con

O address _owmer

® QuetaSupply)
® CUbalanceof()

< Amadi)

= _functionCanyin slusi)

O address _previcusOwner
O uri2SE jockTme

' _constructor__()
® Qowner()
® renounceDwnershi )

.

(@) context 7

A _msgSender(}
< gDatal)

@ transferOwmnersnip(y

(@) runiswapv2Rouero

remeoveligukdiyE TH)
remeveliquidi A Hh Permi
remeoveliaukdiyETHIhPermit)
swapEsactTokensF orTokens()
swapTohensForExact Tokens()
swapExactETHF orTokenst)
FwanT chensF orExactETHE)
swapExactTokensF orETHL)

@ swapE THE orExact Tokenso)

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




@ oz

[ L———

MasterChef Diagram

BONBINNONO000B0IR00IE

BO0000[0000000E000000000800

S RS

@ Ao

asagas|noncsannorononaronoranonarananarAnararAsacARAoARANR
i

iy A

T g s T 0 e s

mcapi
2 s Ea oET obiriaFoe

\ @) o mnman

@) ownanie

o=

)
e Unoek T s

erh

= iiecer)

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io

-

= i e
g AT e o T e S ) S T Tk (1
=& mAETHE or Tokm e Susppord gl e n T ran e Tokeo
= ETHS _p ot g s o Tr e T sdenas.

>




@ ITallyswapPair

@ Qname()

@ Qsymbol()

@ Qdecimals()

@ QtotalSupply()

@ QhalanceCf()

@ Qallowance()

@ approve()

@ transfer()

@ transferFrom()

© QDOMAIN_SEPARATORY)
© QUPERMIT_T'YPEHASH()
@ Qnonces()

@ permit()

© QMINIMUM_LIGUIDIT'Y()

TallyswapFactory Diagram

© TallyswapF actory

(&) matn

ITallyswapFactory

© address feeTo

© address feeToSetter

© bytes32 INIT_CODE_HASH

© address=>mapping address=>address getPair

© TallyswapPair

TallyswapERC20

inSafeMath for uint256
nUQT12x112 for wint224

© uint256 MINIMUM_LIQUIDITY
O bytesd4 SELECTOR

© address factory

© address token0

© address token1

O uint112 reserved

O uint112 reservel

O wint32 blockTimestampLast

O uint256 price0Cumulativelast
O uint256 price1 CumulativeLast
O uint256 kLast

O uint32 swapFee

O uint32 devFee

© uint32 marketingFee

© uint32 operationsFee

© uint32 artisticFee

© uint32 technicalFee

@ rmatyswaperczo

@ Qname()

@ Qsymbol()

@ Qecimals()
@ QtotalSupply()
@ Qhalance0f()
@ Qallowance()
@ approve()

@ transfer()

@ transferFrom()

@ Qnonces()
@ permit()

© QDOMAIN_SEPARATORY)
© QPERMIT_TYPEHASH()

Z &{:&?&? < amin() © address allPairs
© Qtoken1() < Qsqr) © _ constructor_ () © Lint32 tallyBackFee
@ QgetReserves() @ QualPairsLength() © uint32 liguidityProviderFee
@ Qprice0CumulativeLast() @ createPair() < address marketingAddr
@ Qpricel CumulativeLast() @ setFeeTol) © address operationsAddr
@ QkLast() @ setFeeToSetter() © address artisticAddr
@ QswapFee() @ setDevFee() © address technicalAddr
@ QevFee() @ setSwapFee() O uint256 unlocked
g ran:TrS()) @ QgetReserves()
© swap() B _safeTransfer()
© skim() @ _ constructor__()
® sync() @ initialize()
® intiali @ setSwapFee()
inttialize() © setDevF
© setSwapFes() EETEA)
P B _update()
@ setDevFee() I'm _mintFee()
/| @ mint()
@ burn()
© swap()
@ skim()
@ sync()
T v
| \
:for uint224 I.I
|
I .
(©) TalyswapERC20 !
[TallyswapERC20 :
\ nSafeMath for wint :
@IT&.WswapFacfor/ ) EE s |
@ aen © string symbol r"/
© QfesTo() © Lint8 decimals %
© Qname() © QfeeToSetter() © wint totalSupply @UQ” %112
@ Qsymbol() @ITaWswapCaﬂee @ QINIT_CODE_HASH() © address=>=uint balanceOf
@ Qecimals() @ QgetPair() © address=>mapping address=>uint alowance & uint224 Q112
® QiotalSupply() ® QallPairs() © bytes32 DOMAIN_SEPARATOR e
@ Qbalancedf() @ TallyswapCall() @ QallPairsLength() © hytes32 PERMIT_TPEHASH & Qencode()
@ Qallowance() @ createPair() © address==uint nonces < Quediv()
@ approve() @ setFeeTol()
@ transfer() @ setFeeToSetter() g _mli:;gs‘lruc‘tor_()
@ transferFrom() @ setDevFee() o _burn()
@ setSwapFee() m _appro\re()
B _transfer()
@ approve()
@ transfer()
@ transferFrom()
@ permit()
3
\
\
\{or wint

A !
Ay |
Ay
i
N
At

S

|for uint256
|

(®) sarentatn

< Qadd()
< Qsub()
< amul()
< Qliv()

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
Email: audit@EtherAuthority.io



TallyswapRouter Diagram

@ TransferHelper
@ rrayswapraciory (@) iswanrFeereward

© pprove()
@ QgetPair() < safeTransfer()
@ createPair() © swap() < safeTransferFrom()

@ IERC20

@ S name()
@ Qsymbol()
© Qdecimal

< safeTransferETH()

© Ownable

@ werw

o QtotalSupply()
@ QhalanceOf()
©® Qallowance()
2 approve()
@ transfer()
@ transferFrom()

(@) Fumiath

< Qfulinul()
B O fullDivi)
< aumuiDiv()

@ Babylonian

O address _owner

@ __constructor__()

© @deposi()

@ Qowner()

@ transfer()

< Oisgrt()

@ GisOwner()

@ withdraw()

@ ITallyswapPair

@ Qname()

@ Qsymbol()

@ Qecimals()

@ GtotalSupply()

@ QhalanceOf()

@ Qallowance()

@ approve()

@ transfer()

@ transferFrom()

® GDOMAIN_SEPARATOR()
® QPERMIT_TYPEHASH()
@ Qnonces()

@ permt()

& QUINIMUM_LIGUIDITY()
@ Qfactory()

@ Qtoken0()

@ Qtokent()

@ QgetReserves()

@ Qprice0Cumulativelast()
@ Qprice1 CumulativeLast()
® GLast()

© QewapFee()

@ QuelevFes()

® mint()

@ burn()

@ swap()

@ skim()

@ sync()

@ initialize)

@ setSwapFes()

@ setDevFee()

@ renounceCwnership()
< _transferOwnership()
@ transferOwnership()

© TallyswapRouter02

ITallyswapRouter)2
Qwnable

vSafeMath for uint
address factory

address WETH
address swapFeeReward

& __constructor__()

setSwapFeeReward()

_addLiguiclty()

addLiguichty()

B acdLiguicityETH()

removeLiguidity()

removeliguidityETH()

removeLiguidityWWithPermit()

removeLiquidityETHWithPermit()
removeLiguidityETHSupportingFeeCnTransferTokens()
removeLiguidityETHAWthPermitSupportingFeeOnTransfer Tokens()
_swap()

swapExactTokensForTokens()

swapTokensForExactTokens()

@ swapExactETHFor Tokens()

swapTokensForExactETH()

swapExactTokensForETH()

@& swapETHForExactTokens()
_swapSupportingFee0OnTransfer Tokens()
swapExactTokensForTokensSupportingFeeCOnTransferTokens()
& swapExactETHFor TokensSupportingFeeCOnTransfer Tokens()
swapExactTokensForETHSupportingF eeOnTransferTokens()
Qouotel)

@ QgetAmountOut()

@ QgetAmounting)

@ QgetAmountsOut()

0000 000000 00000000 00 |00C0

@ TallyswapLibrary|

nSafeMath for wint

< QsortTokens()

< QairFor()

< QgetSwapFee()
< QgetReserves()
< Qouote()

< QuetAmourtOut()
< O.getAmounting)
< QgetAmountsOLt()
< QgetAmountsing)

@ S getAmountsin()
7 T
\

\
or uint

@ [TallyswapRoutero2

@ Qfactory()

& QWETH()

QswapFeeReward()

adelliguiclty()

SaddLiguidityETH()

removeLiguidity()

removeLiquidityETH()

removeLiguidityVWithPermit()

removeLiguidityETHWithPermit()

swapExaciTokensForTokens()

swapTokensForExactTokens()

&swapExactETHForTokens()

swapTokensForExactETH()

swapExactiTokensForETH()

@ swapETHForExact Tokens()

Qouote()

QgetAmountout()

GgetAmourting)

QgetAmountsOut()

QgetAmountsing)

remaoveliguidityETHSupportingF eeCnTransferTokens()
remaoveliguidityETHARthPermitSupportingFeeOnTransfer Tokens()
swapExactiTokensForTokensSupportingFeeOnTransferTokens()
@ swapExactETHFor TokensSupportingFeeOnTransfer Tokens()

oo oOQOPOPOOOOOPOPOORPOOROPODRDOOOO

swapExactTokensForETHSupportingFeeOnTransfer Tokens()

for wint

ahvi
LY

¥
(B) sefettatn

© CLadd()
© Qsub()
© amul()

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




Slither Results Log
Slither log >> SwapFeeReward.sol

@) should emit an event for:
or-Documentation#miss ing- nts-access-control
_factory
_router (5wa

_targetToken

ress-validation

external calls inside
ermediate,anchorTek

external calls inside a interQuantity =

calls inside quantity = IOrac

bilities-3

DL LWL L

o

Do ow oW

o

and shou
should be re

B

r
.f
f
f
b
f
f
b

af
fe
b
r:
r
r
r:
F

=

recent to be trusted. Consider deployi

rsions-of-solidity

n ITALLYPatir. L
n ITALLYPair .PERMIT_TYPEHASH(
n ITALLYPair .MINIMUM_LIQUIDITY(
rameter F Phase{uin
Parameter
Parameter
Parameter i ite ( Il ( ; i ot in mixedCase
Parameter Sw zeRew .getwWhitelist(uint256). 2x (Sw 2eRew c #1 is not in mixedCase

is not in mixedCa
) is not in mixedCase

ce-to-solidity-naming
literals with too many digits:

umentationF¥too-many-digits

#state-variables-that-could declared-constant

transfer

setPhase(u

a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




withdraw(uints

TALLYTo

Refe
INFO: Detecturs
TALLYTo .setMarketir

rence
en
TALLYToken.setCharit
TALLYToken.
TALLYToken.
TALLYToken.
TALLYToken.
MasterChef
MasterChef
MasterChef
MasterChef
https

INFO:Detectors:

Reentra in TALLYToken.

ar.addLiquidityETH{value:
r.swapExactTokensForETHSupportingFeeOnTransferTo

) = address{account)

Transfer(sen
- _takech
Transfer(sender,
y in
Externa
- _ta keMarket i
hef.sols

uter.swapExactTokensForETHSuppo

_transfer(

red-external

r u'l‘ast rChef.sol#1917

al-variable-shadowing
unt
nt ':l'cSt‘:IU
nt (Masterch
{MasterCh
ount (MasterC
(Masterch

|CI"T st
|t

unt st»lc\

L,I“rl t.:‘tl-_| #miss i

(MasterChef.sol#1928-1975):

ess(this),tokenAmount,® r(),blo

ethAmount}({address(this),tokenAmount,0,08,owner()

kens{ tokenAmount path,address(this)

dividends}{) (MasterChef.sol#2624)

call{value:

dividends}{) (MasterChef.sol#2024

ethamount}(address(this ), tokenAmount,8

(MasterChef.sol#2024)

#

Il’cst».l Cl-:T‘S_.L‘.-r

(MasterChef.
sterChef.sol#
'.I:st-lCl

,uint8) (MasterChef.sol#2135-2158):

E_FELM:CI"til";:%EDI'_I'&\'ST:EI'_':k‘EI'S" tokenAmount,8,path,address(this)

ds}{) (MasterChef.sol#2824)

), tokenAmount , 8

rtingFeeonTrans ferTokens( tokenAmount,®,path,address(this),

—Documentat ior vulnerabilities-3

) uses timestamp for comparisons

until 7 (MasterChet.sol#50

tract is L y
ck-timestamp

umentatio

k.timestam
/slither/wi

ck.timestamp)

),block.timestamp)
.bloc

=r{),block.timestamp)

er( ),block.timestamp)

(MasterChef

(MasterChef

k.timestamp)

(MasterChef

,block.timestamp)

(MasterChef.s

block. timestamp)

sate and confidential document. No part of this document should

be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




INFO:Detectors:
Address.isContract(address) II‘Ius‘télCIp> .5 -284) uses assembly
- INLINE ASM (Master
Address._functiencallwithvalue( jjless,b,tes,utmtzfﬁ,strin-} (MasterChef.sol#399-427) uses assembly
~ INLINE ASM (MasterChef.sol#419-422)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage
INFO:Detectors:
Address . functionCall{address, |)ut»=5| I'I‘Iast»awclpﬂf 5-3143‘3'-‘1-3‘39) is never an h e re d
Address.functionCallWithva a 'Mast*l(h*f 5014 378) 1is never used and should be removed
address . functionCallWithValue(addre y #386-397) 1s never used and should be removed
Address.sendvalue{address ,uint256) [Masterchef.sol. -A—leI is neve and should be removed
Context._msgData() (MasterChef.sol#248-251) is r - used sluou'ld be
EnumerableSet.add{EnumerableSet.UintSet,uint256) (Masterch 1# ) ter used and should be remo
EnumerableSet.at(Enumerableset.UintSet,uint256) (MasterChef.sol#11@ ) is newver used and should be removed
Enumerabl .contains{EnumerableSet.UintSet,uint256) (MasterChef.sol#10875 is never used and should be removed
Enumerabl .length{EnumerableSet.UintSet) LHastelchef.sol#l. 088) 1 used and should be remc
Enun¢rab1 .remove({EnumerableSet.UintSet,uint256) (MasterChef.sol#1¢ is never used and should be removed
.safeDecreaseallc e address,uint256) (MasterChef.sol qnd should be remo
SafeBEP28.safelncreaseallc e address,uint256) (MasterChef.sol#2241-2 i
SafeMath.mod{uint25 n ) Chef. #217-219) neve and should bé removed
SafeMath.mod({uint256 ring) (MastercChef. #233 er used and should be removed
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dead-code
INFO:Detectors
TALLYToken. rTotal (MasterChef.sol#1132) is set pre-construction with a non-constant function or state variable:
- (MAX - (MAX % _tTotal))
TALLYToken._| iousTaxFee (MasterChef.sol#1149) is set pre-construction with a non-constant function or state variable:
TALLYToken. | iousSellTaxFee (MasterChef.sol#1152) is set pre-construction with a non-constant function or state variable:
11Fee
TALLYToken._| ousBuyTaxFee (MasterChef.sol#1155

) is set pre-construction with a non-censtant function or state variable:

- tax

TALLYToken._| ousLiquidityFee (MasterChef.sol#1158) is set pre-construction with a non-constant function or state variable:
- _liguidityFee ) )

TALLYToken. | ousBurnFee (MasterChef.sol#1161) 1is set pre-construction with a non-censtant functien or state variable:

TALLYToken._previousMarketingFee (MasterChef.sol#1164) is set pre-construction with a non-constant function or state variable:
- _marketingFee

TALLYToken. previousRaffleFee (MasterChef.sol#1173) is set pre-construction with a non-constant function or state variable:
- _raffleree
TALLYToken._previousPoolFee (MasterChef.sol#1176) is set pre-construction with & non-constant function or state variable:
- _poolFee
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#function-1initializing-state-variables
INFO:Detectors:
Pragma versionB.8.4 (MasterChef.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6
.8.4 1s not recommended for jeploywent
nce: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity
etectors:
evel call in Address.sendvalue{address,uint256) {MasterChef.sol#:
- (success) = recipient.call{value: amount}{) (MasterChef.sols
vel call in Address. Tunctl)nCallulthMGIUAIajjlﬁss bytes,uint256,string) (MasterChef.sol#399-427):
- Isuccass,lntuwndata- = target.call{value: 1ha1ua 'daTa‘ IHaStA\ChAT sal#
vel call in TALLYToken.swapAndSendTowWallet{uint256,a
- (success) = address{account).call{value: div jh\dslf- 'Hast*l(h*f SDI#LP 4)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentat ion#low-level - calls
INFO:Detectors:
Function IUniswapV2Pair.DOMAIN_SEPARATOR() (MasterChef.sol#576) is not in mixedCase
Function IUniswapV2Pair.PERMIT_TYPEHASH() (MasterChef.sol#578) is not in mixedCase
Function IUniswap air .MINIMUM_LIQUIDITY() (MasterChef.sol# is not in mixedCase
Function IUniswapV2Router@1.WETH() (MasterChef.sol#655) is not in mixedCase
Parameter TALLYToken.mint(address,uint2 to (Maste Chef.sol# £1255) is not in mixedCase
Parameter TALLYToken.mint(address,uint256)._amount (MasterChef.sol#12 not in mixedCase
Parameter TALLYToken.addMinter(address)._addMinter (MasterChef.sol#12 not in mixedCase
Parameter TALLYToken.delMinter(address). delMinter {MasterChef.sol#1294) not in mixedCase
Parameter TALLYToken.getMinter(uint256)._index (MasterChef.sol#1318) is not in mixedCase
Parameter TALLYToken.setSwapAndLiquifyEnabled(bool)._enabled {MasterChef.sol#1685) is not in mixedCase
Parameter TALLYTok calculateTaxFee(uint256,uint8)._amount (MasterCh sol#1781) 1s not in mixedCase
Parameter TALLYToken.calculatel iquidityFee{uint256). amount (MasterChef.sol#1798) is not in mixedCase

Var itable MasterChef.TALLY (MasterChef.sol#2335) is not in mixedCase
Variable MasterChef.TALLYPerBlock (MasterChef.sol#2364) is not in mixedCase
Variable MasterChef.BONUS_MULTIPLIER (MasterChef.sol#2 is not in mixedCase
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-conventions
INFO:Detectors:
Redundant expression "this (MasterChef.sol#249)" inContext (MasterChef.sol#243
Reference: https://github.com/crytic/slithe ,.lk1fDetectDr—DDcuwentatlonwl_dumdant statements
INFO:Detectors:
Jallablﬂ ILMls\aph‘Raute\I .addLiguidity(address,address,uint256,uint256,uint256,uint256,address,uint .amountADesired (MasterChef.sol
is too similar to IUniswapV2Router®l.addLiquidity(address,address,uint256,uint256,uint256,uint256,address,uint256) . amountBDesired (M
t»=| Chef_sol#661)
Variable TALLYToken._getRValues(uint256,uint256[9],uint2 rTransferAmount (MasterChef.sol#1706-1718) 1is too similar to TALLYToken._get
alues({uint256,uint8).tTransferAmount {MasterChef.sol )
variable TALLYToken QATualuASIuint‘ u1nta;.r ransferAmount (MasterChef.sol#1624) is too similar to TALLYToken. getTvalues(uint256,uin
).tTransferAmount (Masterchef.sol#
Variable TALLYToken.reflectionFromT -)k»lululntLEC |)-)-ﬂ ullutol.r'rarusf»rﬁrr-)unt (MasterChef.sol#1451) is too similar to TALLYToken._getTvalu
( 5,uint8).tTransferAmount (MasterChef.sol# 2-1
https://github. CDWIC\vtlcfsllthQIf‘lklfDQtQCTDF Documentat ton#var iable-names-are-too-similar
INFD Detectors:
TALLYToken.slitherConstructorVariables() erchef.sol# -2184) uses literals with too many digits:
_tTotal = 10 * 10 ** 9 (MasterChef. so'l—.—ll;l-
TALLYTeoken.slitherConstructorvVariables() (M erChef.sol#1109-2184) uses literals with tco many digits:
- numTokensSellToAddTolL iquidity = B * 10 *=* * ** g (MasterChef.sol#1186)
Masterchef.slitherConstructorvariables() IHaStA\ChAT sol#2 34) uses literals with too many digits:
- percentbDec = 1 (MasterCh
MasterChef.slitherConstructor) \'ial)lesw,} ( l1aste\(|p=f sol#2388-2734) uses literals with too many digits:
- stakingPercent = 4 (MasterChef.sol#2339)
MasterChef.slitherConstructorvariables() (MasterChef.sol#2368-2734) uses literals with too many digits:
- buyBackReservesPercent H6519|Chnf sol
MasterChef.slitherConstructorV ( 08-2734) uses literals with too many digits:
TALLYPerBlock = 3 \Hastélchhf sol#2364)
Reference: https://github.com/cry / ar /wiki/Detector-Documentation#too-many-digits

INFD Detectors
should be constant
Hastnlcha StaltBlDCk (Masterchef. 3 should be constant
TALLYToken. decimals lHaST%ICh%f.SDl#114‘ should be constant
TALLYToken._name (MasterChef.sol#1138) should be constant
TALLYToken._symbol (MastercChef.sol#1139) should be constant
TALLYToken._tTotal (MasterChef.sol#1131) should be constant
TALLYToken.numTokensSellToAddToL iquidity (MastercChef.sol#1186) should be constant
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#state-variables-that-could-be-declared-constant
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INFO:Detectors:
renounceOwnership() should be declared external:

- Ownable.renounceOwnership() (MasterChef.sol
transfero; hip{address) should be declared ext

- Ownable. usf=|0\né|sh1plajjwéss- {MasterChef.sol#479-486)
geUnlockTime() should be declared extern

- Ownable.geUnlockTime( ) lMastﬁ\ChhT sol#488-498)
lock{uint should be declared externa

- ownable.lock{uint256) (MasterChef.sol#493-4
unlock( ) should be declared external:

- Ownable.unlock() {MasterChef.sol#501-
mint{address,uint256) should be declared e tA|n=1

- 'ALLY'Dken.Wintiaddress,uintzEG, tHaste\Chef.sol#lZEE—lZ:S)
addMinter(address) should be declared externa

- TALLYToken.addMinter({address) lHastﬂlChﬂT sol#1286-
delMinter{address) should be declared externa

- TALLYToken.delMinter{address) tMasterChef.solzlzgd—lgE
getMinter{uint256) should be declared external:

- TALLYToken.getMinter{uint256) (MasterChef.sol#1310-1313)
name( ) should be declared external:

- TALLYToken.name{) (MasterChef.sol#1321-1323
symbol{) should be declared externa

- TALL¥Token.symbol() {MasterChef.sol#1325
decimals() should be declared externa

- TALLYToken.decimals() (MasterChef.sol#1
totalSupply() should be declared external:

- TALLYToken.totalSupply() (MasterChef.sol#
transfer(address,uint256) should be declared exte\hal,

- TALLYT Dkeh transfer{address,uint256) (MasterChef.sol#1342-1349)
allowance(address,address) should be declaled external:

- TALLYToken.allowance{address,address) (MasterChef.sol#1351-1358)
approv dress,uint256) should be declared externa

- TALLYToken.approve(address,uint256) (MasterChef.sol#1360-1367)
transferFrom{address,address,uint256) should be declared e

- _ALLY_Dken.tramsFerFanl ress,address,uint256)
increaseAllowance(address,uint25 should be declared external:

- TALLYToken.increaseAllowance(address,uint256) {MasterChef.sol#1386

increaseAllowance(address,uint256) should be declared externa

- TALLYToken.increaseaAll nce{address,uint256) {MasterChef.sol#1386-1
jQC\QaSQHllo\ahCQ'ajjIQSS uint256) should be declared externa

- TALLYT n. 9(|nasnull wance(address,uint256) (MasterChef.sol#139
isExcludedFromRes ddress) should be declared external:

- TALLYToken. ISElcludeFIDHRﬂ\’ dtadjless; (MasterChef.sol#1415-1417
totalFees() sloulj be declared extern

ses () IHa519|ChnT sol#1419-1421)
should be decla extern
oken.dell r{uint256) ‘HaSTQIChQT sol#1423-1436)

reflectionFromToken(uint256,bool,uint8) should be declared external:

- TALLYToken. |Aflact10nF|Dn oken{uint256,bool,uint8) {MasterChef.sol#1438-1454)
exc LudeF romRew dress) should be declared ext al:

- TALLYToken.excludeFromReward(address) (MasterChef.sol#1469-1477)
excludeFromFee(address) should be declared externa

- TALLYToken.excludeFromFee(address) (MasterChef.sol#1518-152¢
includeInFee({address) should be declared external:

- TALLYToken. includeInFee(address) (MasterChef.sol#1522-
setSwapAndL iquifyEnabled(bool) should be declared external:

- TALLYToken.setSwapAndLiquifyEnabled{bool) (MasterChef.sol#1
isExcludedFromrFee(address) should be declared externa

- TALLYToken. ISEfcludeFlDWF*Q‘ajjIQSS' fHasterchef.501#1912—1914)
updateMultiplier(uint256) should be declared extern

- Mast=|Chéf.updateﬁu1t1pl1e|Lu1nt25[; lHastthhaf sol#24084-2406)
withdrawDevAndRefFee() should be declared external:

- MasterChef.withdra AndRefFee() (MasterChef.sol#2412-2430)
add{uint256,IERC bool) should be declared externa

- Masterchef. adlelntASE IERC20,bool) {MasterChef.sol#2434-2454)
set{uint256,uint ,bool) should be jeclalej externa

- Masterch f.setluintzSE,uintzSE,bool) (MasterChef _sol#2457-2469)
setMigrator(IMigratorChef) should be declared external:

- MasterChef. SAtmlg'atolIIngratol(hAT- (MasterChef.sol#2472-2474)
migrate{uint256) should be declared extern

- MasterChef.migrate(uint256) ‘HaSTQI(hQT sol#2477-2486
deposit{uint2 i 56) should be declared external:

- MasterChef.deposit{uint ,uint256) (MasterChef.sol#2
withdraw{uint256,uint256) should be d»clalnd external:

\lthdra\\ulnt45C ulnt4=fl should be declared external:
- HaStéIChéT withdraw{uint256,uint2 (MasterChef.sol#2590-
enterStaking(uint256) should be declared external:
- MasterChef.enterStaking{uint256) (MasterChef.sol#2
leaveStaking(uint256) should be declared external:
- MasterChef.l staking(uint256) (MasterChef.sol#26
emergencyWithdra int2 should be declared externa
- MasterChef. QN.I]QHCvulThd\a\'ulht;.;} 'HaSTQICMQT sol#2
ddress(address) should be declared extern
eservAddress(address) IHastélchéT sol
vesAddress(address) should be declared extern
- MasterChef.setBuyBackReservesAddress(address) lHastﬂlChnT sol#
setPlatformMaintenanceSecurityAddress({address) should be declared external
- Masterchef.setPlatformMaintenanceSecurityAddress(address) (Masterchef.sol#2687-2691)
setOperationManagerAddress(address) should be declared externa
- MasterChef.setOperationManagerAddress(address) (MasterChef.sol#2
updateTALLYPerBlock(uint ) should be declared externa
- MasterChef.updateTALLYPerBlock(uint25 (MasterChef.sol#27
setStakingPercent(uint256) should be declared externa
- MasterChef.setStakingPercent{uint256) (MasterChef.sol#2706
setReservPercent(uint256) should be declared external:
- Masterchef.setRes rcent{uint2 (MasterChef.sol#2718-2712)
setMaintenanceSecurityPercent{uint256) should be declared externa
- MasterChef.setMaintenanceSecurityPercent({uint2 (MasterChef.sol#2714-2719
setBuyBackReservesPercent{uint256) should be declared external:
- MasterChef.setBuyBackReservesPercent(uint256) (MasterChef.sol#2721-2726)
setOperationManagerPercent(uint256) should be declared externa
- MasterChef.setOperationManagerPercent(uint256) (Masterchef.sol#2728-2733)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public-function-that-could-be-declared-external
INFO:5lither: Masterchef sol analyzed (14 contracts with 75 detectors), 263 result(s) found
INFO:Slither: 0 s to d d

ate and confidential document. No part of this document should
sed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




Slither log >> TallyswapFactory.sol

INFO: Detectors )

y should emit an event for:
etector-Documentation#miss ing-events-arithmetic
wapPatir.initializ

- toke
apPair.initialize

* timeElapsed (Ta
* timeElapsed (Tallys

E/t»\ra C
- ITallysw

ic/slither/wiki/Detecto y-wvulnerabilities-2

R»‘»‘\t\.:l";' Tally /Sviap Pair.burn(address) (TallyswapF
Eft»l\cl '11

(TallyswapFactory.so

TallyswapFactory.

Reentrancy
xterna
ITallysw
vent emitt
Pairi cr*'
Reentrancy
#517)
SELECTOR,
( SELECTOR,
mountlout,

, amo thl Ir .am LI‘tlII oun ountl0ut,to) (TallyswapFacto
.s0l#555)
vulnerabilities-3
;address ,uint256,uint256,uint8 e e ) y C f - 2 246) uses timestamp for compariso
eadline == block. timestamp, H J
int256, L'Ll‘tll_ uint112) U';,- ! c y.s0l# 390) = compar isons
ocumentatio
y.50l#604-619) uses assembly
ecessitates a version too recent to be trusted. Consider deploying with

rsions-of-solidity

Detectors:

ction ITall
YPEHASH( )
LIQUIDITY{

.s0l#111) 1is not in mixedCas

is not in
1s not 1in

y.s0l#542-544) is too similar to TallyswapPa

similar to TallyswapPair.pricelCumulativelLast (Ta

rariable-names-are-too-similar
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INFD Detectors:
3 uses literals with too many digits:

.DOMAIN_SEPARATOR (T

LVV\tctl'l+Stct'-'cllc|1 es-that-cou

TallyswapRoute

TallyswapRoute

Reference: https:/
INFO:Detectors:

ITallyswapP

2. 719-
as external calls inside
calls inside
calls inside
calls inside

calls inside

-Lulcﬂ “Fullmul(
FullMath.mulDiv

IN_SEPARAT

.PERMIT_TYPEHASH

-MINIMUM LIQUIDI
is not in mixedCase

tions

ess,uint256,uint256,uint256,uint256 ) .amountADes ire
ress,uint256,uint256 Lirt_EC ,ui t‘“F:.cr-L\tEE 51
i o T ).am thaEh51r
ess, Uint256,uint ,uint256,uint256,addre

. uint ,uint256,uint256 ) .amountADes ired (TallyswapRo
dress,uint256,uint256,uint256,uint ress,uint256).amountBDes i

ountADes ired (TallyswapRouter|
5 ,address, LI\T ?56 ) . amountBDes i
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) uses literals with any digits:
S0 1-r

many digits:
li‘terals with too many

or-Documentation#too-many-

renounc
transfer0

Routerf2.so
setSw

TallyswapRouter82.sol#525-5
al

yswapRo Lt»l‘ .501#906
=r@2.sol#910-918)
TallyswapRouterg2.sol#920-928

TallyswapRouter02.sol#93¢

(TallyswapRoute

(TallyswapRouterg2.sol#

INFO: S'thher Use http ic.1ie/ to

6) shadows:
-Documentatio

lc-lts

dress(this), tokenamount,® ar(),b k. timestamp)

2Router.swapExactTokensForETHSuppertingFeeOnTrans ferTokens( tokenAmount,@,path,address(this),block.
dress(this),tokenAmount,@,8,owner( ),block. timestamp)

ens( tokenAmount,®,path,address(this),bleck.timestamp)

etectors: i
rTotal (Tally #66 is set pre-construction with a nen-censtant function or
o al)

is set pre-construction with a non-constant functien or
is set pre-construction with a non-constant function or
pre-censtruction with a no onstant functien or state variable:
is set pre-constructien with a nen-constant function or state variable:
is set pre-construction with a non-constant function or state variable:
is set pre-construction with a constant function or

is set pre-construction with a nen-constant function or state variable:

sate and confidential document. No part of this document should
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Tally. usCharityFee (Tally.sol#697) is set pre-construction with a non-constant function or state variable:
_charityFee

Tally. viousBuyBackFee (Tally.sol#7@@) is set pre-censtruction with a non-constant function or state variable:
buvBaCkFQﬂ

Tally._pre 2 (Tally.sol#703) is set pre-construction with a nen-constant function or state wvariable:

Tally. viousPoolFee (Tally.sol#7@6) is set pre-construction with a nen-constant function or state variable:
- _poalFee

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#function-initializing-state-variables
INFO:Detectors:
Low level call in Address.sendvalue({address,uint256) (Tally.sol#274-2238):

(success) = recipient.call{value: amount} (Tally.sol# )
Low level call in Address._functionCallWithValue(a ress,bytes,ulﬁt;EC,stl1n;w (Tally.sol#340-361)

(success,returndata) = target.call{ualue e } ta) (Tally. sol+544-
Low level call in Tally.swapAndSend int2 dlnssw 11v sol#1341-1352)

(success) = address{account). Call{- lue 1d=nds>ll ( allv sol#1347)
Reference: https://github. coWJC|vt1c/sllthé|f\lklfDétéctDr Documentat ton#low-level-calls
INFO:Detectors:
Function IUniswapV2Pair.DOMAIN_SEPARATOR() (Tally.sol#478) is not in mixedCase
Function IUniswapV2Pair.PERMIT_TYPEHASH() (Tally.sol#471) is not in mixedCase
Function IUniswapV2Pair. MINIHLH LIQUIDITY{) (Tally.sol#488) is not in mixedCase
Function IUniswapVZRouter@l.WETH() ({Tally.sol#588) is not in mixedCase
Parameter Tally.setSwapA dLiquinynabled[bDol;. enabled Tally.sol#166828) is not in mixedCase
Parameter Tally.calculateTaxFee{uint256,uint8)._amount (Tally.sol#1127) is not in mixedCase
Parameter Tall, cdlculaTAquu1jlt»F°Alulut‘ )._amount (Tally.sol#1134) is not in mixedCase
Parameter Tally.calculateBurnFee{uint256)._amount (Tally.sol#1148) is not in mixedCase
Parameter Tally.calculateMarketingFee(uint256)._amount (Tally.sol#1146) is not in mixedCase
Parameter Tally.calculateCharityFee(uint mount (Tally.sol#1152) 1s not in mixedCase
Parameter Tally.calculateBuyBackFee(uint ._amount (Tally.sol#1158) is not in mixedCase
Parameter Tally.ca ateRaffle (uint _amount (Tally.sol#1l is not in mixedCase
Palanata\ Tally.calculatePoolFee{uint256)._amount (Tally.sol#1178) is not in mixedCase

(._excluded (Tally.sol#653) is not in mixedCase

Jalldblé T Fee (Tally.sol#678) is not in mixedCase

Variable T maxTxAmountPercent (Tally.sol#714) is not in mixedCase

Variable Tally. maxTxAmount (Tally.sol#715) is not in mixedCase

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-conventions
INFO:Detectors:

Redundant expression "this (Tally.sol#224)" inContext (Tally.sol#218-227)

Reference: https://github. CDWJC|vt1c/511th=|f\lklfDatactDr Documentation#redundant-statements

INFO:Detectors:

variable IUniswapV2Routergl.addLiquidity(address,address,uint256,uint ,uint256,uint256,address,uint256) .amountADesired (Tally.

s too similar to IUniswapVZRouter@81.addLi uldltv'adjl*ss address, u1nt‘._,utut;.[,utnt;EC,ulntL 6,address,uint256).amountBDes ire
1 514)

ariable Tally. getValues(uint256,uint8).rTransferAmount (Tally.sol#1623) is too similar to Tally._getTValues{uint256,uint8).tT
ﬁt (Tally 041)

sol#513)
Tally.

ransferam

Variable gntRhalun5|u1nt;5£,u1ntA5E[0] uint256).rTransferAmount (Tally.sol#1859) is too similar to Tally._getTvalues{uint256,uint
a

.tTransferAmount (Tally.sol#

variable Tally.reflectionFromToken({uint256,bool,uint8). rTransferamount (Tally.sol#865) is too similar to Tally. getTvalues(uint256,uints

tTransferAmount (Tally.sol#1041)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#variable-names-are-too-similar
INFD Detectors:
Tally.slitherConstructorVariables() (Tally.sol#642-1581) uses literals with too many digits:
tTotal = :
Tally. SllthQICDhSTIUCtD\JaII () (T A—lsuln uses literals with too many digits:
- numTokensSellToAddTol iguidity * 18 #% 6 * 10 ** 9 (Tally.sol#
Reference: https://github. coWEC|ytlcjsl1therfniklfDetector—Docuwentatlon#toa many-digits
INFD Detectors:
f jéc1Wa15 Tally.sol#6 should be constant

_ (Tal #668) should be constant

_symbol ( y ) should be constant

tTotal ( allv 501 ) should be constant

wnTokensSellToAddTol iquidity (Tally.sol#716) should be constant
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#state-variables-that-could-be-declared-constant

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#state-variables-that-could-be-declared-constant
INFO:Detectors:
renounce0wl ship() should be declared external:

transferowne ( < al:

- Ownable. transTﬂlD.nﬂlshtpladjlﬂss- allv 501*411 415)
geUnlockTime( ) should be jéclaréj extern

able.geUnlockTime( ) (Tall .leﬁJlT—JlQ)

lock(uint2 should be decl >

- Ownable.lock(uint256) ( =11w 501*422—42
unlock() should be declared external:

- Ownable.unlock() (T allv 501 4
name() should be declar

- Tally.name()
symbol( ) should be declared extern

- Tally.symbol() (Tally.sol
decimals({) should be decl
- y.decimals( )
totalSupp

transfer{address,uint2 e
- Tally. transT»|l=dj|Q55 ulnt‘“tg {
allowance({address, address) should be declared externa
- y (address,address) (Tally s>l¢811—813}
address, should be g
- Tally.appr ddress,uin (Tally. 501 1“*515\
tFaHST*IFIDWladjlgss, dress,uint256) should be d»cl«l»d Axt»\
- Tally. tl:hSTQIFIDWIadeQSS address,uint256
El jlﬂss uint256) should be decla
\ address,uint2
should be dec
- Ta 1v.d>c|>a5¢ullo\anc¢laddl»gg uint256
isExcludedFromReward(address) should be declared QXTQIHGI
all IsExclujﬂjF\DwRﬂ\alj\a%jlﬂssw (Tally.sol#

#840-842)

should be d ared external:
deliver(uint256) (Tally.sol#344-854)
reflectionFromTok ,bool,uint8) should be declared external:
- Tally flectionFromToken(uint256,bool,uint8) (Tally.sol#356-
excludeFromRe dress) should be declared external:
- Tal ward(address) (T y
excludeFromFe dr ) = ared externa
- Tally.excludeFromFee(address) (Tall
includeInFee( ress) should be declar exte :
- Tally.includeInFee({address) (Tally.sol#924-
setSwapAndL iquifyEnabled{bool) should be declared thg
- Tally.setSwapAndLigquifyEnabled(bool) (Tally sol+ 2-1811)
isExcludedFromFee(address) should be declared externa
- Tally.isExcludedFromFee(address) (Tally. sol+l;4‘—1444-
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public-function-that-could-be-declared-external
INFO:Slither:Tally. sol analyzed (10 contracts with 75 detectors), 154 result(s) found
INFO:Slither:Use ht ytic. g access to Lon d tors and
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Solidity Static Analysis

SwapFeeReward.sol

Security

Check-effects-interaction: )~ 4

INTERNAL ERROR in module Check-effects-interaction: Cannot read properties of undefined (reading
'name’)
Pos: not available

Gas & Economy
Gas costs: ) 4

Gas requirement of function SwapFeeReward.sortTokens is infinite: If the gas requirement of a function
is higher than the block gas lmit, it cannot be executed. Please avoid loops in your functions or actions
that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 611:4:

Gas costs: ) ¢

Gas requirement of function SwapFeeReward_pairfFor is infinite: If the gas requirement of a function is
higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or actions
that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 617:4:

ERC
ERC20:

ERC20 contract's "decimals"” function should have "uint8" as return type
more
Pos: 424:4:

ERC20:

ERC20 contract's "decimals"” function should have "uint8" as return type
more
Pos: 467:4:

Miscellaneous

Constant/View/Pure functions:

INTERNAL ERROR in module Constant/View/Pure functions: Cannot read properties of undefined
(reading 'name’)

Pos: not available

Similar variable names:

SwapFeeReward.sortTokens(address,address) : Variables have very similar names "token0" and
"tokenA". Note: Modifiers are currently not considered by this static analysis.
Pos: 613:46:
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Guard conditions: ¥

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing external component.
Pos: 682:8:

Guard conditions: x

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)” if x can be false, due to e g. invalid input or a failing external component.
Pos: 715:8:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) literal values since those
yield rational constants.

Pos: 119:32:

Tally.sol

Security

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in
Address._functionCallWithValue(address,bytes,uint256,string): Could potentially lead to re-entrancy
vulnerability. Note: Modifiers are currently not considered by this static analysis.

more

Pos: 340:4:

Check-effects-interaction: ) 4

Potential violation of Checks-Effects-Interaction pattern in Tally.(): Could potentially lead to re-entrancy
vulnerability. Note: Modifiers are currently not considered by this static analysis.
more

Pos: 733:4:

Block timestamp:

Use of "block timestamp™: "block timestamp™ can be influenced by miners to a certain degree. That
means that a miner can "choose" the block timestamp, to a certain degree, to change the outcome of a
transaction in the mined block.

more

Pos: 1365:12:
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Low level calls: X

Use of "call™: should be avoided whenever possible. It can lead to unexpected behavior if return value is
not handled properly. Please use Direct Calls via specifying the called contract's interface.

more

Pos: 1347:26:

Gas & Economy
Gas costs: ) 4

Gas requirement of function Tally transferOwnership is infinite: If the gas requirement of a function is
higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or actions
that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 411:4:

For loop over dynamic array: ) 4

Loops that do not have a fixed number of iterations, for example, loops that depend on storage values,
have to be used carefully. Due to the block gas limit, transactions can only consume a certain amount of
gas. The number of iterations in a loop can grow beyond the block gas limit which can cause the
complete contract to be stalled at a certain point. Additionally, using unbounded loops incurs in a lot of
avoidable gas costs. Carefully test how many items at maximum you can pass to such functions to make
it successful.

Pos: 1073:8:

ERC
ERC20:

ERC20 contract's "decimals" function should have "uint8" as return type
more
Pos: 461:4:

Miscellaneous

Constant/View/Pure functions: )4
SafeMath.sub(uint256,uint256) : Is constant but potentially should not be. Note: Modifiers are currently

not considered by this static analysis.
more
Pos: 103:4:

Constant/View/Pure functions: X

Address.isContract(address) : Is constant but potentially should not be. Note: Modifiers are currently not

considered by this static analysis.
more
Pos: 247:4:
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Similar variable names:

Tally.() : Variables have very similar names "_tTotal" and "_rTotal". Note: Modifiers are currently not
considered by this static analysis.
Pos: 782:48:

Similar variable names:

TallytotalSupply() : Variables have very similar names "_tTotal" and "_rTotal". Note: Modifiers are
currently not considered by this static analysis.
Pos: 798:15:

Guard conditions: ) 4

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e g. invalid input or a failing external component.
more

Pos: 1261:8:

Guard conditions: ) 4

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e g. invalid input or a failing external component.
more

Pos: 1263:12:

MasterChef.sol

Security

Check-effects-interaction: ) 4

Potential violation of Checks-Effects-Interaction pattern in Address._functionCallWithValue(address bytes,uint256 string):
Could potentially lead to re-entrancy vulnerability. Note: Modifiers are currently not considered by this static analysis.
Pos: 399:4:

Check-effects-interaction: X

Potential violation of Checks-Effects-Interaction pattern in MasterChef withdrawDevAndRefFee(): Could potentially lead to
re-entrancy vulnerability. Note: Modifiers are currently not considered by this static analysis.
Pos: 2412:4-

Low level calls:

Use of "call": should be avoided whenever possible. It can lead to unexpected behavior if return value is not handled
properly. Please use Direct Calls via specifying the called contract's interface.
Pos: 2024:27-
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Gas & Economy

Gas costs: ) 4

Gas requirement of function MasterChef lock is infinite: If the gas requirement of a function is higher than the block gas
limit, it cannot be executed. Please avoid loops in your functions or actions that modify large areas of storage (this includes
clearing or copying arrays in storage)

Pos: 493:4:

Gas costs: ) 4

Gas requirement of function MasterChef leaveStaking is infinite: If the gas requirement of a function is higher than the
block gas lmit, it cannot be executed. Please avoid loops in your functions or actions that modify large areas of storage
(this includes clearing or copying arrays in storage)

Pos: 2636:4:

Gas costs: ) ¢

Gas requirement of function MasterChef.emergencyWithdraw is infinite: If the gas requirement of a function is higher than
the block gas limit, it cannot be executed. Please avoid loops in your functions or actions that modify large areas of storage
(this includes clearing or copying arrays in storage)

Pos: 2657:4:

For loop over dynamic array: ) 4

Loops that do not have a fixed number of iterations, for example, loops that depend on storage values, have to be used
carefully. Due to the block gas limit, transactions can only consume a certain amount of gas. The number of iterations in a
loop can grow beyond the block gas limit which can cause the complete contract to be stalled at a certain point.
Additionally, using unbounded loops incurs in a lot of avoidable gas costs. Carefully test how many items at maximum you
can pass to such functions to make it successful

Pos: 1724:8:

ERC
ERC20:

ERC20 contract's "decimals” function should have "uint8" as return type
more
Pos: 555:4:

Miscellaneous

Constant/View/Pure functions: ) 4

IERC20 transfer(address,uint256) : Potentially should be constant/view/pure but is not. Note: Modifiers are currently not
considered by this static analysis.

Constant/View/Pure functions: )4
IMigratorChef migrate(contract IERC20) : Potentially should be constant/view/pure but is not. Note: Modifiers are currently

not considered by this static analysis.
more
Pos: 2305:4:

No return:

IMigratorChef. migrate(contract IERC20): Defines a return type but never explicitly returns a value.
Pos: 2305-4-
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Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your code). Use
"require(x)" if x can be false, due to e.g. invalid input or a failing external component.
Pos: 2701:8:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your code). Use
"require(x)" if x can be false, due to e.g. invalid input or a failing external component.
Pos: 2702:8:

TallyswapFactory.sol

Security

Check-effects-interaction: ) 4

Potential violation of Checks-Effects-Interaction pattern in TallyswapPair _mintFee(uint112,uint112):
Could potentially lead to re-entrancy vulnerability. Note: Modifiers are currently not considered by this
static analysis.

Pos: 393:4:

Inline assembly:

The Contract uses inline assembly, this is only advised in rare cases. Additionally static analysis
modules do not parse inline Assembly, this can lead to wrong analysis results.
more

Pos: 611:8:

Gas & Economy

Gas costs: ) 4

Gas requirement of function TallyswapERC20.name is infinite: If the gas requirement of a function is
higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or actions
that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 176:4:

Gas costs: ) 4

Gas requirement of function TallyswapFactory setDevFee is infinite: If the gas requirement of a function
is higher than the block gas Limit, it cannot be executed. Please avoid loops in your functions or actions
that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 631:4:

Gas costs: ) 4

Gas requirement of function TallyswapFactory setSwapFee is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions
or actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 637:4:
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ERC
ERC20:

ERC20 contract's "decimals" function should have "uint8" as return type
more
Pos: 11:4:

Miscellaneous

Constant/View/Pure functions: ) 4

ITallyswapPair approve(address, uint256) - Potentially should be constantfview/pure but is not Note:
Maodifiers are currently not considered by this static analysis.

more

Pos: 16:4:

Similar variable names:

TallyswapFactory createPair(address,address) - Variables have very similar names "token0" and
"tokenB". Note: Modifiers are currently not considered by this static analysis.
Pos: 607:16:

Similar variable names:

TallyswapFactory createPair(address,address) - Variables have very similar names "token0" and
"tokenB". Note: Maodifiers are currently not considered by this static analysis.
Pos: 608:24:

Guard conditions: ) 4

Use "assert(x}" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e g. invalid input or a failing external component.
more

Pos: 622:8:

Guard conditions: ¥

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e g. invalid input or a failing external component.
more

Pos: 627:8:

Data truncated: x

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) literal values since those
yield rational constants.

Pos- 476:18:
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TallyswapRouter.sol

Security

Check-effects-interaction: X
INTERNAL ERROR in module Check-effects-interaction: Cannot read properties of undefined (reading

'name’)
Pos: not available

Block timestamp: ) 4

Use of "block timestamp": "block timestamp" can be influenced by miners to a certain degree. That
means that a miner can "choose" the block timestamp, to a certain degree, to change the outcome of a
fransaction in the mined block.

more

Pos: 512:28:

Gas & Economy

Gas costs: ) 4

Gas requirement of function TallyswapRouter02 quote is infinite: If the gas requirement of a function is
higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or actions
that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 270:4:

Gas costs: ) 4

Gas requirement of function TallyswapRouter02 getAmountOut is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions
or actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 910:4:

Gas costs: ) 4

Gas requirement of function TallyswapRouter02 getAmountin is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. FPlease avoid Loops in your functions
or actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 920:4:

For loop over dynamic array: ) 4

Loops that do not have a fixed number of iterations, for example, loops that depend on storage values,
have to be used carefully. Due to the block gas limit, transactions can only consume a certain amount
of gas. The number of iterations in a loop can grow beyond the block gas limit which can cause the
complete contract to be stalled at a certain point. Additionally, using unbounded loops incurs in a lot of
avoidable gas costs. Carefully test how many items at maximum you can pass to such functions to
make it successful.

Pos: 838:25:

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




ERC
ERC20:

ERC20 contract's "decimals” function should have "uint8" as return type
more

Pos: 338:4:

ERC20:

ERC20 contract's "decimals” function should have "uint8" as return type
more

Pos: 454:4:

Miscellaneous

Constant/View/Pure functions:

INTERNAL ERROR in module Constant/View/Pure functions: Cannot read properties of undefined
(reading 'name’)
Pos: not available

Similar variable names:

TallyswapRouter02__swap(uint256[],address[],address) : Variables have very similar names
"amount0Out” and "amount1Out”. Note: Modifiers are currently not considered by this static analysis.
Pos: 720:28:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any crcumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 894:8:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e g. invalid input or a failing external component.
more

Pos: 900:8:

Data truncated:

Division of integer values yields an integer value again. That means eg. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) literal values since those
yield rational constants.

Pos: 441:27:
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SwapFeeReward.sol

SwapFeeReward.sol:1:1:
the r semver requirement

SwapFeeReward.
SwapFeeReward.
SwapFeeReward.
SwapFeeReward.
SwapFeeReward.
SwapFeeReward.

sol
sol

sol:
sol:
sol:
sol:

:4:5:
:5:5:
447 :
476 :
477 2
494 .

E

E
E
5:
5:
5:
5:

Solhint Linter

rror:

rror:
rror:

Error:
Error:
Error:
Error:

Compiler version 0.8.4 does not satisfy

Explicitly
Explicitly
Function
Function
Function
Function

mark
mark
name
name
name
name

visibility
visibility
must be in
must be in
must be in
must be in

of state
of state
mixedCase
mixedCase
mixedCase
mixedCase

SwapFeeReward.
function (Set
SwapFeeReward.
SwapFeeReward.
SwapFeeReward.
SwapFeeReward.
literals
SwapFeeReward.
literals
SwapFeeReward.
literals
SwapFeeReward.
literals
SwapFeeReward.
literals
SwapFeeReward.

s0l:523:5: Error: Explicitly mark visibility in
ignoreConstructors to true if using solidity >=0.7.0)
so0l:567:20: Error: Variable name must be in mixedCase
s0l1:598:9: Error: Variable name must be in mixedCase
sol:600:9: Error: Variable name must be in mixedCase
s0l:612:35: Error: Use double quotes for string

s01:614:39: Error: Use double quotes for string

s01:676:80: Error: Use double quotes for string

s0l:680:47: Error: Use double quotes for string

s0l:682:80: Error: Use double quotes for string

so0l:752:30: Error: Variable name must be in mixedCase

Tally.sol

Tally.sol:4:1: Error:
semver requirement
Tally.so0l:425:21:
business logic
Tally.so0l:432:17:
business logic
.501:470:
.s0l:471:
.501:488:
.501:508:5: Error:
.s0l:642:1: Error:
allowed no more than 15
Tally.sol:711:5: Error: Explicitly mark visibility of state
Tally.sol:1014:32: Error: Code contains empty blocks
Tally.s0l:1337:13: Error: Avoid making time-based decisions
business logic
Tally.sol:1347
Tally.so0l:1365
business logic

Compiler version "0.6.12 does not satisfy the

Error: Avoid making time-based decisions in your

Error: Avoid making time-based decisions in your
be

be

mixedCase
mixedCase
name must be in mixedCase
name must be in mixedCase
has 44 states declarations

in
in

must
must

Function
Function
Function
Function
Contract

Error:
Error:
Error:

name
name

in your

227 ¢
:13:

Error:
Error:

Avoid using low level calls.

Avoid making time-based decisions 1in your
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MasterChef.sol

MasterChef.sol:2:1: Error: Compiler version 0.8.4 does not satisfy
the r semver requirement

MasterChef.sol:442:5: Error: Explicitly mark visibility in function
(Set ignoreConstructors to true if using solidity >=0.7.0)
MasterChef.sol:496:21: Error: Avoild making time-based decisions in
your business logic

MasterChef.sol:506:17: Error: Avoid making time-based decisions in
your business logic

MasterChef.so0l:576:5: Error: Function name must be in mixedCase
MasterChef.so0l:578:5: Error: Function name must be in mixedCase
MasterChef.s0l:609:5: Error: Function name must be in mixedCase
MasterChef.sol:655:5: Error: Function name must be in mixedCase
MasterChef.s0l:1109:1: Error: Contract has 45 states declarations but
allowed no more than 15

MasterChef.sol:1181:5: Error: Explicitly mark visibility of state
MasterChef.sol:1611:32: Error: Code contains empty blocks
MasterChef.sol:2014:13: Error: Avoid making time-based decisions 1in
your business logic

MasterChef.sol:2024:28: Error: Avoid using low level calls.
MasterChef.so0l:2042:13: Error: Avoid making time-based decisions in
your business logic

MasterChef.s0l:2308:1: Error: Contract has 20 states declarations but
allowed no more than 15

MasterChef.so0l:2335:23: Error: Variable name must be in mixedCase
MasterChef.so0l:2364:20: Error: Variable name must be in mixedCase
MasterChef.s0l:2366:20: Error: Variable name must be in mixedCase
MasterChef.so0l:2388:17: Error: Variable name must be in mixedCase
MasterChef.so0l:2415:9: Error: Variable name must be in mixedCase
MasterChef.so0l:2515:13: Error: Variable name must be in mixedCase
MasterChef.sol:2551:9: Error: Variable name must be in mixedCase
MasterChef.so0l:2668:9: Error: Variable name must be in mixedCase

TallyswapFactory.sol

TallyswapFactory.sol:2:1: Error: Compiler version 0.8.4 does not
satisfy the r semver requirement

TallyswapFactory. :20:5: Error: Function name must be in mixedCase
TallyswapFactory. :21:5: Error: Function name must be in mixedCase
TallyswapFactory. :38:5: Error: Function name must be in mixedCase
TallyswapFactory. :82:5: Error: Explicitly mark visibility of state
TallyswapFactory. :111:5: Error: Function name must be in mixedCase
TallyswapFactory. :128:5: Error: Function name must be in mixedCase
TallyswapFactory. :129:5: Error: Function name must be in mixedCase
TallyswapFactory. :159:5: Error: Function name must be in mixedCase
TallyswapFactory. :176: : Error: Constant name must be in
capitalized SNAKE CASE

TallyswapFactory.sol:176: : Error: Use double quotes for string
literals

TallyswapFactory.sol:177: : Error: Constant name must be in
capitalized SNAKE CASE

TallyswapFactory.sol:177: : Error: Use double quotes for string
literals
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TallyswapFactory.sol:178:36: Error: Constant name must be in
capitalized SNAKE CASE

TallyswapFactory.so0l:183:29: Error: Variable name must be in
mixedCase

TallyswapFactory.so0l:235:29: Error: Avoid making time-based decisions
in your business logic

TallyswapFactory.sol:235:46: Error: Use double quotes for string
literals

TallyswapFactory.sol:238:17: Error: Use double quotes for string
literals

TallyswapFactory.sol:244:78: Error: Use double quotes for string
literals

TallyswapFactory.sol:250:1: Error: Contract has 22 states
declarations but allowed no more than 15
TallyswapFactory.sol:315:45: Error: Avoid using low level calls.
TallyswapFactory.sol:375:40: Error: Avoid making time-based decisions
in your business logic

TallyswapFactory.so0l:589:29: Error: Variable name must be in
mixedCase

TallyswapFactory.sol:605:35: Error: Use double quotes for string
literals

TallyswapFactory.sol:607:39: Error: Use double quotes for string
literals

TallyswapFactory.sol:608:56: Error: Use double quotes for string
literals

TallyswapFactory.sol:611:9: Error: Avoid using inline assembly. It is
acceptable only in rare cases

TallyswapFactory.sol:622:44: Error: Use double quotes for string
literals

TallyswapFactory.sol:627:44: Error: Use double quotes for string
literals

TallyswapFactory.sol:632:44: Error: Use double quotes for string
literals

TallyswapFactory.so0l:633:30: Error: Use double quotes for string
literals

TallyswapFactory.sol:638:44: Error: Use double quotes for string
literals

TallyswapRouter.sol

TallyswapRouter.sol:2:1: Error: Compiler version 0.8.4 does not
satisfy the r semver requirement

TallyswapRouter.sol:13:5: Error: Explicitly mark visibility in

function (Set ignoreConstructors to true if using solidity >=0.
TallyswapRouter.sol:62:45: Error: Avoid using low level calls.

TallyswapRouter.sol:65:13: Error: Use double gquotes for string

literals

TallyswapRouter.sol:75:45: Error: Avoid using low level calls.

TallyswapRouter.sol:78:13: Error: Use double gquotes for string

literals

TallyswapRouter.sol:89:45: Error: Avoid using low level calls.

TallyswapRouter. :92:13: Error: Use double quotes for string

literals

TallyswapRouter. :97:28: Error: Avoid using low level calls.

TallyswapRouter. :98:26: Error: Use double quotes for string

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




literals

TallyswapRouter.sol:104:5: Error: Function name must be in mixedCase
TallyswapRouter.sol:242:35: Error: Use double quotes for string
literals

TallyswapRouter.so0l:244:39: Error: Use double quotes for string
literals

TallyswapRouter.sol:271:30: Error: Use double quotes for string
literals

TallyswapRouter.sol:272:47: Error: Use double quotes for string
literals

TallyswapRouter.sol:278:31: Error: Use double quotes for string
literals

TallyswapRouter.so0l:279:50: Error: Use double quotes for string
literals

TallyswapRouter.sol:288:32: Error: Use double quotes for string
literals

TallyswapRouter.sol:289:50: Error: Use double quotes for string
literals

TallyswapRouter.sol:297:35: Error: Use double quotes for string
literals

TallyswapRouter.sol:308:35: Error: Use double quotes for string
literals

TallyswapRouter.sol:320:35: Error: Use double quotes for string
literals

TallyswapRouter.sol:324:35: Error: Use double quotes for string
literals

TallyswapRouter.so0l:328:49: Error: Use double quotes for string
literals

TallyswapRouter.sol:402:67: Error: Avoid to use letters 'I', 'l

as ldentifiers

TallyswapRouter.so0l:410:9: Error: Avoid to use letters 'I', '1l'

as ldentifiers

TallyswapRouter.sol:435: : Error: Avoid to use letters 'I', '1',

as identifiers

TallyswapRouter.sol:443: : Error: Use double quotes for string
literals

TallyswapRouter.sol:463:5: Error: Function name must be in mixedCase
TallyswapRouter.sol:464:5: Error: Function name must be in mixedCase
TallyswapRouter.sol:481:5: Error: Function name must be in mixedCase
TallyswapRouter.sol:508: : Error: Variable name must be in mixedCase
TallyswapRouter.sol:512: : Error: Avoid making time-based decisions
in your business logic

TallyswapRouter.sol:512: : Error: Use double quotes for string
literals

TallyswapRouter.sol:516:35: Error: Variable name must be in mixedCase
TallyswapRouter.sol:548: : Error: Use double quotes for string
literals

TallyswapRouter.sol:553: : Error: Use double quotes for string
literals

TallyswapRouter.sol:614: : Error: Use double quotes for string
literals

TallyswapRouter.sol:615: : Error: Use double quotes for string
literals

TallyswapRouter.sol:732: : Error: Use double quotes for string
literals

TallyswapRouter.sol:746: : Error: Use double quotes for string
literals

TallyswapRouter.sol:760: : Error: Use double quotes for string
literals
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TallyswapRouter.sol: :62: Error: Use double ote: r string
literals
TallyswapRouter.: :774:48: Error: Use double S string
literals
TallyswapRouter. : 6:44: Error: = double S string
literals
TallyswapRouter.: : :48: Error: se double O string
literals
TallyswapRouter. : 3:62: : se double quo 5 string
literals
TallyswapRouter. : 8 :34: r : double C string
literals

TallyswapRouter.sol:8 :42: : double e tring
literals

TallyswapRouter.sol:¢ : : T double r string
literals
TallyswapRouter. : 8 :34: Error: Use double SIS string
literals
TallyswapRouter. :879: : Error: double string
literals
TallyswapRouter. :894:48: Error: e double s for string
literals
TallyswapRouter. : :44: Error: double ¢ string
literals

Software analysis result:
These software reported many false positive results and some are informational issues.

So, those issues can be safely ignored.
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