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Introduction

EtherAuthority was contracted by the Tosha team to perform the Security audit of the
Tosha Protocol smart contracts code. The audit has been performed using manual
analysis as well as using automated software tools. This report presents all the findings
regarding the audit performed on April 6th, 2022.

The purpose of this audit was to address the following:
- Ensure that all claimed functions exist and function correctly.

- Identify any security vulnerabilities that may be present in the smart contract.

Project Background

e Tosha.io is a decentralized multi-chain smart yield optimizer platform where users
earn auto-compounded interest on their crypto investments.

e It aggregates farming pools from various DeFi projects that offer rewards when
tokens are staked.

e Tosha |0 automatically collects rewards and reinvests them periodically. This is
accomplished by employing various strategies that aim to optimize and maximize
the yield on the return.

e The Tosha Contracts have functions like setKeeper, setCallFee, setUnirouter,

setVault, setStrategist, harvest, panic, etc.

Audit scope
Name Code Review and Security Analysis Report for
Tosha Protocol Smart Contracts
File 1 FeeManager.sol
File 1 MD5 Hash 8908949D80545F09A27DC569F93D2AA4
File 2 FeeManagerLP.sol
File 2 MD5 Hash 67AD8555D93261FA580927219F0254ED
File 3 LPTokenWrapper.sol
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https://github.com/0xTosha/core-contracts/blob/main/strategies/FeeManager.sol
https://github.com/0xTosha/core-contracts/blob/main/strategies/FeeManagerLP.sol
https://github.com/0xTosha/core-contracts/blob/main/strategies/LPTokenWrapper.sol

File 3 MD5 Hash

8EOE37FFBE9FFO3EOAA074DAS93367C0

File 4

StratManager.sol

File 4 MD5 Hash

0CA7C357109AE172232FES2297D78B9E

File 5

StratManagerLP.sol

File 5 MD5 Hash

D23CDA5B8238A73778BF7CECC6DCFO0D2

File 6

StrateqyCommonLP.sol

File 6 MD5 Hash

903D21AE10D725B04A9F89454D786C8F

File 7

StrategyDualLP.sol

File 7 MD5 Hash

9708E2F78341B3EOA7AD3F5E45294879

Updated File 7 MD5 Hash

0A0711465B404B230B689EFC553E7DAS

File 8

StrategyTosha.sol

File 8 MD5 Hash

7TA67613E022416F5DC3D293D151CF385

File 9

ToshaVault.sol

File 9 MD5 Hash

88E1190FEE4048D2D945F88B48C21A4A

File 10

Toshal PVault.sol

File 10 MD5 Hash

AF81B1378E86F5BCE64B582DESF8B65F

File 11

Materchef.sol

File 11 MD5 Hash

727C3696ACF2C6CEBAD1CAGFC4F8A51A

Updated File 11 MD5 Hash

FFO0933DF80E7D372C7ABE3051A58180A

File 12

Tosha.sol

File 12 MD5 Hash

AF81B1378E86F5BCE64B582DESF8B65SF

Updated File 12 MD5
Hash

529AD794392BD4B256D88149A9D3A788

Audit Date

April 6th,2022

Revise Audit Date

April 11th,2022
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https://github.com/0xTosha/core-contracts/blob/main/core/Tosha.sol

Claimed Smart Contract Features

Claimed Feature Detail

Our Observation

File 1 FeeManager.sol
e Maximum Fee Cap: 0.005%
e Withdrawal Fee Cap: 0.005%
e Withdrawal Fee: 0.0005%
e (Call Fee: 0.0005%

YES, This is valid.

File 2 FeeManagerLP.sol
e Strategist Fee: 0.112%
e Maximum Call Fee: 0.111%
e Withdrawal Fee Cap: 0.005%
e Withdrawal Fee: 0.001%
e CallFee: 0.111%

YES, This is valid.

File 3 LPTokenWrapper.sol
e The LPTokenWeapper can access stake and

withdraw a token.

YES, This is valid.

File 4 StratManager.sol
e The StratManager can access functions like:

setKeeper, setUnirouter, etc.

YES, This is valid.

File 5 StratManagerLP.sol
e The StratManagerLP can access functions like:

setStrategist, beforeDeposit, etc.

YES, This is valid.

File 6 StrategyCommonLP.sol
e The StrategyCommonLP can access functions

like: deposit, withdraw, harvest, etc.

YES, This is valid.

File 7 StrategyDualLP.sol
e The StrategyDualLP can access functions

like:harvest, managerHarvest, etc.

YES, This is valid.
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File 8 StrategyTosha.sol
e The StrategyTosha can access functions like:

deposit, beforeDeposit, etc.

YES, This is valid.

File 9 ToshaVault.sol

e Decimals: 18

YES, This is valid.

File 10 ToshaLPVault.sol

e Decimals: 18.

YES, This is valid.

File 11 Materchef.sol
e reserve funds: 10%

e farming rewards: 90%

YES, This is valid.

Owner authorized wallet can
set some percentage value
and we suggest handling
the private key of that wallet

securely.

File 12 Tosha.sol
e Name: Tosha.lO
e Symbol: TOSHA

YES, This is valid.

This is a private and confidential document. No part of this document should
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Audit Summary

According to the standard audit assessment, Customer's solidity smart contracts are
“Secured”. These contracts do contain owner control, which does not make them fully
decentralized.

Insecure Poor secured Secure Well-secured

You are here

We used various tools like Slither, Solhint and Remix IDE. At the same time this finding is
based on critical analysis of the manual audit.

All issues found during automated analysis were manually reviewed and applicable
vulnerabilities are presented in the Audit overview section. General overview is presented
in AS-IS section and all identified issues can be found in the Audit overview section.

We found 0 critical, 0 high, 0 medium and 1 low and some very low level issues.

All the issues have been fixed / acknowledged.

Investors Advice: Technical audit of the smart contract does not guarantee the ethical
nature of the project. Any owner controlled functions should be executed by the owner with
responsibility. All investors/users are advised to do their due diligence before investing in

the project.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Technical Quick Stats

Main Category Subcategory Result
Contract Solidity version not specified Passed
Programming Solidity version too old
Integer overflow/underflow Passed
Function input parameters lack of check Passed
Function input parameters check bypass Passed
Function access control lacks management Passed
Critical operation lacks event log Passed
Human/contract checks bypass Passed
Random number generation/use vulnerability N/A
Fallback function misuse Passed
Race condition Passed
Logical vulnerability Passed
Features claimed Passed
Other programming issues Passed
Code Function visibility not explicitly declared Passed
Specification Var. storage location not explicitly declared Passed
Use keywords/functions to be deprecated Passed
Unused code Passed
Gas Optimization “Out of Gas” Issue Passed
High consumption ‘for/while’ loop Passed
High consumption ‘storage’ storage Passed
Assert() misuse Passed
Business Risk The maximum limit for mintage not set Passed
“Short Address” Attack Passed
“‘Double Spend” Attack Passed

Overall Audit Result:

PASSED

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Code Quality

This audit scope has 12 smart contract files. Smart contracts contain Libraries, Smart

contracts, inherits and Interfaces. This is a compact and well written smart contract.

The libraries in the Tosha Protocol are part of its logical algorithm. A library is a different
type of smart contract that contains reusable code. Once deployed on the blockchain (only
once), it is assigned a specific address and its properties / methods can be reused many

times by other contracts in the Tosha Protocol.

The Tosha Protocol team has not provided unit test scripts, which would have helped to

determine the integrity of the code in an automated way.

Code parts are not well commented on smart contracts.

Documentation

We were given a Tosha Protocol smart contract code in the form of a Github Web Link.

The hash of that code is mentioned above in the table.

As mentioned above, code parts are not well commented. So it is not easy to quickly
understand the programming flow as well as complex code logic. Comments are very

helpful in understanding the overall architecture of the protocol.

Use of Dependencies

As per our observation, the libraries are used in this smart contracts infrastructure that are

based on well known industry standard open source projects.

Apart from libraries, its functions are used in external smart contract calls.

This is a private and confidential document. No part of this document should
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AS-IS overview

FeeManager.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 [ setCallFee write access only Manager No Issue
3 | setWithdrawalFee write access only Manager No Issue
4 [ onlyManager modifier Passed No Issue
5 | setKeeper external | access only Manager No Issue
6 | setUnirouter external access only Owner No Issue
7 | setVault external access only Owner No Issue
8 | beforeDeposit external Passed No Issue
9 [owner read Passed No Issue
10 | onlyOwner modifier Passed No Issue
11 | renounceOwnership write access only Owner No Issue
12 | transferOwnership write access only Owner No Issue
13 | paused read Passed No Issue
14 | whenNotPaused modifier Passed No Issue
15 | whenPaused modifier Passed No Issue
16 | pause internal Passed No Issue
17 | unpause internal Passed No Issue

FeeManagerLP.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | onlyManager modifier Passed No Issue
3 | setKeeper external access only No Issue

Manager
4 | setUnirouter external | access only Owner No Issue
5 [setVault external | access only Owner No Issue
6 | beforeDeposit external Passed No Issue
7 | owner read Passed No Issue
8 | onlyOwner modifier Passed No Issue
9 | renounceOwnership write access only Owner No Issue
10 [ transferOwnership write access only Owner No Issue
11 | paused read Passed No Issue
12 | whenNotPaused modifier Passed No Issue
13 | whenPaused modifier Passed No Issue
14 | pause internal Passed No Issue
15 | unpause internal Passed No Issue
16 | setCallFee write access only No Issue
Manager

This is a private and confidential document. No part of this document should
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17 | setWithdrawalFee write access only No Issue
Manager
LPTokenWrapper.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | totalSupply read Passed No Issue
3 | balanceOf read Passed No Issue
4 | stakeToken write Passed No Issue
5 | withdrawToken write Passed No Issue
StratManager.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 | paused read Passed No Issue
7 | whenNotPaused modifier Passed No Issue
8 | whenPaused modifier Passed No Issue
9 pause internal Passed No Issue
10 | unpause internal Passed No Issue
11 | onlyManager modifier Passed No Issue
12 | setKeeper external | access only Manager No Issue
13 [ setUnirouter external | access only Owner No Issue
14 | setVault external | access only Owner No Issue
15 | beforeDeposit external Passed No Issue
StratManagerLP.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only No Issue
Owner
5 | transferOwnership write access only No Issue
Owner
6 | paused read Passed No Issue
7 | whenNotPaused modifier Passed No Issue
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8 | whenPaused modifier Passed No Issue
9 pause internal Passed No Issue
10 | unpause internal Passed No Issue
11 | onlyManager modifier Passed No Issue
12 | setKeeper external access only No Issue
Manager
13 [ setStrategist external Passed No Issue
14 | setUnirouter external access only No Issue
Owner
15 | setVault external access only No Issue
Owner
16 | setToshaFeeRecipient external access only No Issue
Owner
17 | beforeDeposit external Passed No Issue
StrategyCommonLP.sol
Functions
SI. Functions Type Observation Conclusion
1 [ constructor write Passed No Issue
2 | gasThrottle modifier Passed No Issue
3 | owner read Passed No Issue
4 | onlyOwner modifier Passed No Issue
5 | renounceOwnership write access only Owner No Issue
6 | transferOwnership write access only Owner No Issue
7 | paused read Passed No Issue
8 | whenNotPaused modifier Passed No Issue
9 | whenPaused modifier Passed No Issue
10 | unpause internal Passed No Issue
11 | pause internal Passed No Issue
12 | unpause internal Passed No Issue
13 [ onlyManager modifier Passed No Issue
14 | setKeeper external | access only Manager No Issue
15 | setUnirouter external access only Owner No Issue
16 [ setStrategist external Passed No Issue
17 [ setVault external access only Owner No Issue
18 | setToshaFeeRecipient external access only Owner No Issue
19 | beforeDeposit external Passed No Issue
20 | setCallFee write access only Manager No Issue
21 | setWithdrawalFee write access only Manager No Issue
22 | deposit write Passed No Issue
23 | withdraw external Passed No Issue
24 | beforeDeposit external Passed No Issue
25 | harvest external Passed No Issue
26 | harvestWithCallFeeRecipi | external Passed No Issue
ent
27 | managerHarvest external | access only Manager No Issue
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28 | harvest internal Passed No Issue
29 | chargeFees internal Passed No Issue
30 | deposit internal Passed No Issue
31 | totalStake read Passed No Issue
32 | balanceOf read Passed No Issue
33 [ balanceOfWant read Passed No Issue
34 | balanceOfPool read Passed No Issue
35 | retireStrat external Passed No Issue
36 | setPendingRewardsFunct | external | access only Manager No Issue
ionName
37 | rewardsAvailable read Passed No Issue
38 | callReward read Passed No Issue
39 | setHarvestOnDeposit external | access only Manager No Issue
40 | setShouldGasThrottle external | access only Manager No Issue
41 | panic write access only Manager No Issue
42 | pause write access only Manager No Issue
43 | unpause external | access only Manager No Issue
44 | qgiveAllowances internal Passed No Issue
45 | removeAllowances internal Passed No Issue
StrategyDualLP.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 [ gasThrottle modifier Passed No Issue
3 | owner read Passed No Issue
4 [ onlyOwner modifier Passed No Issue
5 | renounceOwnership write access only No Issue
Owner
6 | transferOwnership write access only No Issue
Owner
7 | paused read Passed No Issue
8 [ whenNotPaused modifier Passed No Issue
9 [ whenPaused modifier Passed No Issue
10 | unpause internal Passed No Issue
11 | pause internal Passed No Issue
12 | unpause internal Passed No Issue
13 [ onlyManager modifier Passed No Issue
14 | setKeeper external access only No Issue
Manager
15 | setUnirouter external access only No Issue
Owner
16 | setStrategist external Passed No Issue
17 | setVault external access only No Issue
Owner
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18 | setToshaFeeRecipient external access only No Issue
Owner
19 [ beforeDeposit external Passed No Issue
20 | setCallFee write access only No Issue
Manager
21 | setWithdrawalFee write access only No Issue
Manager
22 | deposit write Passed No Issue
23 | withdraw external Passed No Issue
24 | beforeDeposit external Passed No Issue
25 | harvest external Passed No Issue
26 | harvestWithCallFeeRecipient | external Passed No Issue
27 | managerHarvest external access only No Issue
Manager
28 | harvest internal Passed No Issue
29 | chargeFees internal Passed No Issue
30 [ deposit internal Passed No Issue
31 | totalStake read Passed No Issue
32 | balanceOf read Passed No Issue
33 | balanceOfWant read Passed No Issue
34 | balanceOfPool read Passed No Issue
35 | retireStrat external Passed No Issue
36 | setPendingRewardsFunction | external access only No Issue
Name Manager
37 | rewardsAvailable read Passed No Issue
38 | callReward read Passed No Issue
39 | setHarvestOnDeposit external access only No Issue
Manager
40 | setShouldGasThrottle external access only No Issue
Manager
41 | panic external access only No Issue
Manager
42 | pause external access only No Issue
Manager
43 | unpause external access only No Issue
Manager
44 | giveAllowances internal Passed No Issue
45 | removeAllowances internal Passed No Issue
StrategyTosha.sol
Functions
SI. Functions Type Observation Conclusion
1 [ constructor write Passed No Issue
2 | setCallFee write access only No Issue
Manager
3 | setWithdrawalFee write access only No Issue
Manager
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4 | onlyManager modifier Passed No Issue
5 | setKeeper external access only No Issue
Manager
6 | setUnirouter external access only No Issue
Owner
7 | setVault external access only No Issue
Owner
8 | beforeDeposit external Passed No Issue
9 [owner read Passed No Issue
10 | onlyOwner modifier Passed No Issue
11 | renounceOwnership write access only No Issue
Owner
12 | transferOwnership write access only No Issue
Owner
13 | paused read Passed No Issue
14 | whenNotPaused modifier Passed No Issue
15 | whenPaused modifier Passed No Issue
16 | pause internal Passed No Issue
17 | unpause internal Passed No Issue
18 | deposit write Passed No Issue
19 | withdraw external Passed No Issue
20 | beforeDeposit external Passed No Issue
21 | harvest external Passed No Issue
22 | harvest external Passed No Issue
23 | harvest internal Passed No Issue
24 | chargeFees internal Passed No Issue
25 | swapRewards internal Passed No Issue
26 | balanceOf read Passed No Issue
27 | balanceOfWant read Passed No Issue
28 | balanceOfPool read Passed No Issue
29 | rewardsAvailable read Passed No Issue
30 [ callReward read Passed No Issue
31 | setHarvestOnDeposit external access only No Issue
Manager
32 | retireStrat external Passed No Issue
33 | panic write access only No Issue
Manager
34 | pause write access only No Issue
Manager
35 | unpause external access only No Issue
Manager
36 | giveAllowances internal Passed No Issue
37 | removeAllowances internal Passed No Issue
38 | outputToWant external Passed No Issue
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ToshaVault.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 [ onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 | name read Passed No Issue
7 | symbol read Passed No Issue
8 | decimals read Passed No Issue
9 | totalSupply read Passed No Issue
10 | balanceOf read Passed No Issue
11 | transfer write Passed No Issue
12 | allowance read Passed No Issue
13 [ approve write Passed No Issue
14 | transferFrom write Passed No Issue
15 | increaseAllowance write Passed No Issue
16 | decreaseAllowance write Passed No Issue
17 | transfer internal Passed No Issue
18 | mint internal Passed No Issue
19 | burn internal Passed No Issue
20 | approve internal Passed No Issue
21 | setupDecimals internal Passed No Issue
22 | beforeTokenTransfer internal Passed No Issue
23 | want read Passed No Issue
24 | balance read Passed No Issue
25 | available read Passed No Issue
26 | getPricePerFullShare read Passed No Issue
27 | depositAll external Passed No Issue
28 | deposit write Passed No Issue
29 | earn write Passed No Issue
30 [ withdrawAll external Passed No Issue
31 [ withdraw write Passed No Issue
32 | proposeStrat write access only Owner No Issue
33 | upgradeStrat write access only Owner No Issue
34 | inCaseTokensGetStuck external access only Owner No Issue

ToshalLPVault.sol

Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 | renounceOwnership write access only Owner No Issue
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5 [ transferOwnership write access only Owner No Issue
6 | name read Passed No Issue
7 | symbol read Passed No Issue
8 | decimals read Passed No Issue
9 | totalSupply read Passed No Issue
10 | balanceOf read Passed No Issue
11 | transfer write Passed No Issue
12 | allowance read Passed No Issue
13 | approve write Passed No Issue
14 | transferFrom write Passed No Issue
15 | increaseAllowance write Passed No Issue
16 | decreaseAllowance write Passed No Issue
17 | transfer internal Passed No Issue
18 | mint internal Passed No Issue
19 | burn internal Passed No Issue
20 | approve internal Passed No Issue
21 | setupDecimals internal Passed No Issue
22 | beforeTokenTransfer internal Passed No Issue
23 | want read Passed No Issue
24 | balance read Passed No Issue
25 | available read Passed No Issue
26 | getPricePerFullShare read Passed No Issue
27 | depositAll external Passed No Issue
28 | deposit write Passed No Issue
29 [ earn write Passed No Issue
30 | withdrawAll external Passed No Issue
31 | withdraw write Passed No Issue
32 | getPercent write Passed No Issue
33 [ claimRewards write Passed No Issue
34 | safeCoreTransfer write Passed No Issue
35 | notifyRewards external Passed No Issue
36 | totalAutoCoreShares read Passed No Issue
37 | coreBalance read Passed No Issue
38 | proposeStrat write access only Owner No Issue
39 | upgradeStrat write access only Owner No Issue
40 | inCaseTokensGetStuck external access only Owner No Issue
MasterChef.sol
Functions
SI. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 | owner read Passed No Issue
3 | onlyOwner modifier Passed No Issue
4 [ renounceOwnership write access only Owner No Issue
5 | transferOwnership write access only Owner No Issue
6 | name read Passed No Issue
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7 | symbol read Passed No Issue
8 | decimals read Passed No Issue
9 | totalSupply read Passed No Issue
10 | balanceOf read Passed No Issue
11 | transfer write Passed No Issue
12 | allowance read Passed No Issue
13 | approve write Passed No Issue
14 | transferFrom write Passed No Issue
15 | increaseAllowance write Passed No Issue
16 | decreaseAllowance write Passed No Issue
17 | transfer internal Passed No Issue
18 | mint internal Passed No Issue
19 | burn internal Passed No Issue
20 | approve internal Passed No Issue
21 | setupDecimals internal Passed No Issue
22 | beforeTokenTransfer internal Passed No Issue
23 | mint write Passed No Issue
24 | setGovernance write Passed No Issue
25 | addMinter write Passed No Issue
26 | removeMinter write Passed No Issue
27 | harvest write Passed No Issue
28 | updateReserveFundsAdd write access only Owner No Issue
ress
29 | updateFarmingRewarder write access only Owner No Issue
Address
30 [ updateEmissionRate write access only Owner No Issue
31 | updateRewardsRate write access only Owner No Issue
Tosha.sol
Functions
Sl. Functions Type Observation Conclusion
1 | constructor write Passed No Issue
2 [ mint write access only Owner No Issue
3 | setGovernance write Passed No Issue
4 | addMinter write Passed No Issue
5 [ removeMinter write Passed No Issue
6 | name read Passed No Issue
7 | symbol read Passed No Issue
8 [ decimals read Passed No Issue
9 | totalSupply read Passed No Issue
10 [ balanceOf read Passed No Issue
11 | transfer write Passed No Issue
12 | allowance read Passed No Issue
13 | approve write Passed No Issue
14 | transferFrom write Passed No Issue
15 | increaseAllowance write Passed No Issue
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16 | decreaseAllowance write Passed No Issue
17 | transfer internal Passed No Issue
18 | mint internal Passed No Issue
19 | burn internal Passed No Issue
20 | approve internal Passed No Issue
21 | setupDecimals internal Passed No Issue
22 | beforeTokenTransfer internal Passed No Issue
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Severity Definitions

Description

Critical vulnerabilities are usually straightforward to exploit
and can lead to token loss etc.

High-level vulnerabilities are difficult to exploit; however,
they also have significant impact on smart contract
execution, e.g. public access to crucial

Medium-level vulnerabilities are important to fix;
however, they can’t lead to tokens lose

Low-level vulnerabilities are mostly related to outdated,
unused etc. code snippets, that can’t have significant
impact on execution

Lowest-level vulnerabilities, code style violations and info
statements can’t affect smart contract execution and can
be ignored.
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Audit Findings

Critical Severity

No Critical severity vulnerabilities were found.
High Severity

No High severity vulnerabilities were found.

Medium
No Medium severity vulnerabilities were found.

Low

(1) Owner can mint unlimited tokens: Tosha.sol
There is no limit for minting TOSHA tokens. Thus the owner can mint unlimited tokens to

any account.

Resolution: There should be a limit for minting or need to confirm, if it is a part of the plan
then disregard this issue.
Status: Fixed

Very Low / Informational / Best practices:

(1) Use latest solidity version: ToshaVault.sol, MasterChef.sol, FeeManager.sol,
FeeManagerLP.sol, StratManager.sol, StratManagerLP.sol, LPTokenWrapper.sol,
StrategyCommonLP.sol, StrategyDualLP.sol, StrategyTosha.sol, ToshaLPVaulit.sol,

Tosha.sol

pragma solidity 0.6.12;

Using the latest solidity will prevent any compiler level bugs.

Resolution: We suggest using version > 0.8.0.

Status: Acknowledged
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(2) Unused event / variable:
MasterChef.sol

Event - Harvest
StratManager.sol

Variables - strategist

Resolution: We suggest removing the unused events and variables. Harvest event can be
used in the harvest function.
Status: Fixed

(8) Same contract name: StrategyDualLP.sol
StrategyDualLP and StrategyCommonLP contract files have the same contract name in

both files - “StrategyCommonLP”.
Resolution: We suggest giving the appropriate name to the contract to identify them
better and use them.

Status: Fixed

(4) If condition can be replaced by require: MasterChef.sol

function harvest() public {

if (block.number > lastRewardBlock) {
uint256 blocksSinceLastReward = block.number - lastRewardBlock;

// rewards for these many blocks
uint256 tokenRewards = blocksSinceLastReward * tokensPerBlock;

In the harvest() function the execution is only working if the condition is satisfied. Though if

that condition is not satisfied, the function will run and cost gas.

Resolution: We suggest using require with proper error message instead of if condition.
Status: Fixed

This is a private and confidential document. No part of this document should
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(5) Irrelevant error message: MasterChef.sol

function updateRewardsRate{uint256 rewardsPerBlock) public onlyOwner {
require(

_rewardsPerBlock <= 4el8,

Fmaximum emission rate of 4 tokens per block exceeded”

)

In updateRewardsRate, an error message was mentioned for the emission rate per block

instead of the reward rate per block.

Resolution: We suggest correcting the error message.
Status: Fixed

(6) rewardPoolAddress should be made immutable: MasterChef.sol
Variables that are defined within the constructor but further remain unchanged should be

marked as immutable to save gas and to ease the reviewing process of third-parties.

Resolution: Consider marking this variable as immutable.
Status: Fixed
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Centralization

This smart contract has some functions which can be executed by the Admin (Owner)
only. If the admin wallet private key would be compromised, then it would create trouble.

Following are Admin functions:

e setUnirouter: The StratManager owner can update the router that will be used for
swaps.

e setVault: The StratManager owner can update the parent vault.

e setUnirouter: The StratManagerLP owner can update the router that will be used for
swaps.

e setVault: The StratManagerLP owner can update the parent vault.

e setToshaFeeRecipient: The StratManagerLP owner can update the tosha fee
recipient.

e proposeStrat: The ToshaVault owner can set the candidate for the new strat to use
with this vault.

e upgradeStrat: The ToshaVault owner can update switches to the active strat for the
strat candidate.

e inCaseTokensGetStuck: The ToshaVault owner can rescue random funds stuck that
the strat can't handle.

e proposeStrat: The ToshalPVault owner can set the candidate for the new strat to
use with this vault.

e upgradeStrat: The ToshalLPVault owner can update switches to the active strat for
the strat candidate.

e inCaseTokensGetStuck: The ToshalLPVault owner can rescue random funds stuck

that the strat can't handle.
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e updateReserveFundsAddress: The MasterChef owner can update reserve funds
addressed.

e updateFarmingRewarderAddress: The MasterChef owner can update farming
rewarder addresses.

e updateEmissionRate: The MasterChef owner can update the emission rate.

e updateRewardsRate: The MasterChef owner can update the rewards rate.

Conclusion

We were given a contract code in the form of files. And we have used all possible tests
based on given objects as files. We have not observed any major issues in the smart

contracts. So, it’s good to go to production.

Since possible test cases can be unlimited for such smart contracts protocol, we provide
no such guarantee of future outcomes. We have used all the latest static tools and manual

observations to cover maximum possible test cases to scan everything.

Smart contracts within the scope were manually reviewed and analyzed with static
analysis tools. Smart Contract’s high-level description of functionality was presented in the

As-is overview section of the report.

Audit report contains all found security vulnerabilities and other issues in the reviewed

code.

Security state of the reviewed contract, based on standard audit procedure scope, is

“Secured”.
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Our Methodology

We like to work with a transparent process and make our reviews a collaborative effort.
The goals of our security audits are to improve the quality of systems we review and aim
for sufficient remediation to help protect users. The following is the methodology we use in

our security audit process.

Manual Code Review:

In manually reviewing all of the code, we look for any potential issues with code logic, error
handling, protocol and header parsing, cryptographic errors, and random number
generators. We also watch for areas where more defensive programming could reduce the
risk of future mistakes and speed up future audits. Although our primary focus is on the
in-scope code, we examine dependency code and behavior when it is relevant to a

particular line of investigation.

Vulnerability Analysis:

Our audit techniques included manual code analysis, user interface interaction, and
whitebox penetration testing. We look at the project's web site to get a high level
understanding of what functionality the software under review provides. We then meet with
the developers to gain an appreciation of their vision of the software. We install and use
the relevant software, exploring the user interactions and roles. While we do this, we
brainstorm threat models and attack surfaces. We read design documentation, review
other audit results, search for similar projects, examine source code dependencies, skim

open issue tickets, and generally investigate details other than the implementation.
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Documenting Results:

We follow a conservative, transparent process for analyzing potential security
vulnerabilities and seeing them through successful remediation. Whenever a potential
issue is discovered, we immediately create an Issue entry for it in this document, even
though we have not yet verified the feasibility and impact of the issue. This process is
conservative because we document our suspicions early even if they are later shown to
not represent exploitable vulnerabilities. We generally follow a process of first documenting
the suspicion with unresolved questions, then confirming the issue through code analysis,
live experimentation, or automated tests. Code analysis is the most tentative, and we
strive to provide test code, log captures, or screenshots demonstrating our confirmation.

After this we analyze the feasibility of an attack in a live system.

Suggested Solutions:

We search for immediate mitigations that live deployments can take, and finally we
suggest the requirements for remediation engineering for future releases. The mitigation
and remediation recommendations should be scrutinized by the developers and
deployment engineers, and successful mitigation and remediation is an ongoing

collaborative process after we deliver our report, and before the details are made pubilic.
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Disclaimers

EtherAuthority.io Disclaimer

EtherAuthority team has analyzed this smart contract in accordance with the best industry
practices at the date of this report, in relation to: cybersecurity vulnerabilities and issues in
smart contract source code, the details of which are disclosed in this report, (Source
Code); the Source Code compilation, deployment and functionality (performing the
intended functions).

Due to the fact that the total number of test cases are unlimited, the audit makes no
statements or warranties on security of the code. It also cannot be considered as a
sufficient assessment regarding the utility and safety of the code, bugfree status or any
other statements of the contract. While we have done our best in conducting the analysis
and producing this report, it is important to note that you should not rely on this report only.
We also suggest conducting a bug bounty program to confirm the high level of security of
this smart contract.

Technical Disclaimer

Smart contracts are deployed and executed on the blockchain platform. The platform, its
programming language, and other software related to the smart contract can have their
own vulnerabilities that can lead to hacks. Thus, the audit can’t guarantee explicit security
of the audited smart contracts.

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
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Appendix

Code Flow Diagram - Tosha Protocol

FeeManager Diagram
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FeeManagerLP Diagram
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LPTokenWrapper Diagram
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StratManager Diagram
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StratManagerLP Diagram

@ StratManagerLP

Ownable
Pausable

O address keeper

O address strategist

O address unirouter

O gddress vault

O address toshaF eeRecipient

2@ _ constructor__()

@ setleeper()

D zetStrateqist()

@ setlnirouter()

@ setVault()

@ setToshaFeeRecipient()
@ peforeDeposit()

Y
S |

© Cwnable @ FPausable

Context Context
O address _owner O bool _paused
< __constructor__{) @ _ constructor__()
@ Qowner() @ Qpaused])
@ renouncelwnership) & _pause()
@ transferCwnership() < _unpause()

n T

'\.__ /
@ Context

& O,_msgSender()
©0,_msgDatal)

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io



@ IERC20

StrategyCommonLP Diagram

@ IRewardFool|

& QotalSupplyt)
© Qalancef()
© transfer()

o

® StringUtis| @ IGasFPrice

< Qeoneatl) © maxGasPrice()

@ approve()
© transferFrom()

@, TH

© deposit()
© stake()
® withdraw()y

© Qearned()

2Pair|

© addLiquilty()

© SaddLiquidtyETH)

© removeLiquicity()

© removeLiquicityETH()

© swapExactTokensForTokens()
© @swapExactETHForTokens()
© swapExactTokensForETHO)

© QgetAmountsOut()

@

@ IMasterChef

© Qfactory()

® Qokend()

® Qokent()

@ burn()

© QgetReserves()

© deposi()
® withdraw(y

® enterStaking()
© leavestaking()
® Quserinfo()
°

@ IRewarder

© QpaolLength()

© Quserlnfo()

© QpendingToken()
© depost()
© withdraw(y
© harvest()
°

@ IStrategy

© Quault()

@ Qwant()

@ beforeDeposit()
© deposit()

@ withdraw()

® QalanceOf()

© QualanceOnart()
© QpalanceOfPocl()
© harvest()

@ retireStrat()

© panic()

© pause()

© unpause()

® Qpaused()

@ Qurnirouter()

@) waur

© Quant))

© depost()

© withdraw()

© notifyRewards()
© Quserinfo()

wiHarvest()

© emergencyWithdraw()

. for uint256

! /

(&) satenietn

@ QtryAdd()
< QtrySub()
© Qtryul()
© QtryDiv()
© QtryMod(y
© Quadd()

© Qusub()

< amuiQ)
 Qaivt)

< Qmod()

i

for IERC20

14

(©) strategycommantp

© address nativeToCoreRoute

StratManagerLP
FeeManagerLP
GasThrottler

NSafeERC20 for [ERC20
mnSafeMath for int256

© address native

© address output

O address want

© address coreToken

© address chef

O iNt256 poolid

O uint256 lastHarvest

© bool harvestOnDeposit

© string pendingRewardsFunctionName
O address output ToNiativeRoute

© _constructor_()

@ deposit()

© withdraw()

© beforeDeposit()

© harvest()

© harvestihithCalF eeRecipient()
© managerHarvest()

< _harvest()

© chargeFees()

@ _depost()

© QotalStake()

@ QalanceOf()

@ QhalanceOnant()

@ QalanceOfPool()

© retireStrat()

© setPendingRewardsFunctionhlame()
© QrewardsAvaiable()
© QealReward()

© setHarvestOnDeposit()
© setShoulkiGasThrottle()
© paric()

© pause()

© unpause()

< _giveAllowances()

< _removeAllowances()

@ SafreERC20

NSafeMath for uint256

© safeTransfer()

< safeTransferFrom()

© safeApprove()

© safelnereaseAllowance()
< safeDecreaseAllowance()

nAdaress for address

8 _callCptionalReturn()
T

Y |

‘ |

/ |
’

, |
,for uint256 \for address

|

i

i

|

|

7

@ Address

< QsContract()

© sendvValue()

“ functionCall()

< functionCall/Vith alue()
© QfunctionStaticCalf)
© functienDelegateCall()
B Q_verifyCalResul()

N
@ FeeManagerLP

SiraiManagerP

STRATEGIST FEE
MAX_FEE
MAX_CALL_FEE
WITHDRAVYAL FEE_CAP
VITHDRAVVAL_MAX
withdrawalFee

calFee

toshaFee

@ GasThrottler

© bool shouldGasThrotle
O address gasprice

ui
u
u
o
u
ui
ui
u

setCalFee()
setiVthdrawalFee()

© address keeper
© address strategist

© address unirouter

© address vaul

O address toshaFeeRecipient

© __constructor_()

© setiteeper()

© setStrategist()

@ setUnirouter()

© setVaut()

© setToshaFeeRecipient()
@ beforeDeposit()

l
© Ownahle

Context

@ Pausable

Context

O address _owner O bool _paused

@ _constructor_{)
© Qpaused()

© _constructor_()
@ Qowner()

© renounceOwnership(}
@ transferOwnership()

< _pause()
© _unpause{)

© Context
© Q_msgSender()
< Q_msgData()

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io



@ IERC20

StrategyDualLP Diagram

@ IRewardFool|

& QotalSupplyt)

® StringUtils|

© deposit()

@ IGasFPrice

© Qalancef()

© stake()

© transfer()
o

< Qeoneatl)

® withdraw()y
© getReward()

© maxGasPrice()

@ approve()
© transferFrom()

© Qpalance0f()
© Qearned()

@, TH

© addLiuiclty()
© BaddLiquidtyETH)

© removeLiquicity()

© removeLiquicityETH()

© swapExactTokensForTokens()
© swapExactETHForTokens()
© swapExactTokensForETHO

© QgstAmountsOLt)

@

@ IMasterChef

2Pair|

® Qfactory()
& Qokendl)
@ Qokent()
@ burn()

© QgetReserves()

© deposit()
© withdraw(}

® enterStaking()
© leaveStaking()
@ Quserlnfo()
°

@ IRewarder

& QpoolLength()

@ Quserlnfo()

© QpendingToken()
© depost()
© withdraw(y
© harvest()
°

@ 1stateay

© Qvaut()

® Qwant()

© beforeDeposit()
© depost()

© withdraw()

@ Qalance0f()

© QbalanceONart()
® QalanceOfPool()
@ harvest()

© refireStrat()

@ panic()

© pause()

© unpause()

@ Qpaused()

© Qurirouter()

@ waur

© Quwantf)
@ deposi()

© withdraw()

© notifyRewards()
© Quserinfo()

© emergencyVWithdraw()

wiHarvest()

1 for uint256

/
(®) satevsatn

< QtryAdd()
@ Qarysub()

< QtryModt)
< Qadd()

< Qsub()

© qmui()

< Qaiv)

< Qmod(y

/

’
[for IERC20

{

I

(©) strategyCommantp

StratManagerLP
FeeManagerLP
GasThrottler

NSafeERC20 for [ERC20
nSafeMath for uint256

© address native
© address output

O address reward

© address want

© address coreToken

© address chef

© int256 poolid

© uint256 lastHarvest

© bool harvestOnDeposit

 string pendingRewardsFunctionName
O address output ToNiativeRoute

© address nativeToCoreRoute

O address rewardToNtiveRoLte

© __constructor__()

© deposit()

© withdraw()

© beforeDeposit()

@ harvest(;

© harvestiNithCalF eeRecipient()
© managerHarvest()

< _harvest()

< chargeFees()

< _depost()

© QiotalStake()

© Qhalance0f()

© QpalanceOfant()

© QbalanceOfPool()

© retireStrat()

© setPendingRewardsFunctionhlame()
© QrewardsAvaiable()
© QealReward()

© setHarvestOnDeposit()
© setShoulkiGasThrottle()
 panic()

© pause()

© unpause()

< _giveAllowances()

< _removeAlowances()

@ SafreERC20

NSafeMath for uint256
inAdaress for address

> safeTransfer()
safeTransferFrom()

< safeApprove()

© safelncreaseAllowance()

< safeDecreaseAllowance()

B _calOptionalReturn()

‘

. |
for uint256 \for address
|

|
|
|
|
7

@ Address

© QisContract()
< sendValue()
 functionCall(y

< functionCallVth\alue()
< QfuncionStaticCall()
© functionDelegateCal()
m Q_verifyCalResult()

@ FeeManagerLP

StraiManager P

STRATEGIST FEE
MAX_FEE
MAX_CALL_FEE
WITHDRAVYAL FEE_CAP
VITHDRAVVAL_MAX,
withdrawalFee

calFee

toshaFee

(©) casThrotter

© bool shouldGasThrotle
© address gasprice

IEdEdEeE

u
u
u
L

o
o
o
o
o
o
o
o
°

setCalFez()
© setWithdrawalFee(y

@ StratManagerLP

Ownable
Pausable

O address keeper
© address strategist
O address unirouter
© address vaut
© address toshaFeeRecipient

© _ constructor_()
© setiteeper()

© setStrategist()

© setUnirouter(y

® setvautt()

© setfosharesRecipient()
& beforeDeposit()

© Pausable

Context

© Ownable

Context

O address _owner O bool _paused

< __constructor_()
© Qowner()

© renounceOwnership()
© transferOwnership()

© __constructor__()
© Qpaused()

< _pause()

© _unpause()

@ Context

© Q_msgSender()
© Q_msgData()

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io



@ IRewardPool

@ deposit()

@ stake()

@ wwithidrawe ()

@ getReward()
@ Qbalancef()

@ Qearned()

() 1erczo

@ OtotalSupply()
@ QbalanceOf()
@ transfer()
@ allowance()
@ approvel)
@ transferFromi)

StrategyTosha Diagram

@ StrategyTosha

@ IUniswapRouterETH

@ addliguidity ()

@ @addLiguidityETH()

@ removeliguidiy()

@ removeliguidityETH)

@ swapExactTokensForTokens()
@ @swapExactETHForTokens()
@ swapExactTokensForETH()

@ QgetAmourtsOut)

StratManager
FeeManager

nSafe ERCEQ for JERCZQ
ESafeMath for wint256

< address output

O address want

< address rewardPool
O address output ToWantRoute
@ kool harvestOnDeposit
O UMt256 lastHarvest

< bool sameToken

T

@ _ constructor_ ()
@ deposit()

@ withdraw ()

@ beforeDeposit()

@ harvest()

< _harvest()

< chargeFees()

< swapRewards()

@ O balanceOf()

@ QbalanceOfWart()
@ AbalanceOfPool()

@ [rewardsAvailable()
@ QeallReward()

@ setHarvestONDeposit()
@ retireStrat()

@ panic)

O pause()

@ unpause()

< _givelllowances()

P “ _removesAllowances()
- @ QoutputTeWWant()

[far IERC20

-
- i’
- I
s, 'I“:;
;. i
(®) sarecrczo
’
' wnSafeMath for wint256
' A ddress for address
! for wint256 < safeTransfer()

T

w

)
(R sarenatn

< Qtrysdd()
O QirySub)
OOy MUl

O OtryDivi)

O OtryMoc()
O Qadd()

< Rsub()

< Gmull)

< Qdivi)

O Qumod()

<> safeTransferFrom{)

< safespprovel)

<> safelncreaseAllowance()
< safeDecreaselllowance()
B _callOptionalReturn()

T T
4 I

Iy

]
’ for uint?56 Ifor address
I ]

\/
@ Address

O QisContract()

< sendvalue()

< functionCall()

< functionCallWith'walue()
g functionStaticCall()
< functionDelegateCall{)
| O _verifyCallResult()

\\,
\ @ FeeManager

1 StratManager

| O uint MAK FEE_CAP

it Mac CAalLlL FEE

< uint VATHDRAWAL _FEE_CAP
O Uint VAITHDR AWVAL WA

\ < uint withdrawalFees

| © uirt callFee

| @ zetCallFes()
| @ setWithdrawalFes()
v

i %4
@ StratManager

Ownable
Pausable

O address kesper
2 address strategist
< address unirouter
< address vault

@ _ constructor__ ()
@ setleeper()

@ setUnirouter()

@ et Vault)

@ beforeDeposit()

i N

y |
@ oo @ ~usoe

Context

O address _owner

Context

O bool _paused

< _ constructor__ ()
@ Qowner()

@ renounceCwnership)
@ transferOwnership()

@ _ constructor__ ()
@ Qpaused()
O _pause)
O _unpause()
T

-

= -' I
© Context

Oy msgSender()
< o _msgDatal)

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




v

(&) sarecrc20

inSafeMath for uint256
inAddress for address

< safeTransfer()

< safeTransferFrom()

< safeApprove()

< safelncreaseAllowance()
<+ safeDecreaseAllowance()
B _calOptionalReturn()

Ifor address
|

V7

\
@ Address

© QjisContract()

< sendValue()
 functionCall)

< functionCallAith'alue()
 QfunctionStaticCall()
 functionDelegateCall()
B q_verifyCalResult()

\
Al

N\
AY

' for uint256 I|

ToshaVault Diagram

© ToshaVault

ERC20
Ownable
ReentrancyGuard

nSafeERC20 for IERC20
wSafeMath for uint256

© StratCandidate stratCandidate

O |Strategy strategy
O uint256 approvalDelay
© address==Userinfo userinfo

@ _ constructor__()
@ Qwant()
@ Qhbalance()
@ Qavailable()
P @ QgetPricePerFullShare()
@ depositAll()
- @ deposit()
@ earn()
. @ withdrawAll()
A1 @ withdraw()
/| ® proposeStrat()
,f @ upgradeStrat()
@ inCaseTokensGetStuck()

|
| © ReentrancyGuard

for uint256 | 0 Lint256 _ENTERED

O uint256 _status

O uirt256 _NOT_EMTERED

! < __constructor__{)

Vi P
(&) satemtatn -

< QryAdd()
< QrySub()
& CtryMul()
< QryDiv()
< QtryMod()
© Qadd()
< Qsub()
< amul()

© Qiv()

< Qmod()

At

-

@ 15trategy

@ Quault()
@ Quwant()
@ beforeDeposit()
@ deposit()

@ withdraw()

@ Qpalance0f()

@ QbalanceOfWant()
@ QpalanceQfPool()
@ harvest()

@ retireStrat()

@ panic()

@ pause()

@ unpause()

@ Qpaused()

@ Qunirouter()

(©) erco

Context
IERC20

inSafeMath for uint256

O address==uint256 _balances

O address==mapping address=>uint256
O uint256 _totalSupply

O string _name

O string _symbol

O uintd _decimals

_allowances

\
© Ownable

Context

@ _ constructor__()
@ Qname()

@ Qsymbol()

@ Qdecimals()

@ QotalSupply()

@ QbalanceOf()

@ transfer()

® Qallowance()

@ approve()

@ transferFrom()

@ increaseAllowance()
@ decreaselllowance()
< _transfer()

< _mint()

< _purn()

< _approve()
 _setupDecimals()

-
’

L For uint256

| @ _beforeTokenTransfer()

O address _owner

< __constructor__[)
@ Qowner()

@ renouncelwnership()
@ transferOwnership()

"

€3} .f.éRC20

@ QotalSupply()
@ Qpalance0f()
@ transfer()

S
NV
© Context

@ Qallowance()
@ approve()
@ transferFrom{)

< Q_msgSender()
< Q_msgData()

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io



;

(&) sarecrc20

inSafeMath for uint256
inAddress for address

< safeTransfer()

< safeTransferFrom()

< safeApprove()

< safelncreaseAllowance()
<+ safeDecreaseAllowance()
B _calOptionalReturn()

Ifor address
|

V7

\
@ Address

© QjisContract()
< sendValue()

 functionCall)
< functionCallAith'alue)

 QfunctionStaticCall()
< functionDelegateCall()
B q_verifyCalResult()

\
Al

N\
AY

' for uint256

7 B _safeCoreTransfer()

ToshalLPVault Diagram

(©) ToshaLPvaut

ERC20
Cwnable
ReentrancyGuard

nSafeERC20 for IERC20
inSafeMath for uint256

© StratCandidate stratCandidate
© |Strateqy strategy

© uwint256 approvalDelay

© address==Userlnfo userinfo
© uint256 accSharesPerStakedToken
© IVault core'ault

© address coreToken

@ _ _constructor__()
@ Quwvant()
@ Qhalance()
@ Qavailable()
® QgetPricePerFullShare()
@ depositAll()
@ deposit()
@ earn()

# @ withdrawAI()
L7 @ withdraw()

| Q_getPercent()

# B _claimRewards()

@ notifyRewards()

@ QtotalAutoCoreShares()
B Q,_coreBalance()

@ proposeStrat()

@ upgradeStrat()

@ inCaseTokensGetStuck()

@ 15trategy

@ Quault()

@ Quwant()
@ peforeDeposit()
@ deposit()

@ wau

@ withdraw()

@ Qpalance0f()

@ QpalanceOfWant()
@ QpalanceQfPool()
@ harvest()

@ retireStrat()

@ Qwant()

@ deposit()

@ withdraw()

@ notifyRewards()
@ Quserinfo()

@ panic()

@ pause()

@ unpause()
@ Qpaused()
@ Qunirouter()

(©) erco

© ReentrancyGuard

!
. O uint256 _NOT_ENTERED

for uint256 | O Lint256 ENTERED

O uint256 _status

' < __constructor__{)

Context
IERC20

inSafeMath for uint256

O address==uint256 _balances
O address==ma|
O uint256 _totalSupply
O string _name

O string _symbol

O uintd _decimals

ing address=>uint256

_allowances

© Ownable

Context

s

@ _ constructor__()

@ Qname()

@ Qsymbol()

@ Qdecimals()

@ QotalSupply()

@ QbalanceOf()

@ transfer()

® Qallowance()

@ approve()

@ transferFrom()

@ increaseAllowance()
@ decreaselllowance()
< _transfer()

< _mint()

< _purn()

< _approve()

< _setupDecimals()

< _peforeTokenTransfer()

i
-
’
-

V )

L

(&) satemtatn

< QryAdd()
< QrySub()
& CtryMul()
< QryDiv()
< QtryMod()
< Qadd()

< Qsub()
< amul()

© Qiv()

< Qmod()

O address _owner

< __constructor__[)
@ Qowner()

@ renouncelwnership()
@ transferOwnership()

"

L For uint256

€3} n:chzo

© Context

@ Qallow:

@ QotalSupply()
@ QbalanceOf()
@ transfer()

@ approve()
@ transferFrom{)

< Q_msgSender()
< 0,_msgData()

ance()

This is a private and confidential document. No part of this document should

be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io



MasterChef Diagram

© MasterChef

@jl Ownable

Context

O address _owner

< __constructor__{)
@ Qowner()

@ renounceOwnership()
@ transferOwnership()

Ownable
(©) TosHA
nSafeERC20 for JERG20Q
@ EnumerableSet ERC20
© TOSHA token
B _acel() nSafeERC20 for IERC20 © address reserveFundsAddress
B _remove() indddress for address < address farmingRewarderAddress
| Q_contains() nSafelMath for uint256 © address rewardPoolAddress
= & _length() © uint256 rewardsPerBlock
B Q_at) © address governance © uint256 tokensPerBlock
< addl) O addresz==bool minters © uint256 RESERVE_FUND_PERCENTAGE
< remove() 5 structo: © uirt256 FARMING _REVWARDER _PERCEMTAGE
© Qeontains() . Hr';‘t?)“ uctor_() © Uint256 lastRewardBlock
g &Let?)gth() @ setGovernance() @ _ constructor__{)
@ addMinter() @ harvest()
@ removeMinter) @ updateReserveFundsAddress()
7 T T @ updateFarmingRewarderAddress()
f I @ updateEmissionRate()
! | @ updateRewardsRate()
! | \ . 7
, ! | \ . ; N\, .
) X \for IERC20 , for IERC20 ™
! ] b
¢ | A
i | v
; . \ (©) erco
! . \
Il . \ I Context
, | \ / IERC20
I ! A !
! X \ ; nSafeMath for wint258
I 1 !
1 ! \ ! O address==uint255 _balances
1 21 ™ O address=>=mapping address=>uit256 _allowances
| : N v O uint256 _totalSupply
| O string _name
. | (®) sarecrc2o Elg
' | NSafeMath for uint256 0 it T
: | iAddress for address @ __constructor__()
[ for address for uint256 | © safeTransfer() 2 &:azzgo
| ! < safeTransferFrom() ® b "
[ < safeApprove() Qudecimals()
[ PP
[ ! < safelncreaseAllowance() © QtatalSupply()
! @ Qhalance0f()
\ ' <» safeDecreasellowance() © transfer()
1 ) B _calCptionalReturni) ° Qall ce()
i ) N ' @ approve()
L \ ;. ! @ transferFrom()
I'. 1 r, : @ increaseAllowance()
) | / @ decreaselllowance()
! \ i ! < _transfer()
\ v ! < “mint()
! \ / ! < _purni)
1 . 7 ! < _approve()
I. \ ! [ © _setupDecimals()
' 1 ; ! : & _peforeTokenTransfer()
II 1 ’ | # "._.
\ \ / | , £ !
| ' N/ ‘for address ifor wint256  , for uint256
\ ; /
r A W r‘7

@ Address N

< QsContract()

< sendvalue()

“ functionCall()

< functionCallWith'alue()
© QfunctionStaticCall()
< functionDelegateCall()
B Q_verifyCalResuti()

’

/!

V
(®) safematn| >

‘(\ g Qryadd()

- QtrySub()
< Qtryhull) @ QotalSupply()
< QiryDivi) @ Qhalancedf()
< QtryMod() @ transfer()
< Quadd() @ Qallowance()
< Qsub() @ approve()
< amulf) @ transferFrom()
< adiv()
< qmod()

@ n:f:-?czo

@ Context

< Q,_msgSender()
< Q,_msgDatal)

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
Email: audit@EtherAuthority.io




| for address

fl
\ L
!

1P

g O address=>bool minters

Tosha Diagram

@ TOSHA

ERC20

nSafeERC20 for IERCZ0
inAddress for address
i Safelath for wint256

O address governance

@ _ econstructor_ ()
@ mirt()

@ setGovernance()

@ addMinter()

@ removelMinter()

]

I

Vv

for IERC20|

@ SafeERC20

invsafeMath for uint256
inAddress for address

< gafeTransfer()

< gafeTransferFrom()

< safeApprove()

< safelncreasefllowance()
< safeDecreaseAllowance()
B _callOptionalReturn()

\ ; for address

@ Address

© QisContract)

< sendvalue()

< functionCall()

< functionCallvith'y aluel)
G functionStaticCall()
< functionDelegateCall()
| Q_verifyCalResutt()

' for uint256

I
I
I
|
|
v

\
®Sararwam P>

O Qtry Adc()
< QtrySub()
& Otryhul()

& QgryDiv()

& QtryMod()
< Qadd()

< Qsub()

< amull)

& Qudiv()

< Qmod()

for uint256

r
4
I

i

A @ ERG20

Context
IERC20

nSafeMath for wint256

O address=>uint236 _halances
O address==mapping address=>uint256 _alowances
O uint256 _totalSupply
O string _name

O string _symbol

O uint8 _decimals

@ _ constructor__()
@ Qname()

@ Qsymbol()

@ Qoecimals()

@ QtotalSupply()

@ Qhalance0f()

@ transfer()

@ Qallowance()

@ approvel)

@ transferFrom()

@ increaseAllowance()
@ decreasedllowance()
< _transfer()

& _mint()

< _purn()

< _approve()

< _setupDecimals()

< _peforeTokenTransfer()

ra
¢ for uint256 I

@ H:;;E‘C?G N

‘\4
© Context

@ QictalSupply()

@ QhalanceOf()

@ transfer()

o Q_msgSender()
@ Qallowance()

@ Q_msgData()

@ approve()
@ transferFrom()

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.
Email: audit@EtherAuthority.io



Slither Results Log

Slither log >> FeeManager.sol

INFO:Detectors:
StratMar = per( 255 ) g -182) should emit an event for:

g-events-access-control
INFD.Detectors:
StratManager.constructor(a 255, 255, 255 ). ke ( FeeM ) lacks a zero-check on

StratMar
StratMar
StratMar

StratMar
- unirouter
.setVault(a =
( r.sol#l
= https: ithub. Jeryti /wiki/De
INFD Detectors:
Context._msgData(

INFD Detectors

Parameter StratManager.setK ( ). | er (FeeM er.sol#180) is not in mixedCase
Parameter StratManager.se e z ir = e .sol#188) is not in mixedCase
Parameter StratManager.setV (ad ( M : : ) is not in mixedCase
Parameter v SEE 1 )._Tee {Fe c 15 not in mixedCase

Parameter Feel .setWi | e{ui : fee ( Y c : is not in mixedCase
Referen http 1 b . c/slith ci1/Detecto cumenta rmance-to-solidity-naming rentions
INFD:Detectors:

Redundant expression

Reference: https i

INFO: Detectors

iki/De tector-Documentation#state-variables-that-could-be-declared

s_taltk"|cw=1 e (
rytic/slithe ation#public-function-that-could-be-declared-external
21 result( ) found

-Varar‘rLP 50 1#185-187) should emit an event for
k::::' 2 )
Reference: https: ithub.c crytic/ r/ vents-access-control
INFO:Detectors:
FeeManagerLP.setCallFee{uint256) =Ma #2 238) should emit an event for
- callFee = f { FeeM
afe https
INFO: Detectors:
{FeeManagerLP.sol#164) lacks

StratManagerLP.con ctor( = ,. s ress, s 255 ). _strategi {FeeManagerLP.sol#165) lacks a zero-check on

EtratFar'P‘rLP.ccrstrLctcr[accr;ss,a g ress, ress, .' )._unirouter (FeeManagerLP.so 1#166) lacks a zero-check on

- unirouter = _
EtratFar'P‘rLP.-P|st|L tor

StratManagerLP.c
heck on :

StratManagerLP.

StratManagerLP.

StratManagerLP.

StratManagerLP.

StratManagerLP.setT ipient({ad ) Recipient (FeeM g a zero-check on

https: i o cry ,-'.'; etec cumentation = ress-validation

INFD.Detectors:

Context._msgData sl . 3 )i ever used and should be

Pausable ( .sol3 i ever used and should
Pausable. =( ) (FeeM . 3 ) is never used and should

a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority

Email: audit@EtherAuthority.io




_unpause

2 a: https:
INFD Detectors
FeeManagerLP.toshaFee Z z .s0Ll# is set pre-construction with a non-constant functien or state variable:

- MAX_FEE -
https: i .C ytic/slither/wiki/Detector-Documentation#function-initializing-state-variables

INFD.Detectors
Parameter StratManage .setKeeper(a ess)._ ( FeeM LP.sol#185) is not in mixedCase
Parameter Etratrcra = .sets = . ategi eeManagerLP.sol#192) is not in mixedCase
Parameter StratMana ) i in mixedCase
Parameter StratMana n mixedCase
Parameter StratMana
Parameter FeeMana
Parameter FeeMana

is not in mixedCase

_fe = is not in mixedCase
Refe https: ithub.com/crytic, ither/wiki/Detec cume Lond rmance-to-solidity-naming-conventions
INFD Detectors
nt expressi = ) =X g g )
R T ce: https: ithub.com/cry /slither/wiki/Detector-Documentation#redundant-statements
INFD Detectors

i .LL|11-—TLF't1-F that-could-be-declared-externa
INFD Sltther FeeManagerLP sol analyzed (5 contracts wtth 75 detectors), 28 result(s) found
INFO:S1lither:Use https://cry C acce to adc or detectors and 3

add 0 [ ot and Github inte

INFO:Detectors:
Address.isContract{address) (LPTokenw # B2) uses asserbly
- INLINE dcr (LPT rk enWrap
ity 1

Address.

Refere
INFO: Detectors

ress.

ress.f

ress.f

ress.f

ress.f

ress.f

ress.
SafeERC
SafeERC 255, | ! !
SafeERC20.safe o = ess, ui ( enirapper . sol#486-489)
SafeMath. i ,ul ( : ) and should
SafeMath.d i 2 ,uint2 1 ( ce ar, 7 i 1 er used and
safeMath. . ( ) and should
safeMath. (ui ,uint256, 1 ( - 0-453) i r Oeksl Gl
SafeMath. )i and should
SafeMath.
SafeMath.
SafeMath.
SafeMath.
SafeMath.

feMath.

~ (succe
call e
(success,re ndata tcrget.- 11{ alue
i f aticCall(add
-tLIILctc;
. func

apper.sol#531-

apper.sol#5
withdrawToke |IL1|t

Refe / rLIll-—TLr'tl-r that-could-} ed-externa
INFD Sltther LPTokenwrapper sol analyzed (5 contracts wtth ?5 detectors), 31 result(s) found

Github 1inte gration

INFO:Detectors:
StratManager. sctkeeper(accrcss” fctratFaraP:r sol#180-182)

Refere
INFD.DeteCtOFS:
StratManager.constru ( . ,' ). (StratManager.sol#161) lacks e check on
- keeg spe :
StratManager.constructor(a 255, ress,address) i ) lacks a zero-check on
- uniroute i < tratMan

g-events-access-control

; is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




- L|i| uter
cth Ictratlcra er.sol#19
(StratManager. .S 1;19

https i . Jerytic/slithe
INFO: Detectors:
Conte /t ghata() (StratManager.sol#18-13) 1 ever used and should be
_ (StratMan ; )i used and SF ul

L|chs» i
Reference: https:
INFO:Detectors:
Parameter StratManager.setKeeper(address)._keeper ( M ) 15 not in mixedCase
Parameter StratManager.se tL|1r"Lt-rl = 1 3 J is not in mixedCase

StratMana .setV ( ). _va i in mi Case

https 1 . fery ; 1 jw'. J/Detec cume Lon® formance-to-solidity-naming-conventions
INFO: Detectors
Redundant expressi "this Ictratr'r'

f https ithub.com/cry
INFO: Detectors:
should be constant

Re Tcl 3 i o ; rytic/slithe iki/Detector-Documentation#state-variables-that-could-be-declared-constant
INFO: Detectors
renounce0

transfe
' ahle transferow 2 )
Reference: ithub.c C ithe ocumenta tl-r:rLIll-—TLr'tl-r that-could-be-declared-externa
INFO: SlLther StratManager. analyzed (4 contracts thh 75 detectors), 1l7} result(s) found
INFO:Slither:Use h 1/fcry o access to ad on rs and b in rat

INFO:Detectors: i
StratManagerlLP.setKeeper(addr ) . # 7) should emit an event for:
2ep )
afe https
INFD.Detectors
StratManagerLP.construc ( n 255, 255, 2 es5 ). _k ar (StratManagerLP.sol#164) lacks a zero-check on
- keep
StratManagerLP.construc ( 255, 255, 255, 255, 55 )._strategist (StratManagerLP.sol#165) lacks a zero-check
on
- strat o )
StratManagerLP.construc ( 255, 255, 255, 8 255, ress )._unirouter (StratManagerlLP.sol#166) lacks a zero-check o
o -
- unirouter )
StratManagerLP.construc s 255, 3 s ress)._vault (StratManagerLP.sol#167) lacks a zero-check on
- vault )
StratManagerLP.construc ess, 255, 255, ,a ess5)._toshaFeeRecipient (StratManagerLP.sol#168) lacks
-check :

StratManagerLP.
StratManagerLP.

StratManagerlLP.se )
L|1|-Lt-r 'ctlcth
StratManagerLP.setV (2 ) cth Ictratlcr

StratManagerLP.setTosh ipient( g ipi (Stra g |LP sol#214) lacks a zero-check on
ipi _ -R--lrl-lt 'ctlctld

Reference: https: i C crytic/slither/wiki/Detector-Documenta t1-|*r1551l-—4-|-—cc ress-validation

INFO:Detectors:

Context._msgData() (StratMana

Pausable._pause( StratMan

Pausable._unpause() (StratMan

Ref https://github.

INFO:Detectors:
Parameter StratManagerLP. 255 ) . _ = )1 ot in mixedCase
Parameter StratMan erLP.s tctr'te 1st(a str't‘“lst tEtratFer c #192) 1is not in
Parameter StratManagerLP.setUnirouter( z _L|1|-Lt~r (StratMana c : is not in mixedCase
Parameter StratManagerLP.setVa ( 2 (S Ma c : s n in mixedCase
Parameter StratManagerLP.setT aFe Cip ( )._to 2 = Ictratrar rLP.sol#214) 1 in mixedCase
Reference: https: ithub. crytic/slither/wiki/Detec cumentatio nformance-to-solidity renti
INFO:Detectors:
nt expressi "this (5tratMar = . #10)" inContext (StratMana LP.sol#4-13)
= https://github.com/crytic, ither, ci/Detector-Documentatio dundant-statements
INFD Detectors
renounc nership() 2 C
able. ip i g |LP soLl#5
ship( ) 1
able.transfer hip(a ) (StratMana )
2 https: ithub. yti r/wiki/Dete -Documentat ion#public-function-that-could-be-declared-external
INFO: SlLther StratManagerLP sol analyzed (4 contracts wlth 75 detectors) 22 result(s) found

INFO:Detectors:
StratManagerLP.setKe ( ess) | 0 . #34 45) should emit an event for

g-events-access-control
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INFO:Detectors:
FeeManagerLP.setCallFee(uint256) (StrategyCommenLP.sol#891-896) should emit an event for:
- callFee = _fee (StrategyCommonLP.sol#894)
- toshaFee = MAX_FEE - STRATEGIST_FEE - callFee {StrategyCommonLP.sol#895)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#missing-events-arithmetic
INFO:Detectors:
StratManagerLP.constructor(address,address,address,address,address)._keeper {StrategyCommonLP.sol#822) lacks a zero-check on

- keeper = _keeper (StrategyCommonLP.sol#828)
ss )

StratManagerLP.constructor(address,address,address,address,address)._strategist (StrategyCommonLP.sol#323) lacks a zero-chec
k on

- strategist = _strategist (StrategyCommonLP.sol#829)
StratManagerLP.constructor(address,address,address,address,address).
on

unirouter {StrategyCommonLP.sol#824) lacks a zero-check

- unirouter = _unirouter (StrategyCommonLP.sol#330)
StratManagerLP.constructor(address,address,address,address,address)._vault (StrategyCommonLP.sol#825) lacks a zero-check on

- wvault = _vault (StrategyCommonLP.sol#831)
StratManagerLP.constructor(address,address,address,address,address)._toshaFeeRecipient (StrategyCommonLP.sol#326) lacks a ze
ro-check on

- toshaFeeRecipient = _toshaFeeRecipient (StrategyCommonLP.sol#832)
StratManagerLP.setKeeper(address)._keeper (StrategyCommonLP.sol#843) lacks a zero-check on

- keeper = _keeper (StrategyCommonLP.sol#344)

StratManagerLP.setStrategist{address). strategist (StrategyCommonLP.sol#350) lacks a zero-check on

- strategist = _strategist ({StrategyCommonLP.sol#852)
StratManagerLP.setUnirouter(address)._unirouter (StrategyCommonLP.sol#858) lacks a zero-check on

- unirouter = _unirouter (StrategyCommonLP.sol#359)

StratManagerLP.setVault(address). vault (StrategyCommonLP.sol#865) lacks a zero-check on

- vault = _vault (StrategyCommonLP.sol#366)
StratManagerLP.setToshaFeeRecipient(address)._toshaFeeRecipient {StrategyCommonLP.sol#872) lacks a zero-check on

- toshaFeeRecipient = _toshaFeeRecipient (StrategyCommonLP.sol#873)
StrategyCommonLP.constructor({address,uint256,address,address,address,address,address,address,address[],address[]). want (Str
ategyCommonLP .sol#935) lacks a zero-check on

- want = _want (StrategyCommonLP.sol#946)

StrategyCommonLP. CDHSTIUCTDI'ajjIQSS ,uint256,address,address,address,address,address,address,,address[],address[])._chef (Str
ategyCommonLP .s0l#937) lacks a zero- check on

- chef = _chef (StrategyCommonlLP.sol#948)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#missing-zero-address-validation
INFO:Detectors:
Variable 'StrategyCommonLP.callReward().amountOut (StrategyCommonLP.sol#1898)' in StrategyCommonLP.callReward() (StrategyCom
monLP.sol#1085-1098) potentially used before declaration: nativeOut = amountOut[amountOut.length - 1] {StrategyCommonLP.sol#
1692)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#pre-declaration-usage-of-local-variables
INFO:Detectors:
Reentrancy in StrategyCommonLP._harvest(address) (StrategyCommonLP.sol#1006-1016):
External calls
- IMasterChef{chef).deposit{poolId,8) {StrategyCommonLP.sol#10887)
- chargeFees(callFeeRecipient) (StrategyCommonLP.sol#1018)
- returndata = address({token).functionCall{data,SafeERC208: low-level call failed) (StrategyCommonLP.sol#508)
- IUniswapRouterETH{unirouter).swapExactTokensForTokens(toNative,®,outputToNativeRoute,address{this),block.t
imestamp) (StrategyCommonLP.sol#18
- IERC28(nativ AI.SaTé ransfer(callFeeRecipient,callFeeAmount) (StrategyCommonLP.sol#1023)
- (success, |AtU|ndatal = ta|99t Call{ value: 'a1u9>ldatal I°t|atnngwaonLP sol#lST\
- { = ). ol#10825)
- IERC20(nati AI.SaTé ransT9| stratnglst stratAglstFee; IctratnngwaonLP sol#10
- _deposit() (StrategyCommonLP.sol#1012)
- returndata = address({token).functionCall{data,SafeERC208: low-level call failed) (StrategyCommonLP.sol#508)
- IUniswapRouterETH{unirouter).swapExactTokensForTokens(nativeToken,8,nativeToCoreRoute,address{this),block.
timestamp) (StrategyCommonLP.sol#1633)
- (success,returndata) = target.call{value: value}{data) {StrategyCommonLP.sol#187
- IERC20(coreToken).safeTransfer{vault,coreBal) {StrategyCommonLP.sol#10837)
- Ivault({vault).notifyRewards{totalStake()) (StrategyCommonLP.sol#1038)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-3
INFO:Detectors:
Address.isContract(address) (StrategyCommonLP.sol#94-103) uses assembly
- INLINE ASM (StrategyCommonLP.sol#101)
Address._verifyCallResult(bool,bytes,string) {StrategyCommonLP.sol#239-256) uses assembly
- INLINE ASM (StrategyCommonLP.sol#248-251)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage
INFO:Detectors:
Address.functionCall{address,bytes) {StrategyCommonLP.sol#147-148) is never used and should be removed
Address. functionCallwithvalue({address ,bytes,uint256) (StrategyCommonLP.sol#172-17 is never used and should be removed
Address . functionDelegateCall(address,bytes) (StrategyCommenLP.sol#221-223) is never used and should be removed
Address . functionDelegateCall(address,bytes,string) (StrategyCommonLP.sol#231-237) is never used and should be removed
Address.sendvalue({address,uint256) (StrategyCommonLP.sol#121-127) is never used and should be removed
Context._msgData() (StrategyCommonLP.sol -670) is never used and should be removed
f safeDecreaseAllowance(IERC20,address,uint256) (StrategyCommonLP.sol#492 - i ver used and should be removed
safeIncreaseAllowance({IERC208,address,uint256) (StrategyCommonLP.sol#487-4 i v used and should be removed

safeTransferFrom(IERC20,address, ajj|ass ,uint256) (StrategyCommonLP.sol#465-467) is ver used and should be remove

eMath.div{uint256,uint256,string) (StrategyCommonLP.sol#431-434) is never used and should
eMath.mod{uint256,uint256) (StrategyCommonLP.sol#393-396) is never used and should be remov
eMath. WDjIUIHTAEC,UIHTAEC,StIlhg, {StrategyCommonLP.sol#451-454) is never used and should b

Reference: https:/!github.con!crytic!slither!wikifDetectDr—DDcunentation#uariable—nanes—are—too—sinilar
INFO:Detectors:
GasThrottler.gasprice (StrategyCommonLP.sol#652) should be constant
Reference: https://github.coem/crytic/slither/wiki/Detector-Documentation#state-variables-that-could-be-declared-constant
INFO:Detectors:
renounceOwnership() should be declared externa
- Ownable.renounceOwnership({) (StrategyCommonLP.sol#7688-711)
transferOwnership(address) should be declared external
- Ownable.transferOwnership(address) iStrategyCwaonLP.501#71?-721}
setCallFee{uint256) should be declared externa
- FeeManagerLP.setCallFee(uint256) IctratngutowwonLP sol#891-396
callReward() should be declared external:
- StrategyCommonLP.callReward() (StrategyCommonLP.sol#1885-1098)
panic() should be declared externa
- StrategyCommonLP.panic() (StrategyCommonLP.sol#1113-1116)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public-function-that-could-be-declared-external
INFO:5lither:StrategyCommonLP. sol analyzed (29 contracts with 75 detectors), 79 result(s) found
INFO:5lither:Use https: y .10/ to ge ccess to additional detectors and Github integration
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Slither log >> StrategyDualLP.sol

INFO:Detectors:
StratManagerLP.setKeeper{address) (StrategyDuallP.sol#3843-845) should emit an event for:
- keeper = _keeper (StrategyDuallP.sol#344)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#missing-events-access-control
INFO:Detectors:
FeeManagerLP.setCallFee(uint256) (StrategyDuallLP.sol#891-896) should emit an event for:
- callFee = _fee IctrategyDualLP.sol#Sgﬂj
- toshaFee = MAX_FEE - STRATEGIST_FEE - callFee {StrategyDuallP.sol#8395)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#missing-events-arithmetic
INFO:Detectors:
StratManagerLP.constructor({address,address,address,address,address)._keeper (StrategyDuallP.sol#822) lacks a zero-check on
- keeper = _keeper (StrategyDuallLP.sol#828)
StratManagerLP.constructor({address,address,address,address,address)._strategist (StrategyDualLP.sol#323) lacks a zero-check
on
- strategist = _strategist (StrategyDuallP.sol#829)
StratManagerLP.constructor({address,address,address,address,address)._unirouter (StrategyDuallP.sol#824) lacks a zero-check o
no:
- unirouter = _unirouter (StrategyDuallP.sol#830)
StratManagerLP.constructor{address,address,address,address,address)._vault {StrategyDuallP.sol#3 zero-check on
- wault = _vault (StrategyDuallP.sol#831)
StratManagerLP.constructor{address,address,address,address,address)._toshaFeeRecipient {StrategyDuallP.sol#326) lacks a zero
-check on
- toshaFeeRecipient = toshaFeeRecipient (StrategyDuallP.sol#832)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#missing-zero-address-validation
INFO:Detectors:
Variable 'StrategyCommenLP.callReward().amountOut (StrategyDuallP.sol#1102)' in StrategyCommonLP.callReward() (StrategyDuall
P.sol#1097-11108) potentially used before declaration: nat Out = amountOut[amountOut.length - 1] (StrategyDuallP.sol#1184)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#pre-declaration-usage-of-local-variables
INFO:Detectors:
Reentrancy in StrategyCommonLP._harvest{address) {StrategyDuallLP.sol#1012-1823):
External calls:
- IMasterChef(chef).deposit{poolId,8) (StrategyDuallLP.sol#1813)
- chargeFees(callFeeRecipient) (StrategyDuallLP.sol#1017)
- returndata = address(token).functionCall(data,5afeERC20: low-level call failed) (StrategyDuallP.sol#508)
- IUniswapRouterETH{unirouter).swapExactTokensForTokens(toNativ outputToNativeRoute,address(this),block.
imestamp) (StrategyDuallP.sol#1627)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-2
INFO:Detectors:
Address.isContract(address) ICtrate;vEu=1LP s:l¢°4 183) uses assembly
- INLINE ASM (Strate
Address._werifyCallResult(bool,bytes,strin Ctrate;uEUalLP sol#23
- INLINE ASM (StrategyD alLP.sol#24
Reference: https://github. c)w/clvtlcfsllther/\1k1/Eetect)r Documentation#assembly-usage
INFO:Detectors:
Address.functionCall({address,bytes) (StrategyDuallLP.sol#147-149) is never used and should be removed
Address . functionCallwWwithvalue({address ,bytes,uint25 { gyDualLP. s)1+1a4—1a4- ver used anﬂ sh)ulﬂ be removed
Address . functionDelegateCall({address bytes) (Strat =Y f“ 223) = C id should be remowv
Address . functionDelegatecall({address, bvtes stlln;- usej anj sh)ulj be remov
Address . seanalue address,uint256)
Context )
nce( IERC dress ,uint2 1 yD T, ) oA ver used and should be
nce{ IERC ddr int2 { gyDua .sol# is n used and should be
20 y 7) never used and should
(StrategyDuallLP. s)1+4;1 434) is never used and should be removed
yDuallLP.sol#393-396) 1is r and should
(StrategyDuallP.sol#451-45 i used and
(StrategyDuallLP.sol#411-414) i =r used and should be rem

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dead-code
INFO:Detectors:
FeeManagerLP.toshaFee (StrategyDuallLP.sol#29%8) is set pre-construction with a non-constant function or state variable:
- MAX_FEE - STRATEGIST_FEE - callFee
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#function-initializing-state-variables
INFO:Detectors:
Low level call in Address.sendValue({address,uint25 iStrategyDualLP.501#121—127}:
(success) = recipient.call{value: amount (StrategyDuallLP.sol# )]
call in Address.functionCallwithvalue(address, bytes ulht;EE,Stllh;, (StrategyDuallLP.sol#182-189):
(success,returndata) = target.call{value: Ualue>ljata- StrategyDuallLP.sol#1
call in Address.fun tionstaticcall({address,bytes,string) (StrategybuallP.sol#20
(success,returndata) = target.staticcall( jata Strate alLP.sol#211)
call in Address.functicnDelegateCall(address, L g) (Strategy UdlLF sol#
{success,returndata) = target.delegatecall( jata- (StrategyDuallLP.sol )
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#low-level-calls
INFD:Detectors:
Parameter StratManagerLP.setKeeper(address). keeper (StrategyDuallLP.sol#343) is not in mixedCase
Parameter StratManagerLP.setStrategist(address). strategist (StrategyDualLP.sol# ) is not in mixedCase
ratManagerLP.setUnirouter(address). unirouter (StrategyDuallLP.sol#8 is not in mixedCase
StratManagerl P setVault{address). vault (StrategyDuallP.sol#865) is not in mixedCase
Reference: https //github. CDWfCIvtlcfsllthQIf\lklfDQtQCtDF Documentation#conformance-to- SDlljltv nawtng conventions
INFO:Detectors:
Redundant expression "this {StrategyDuallLP.sol#668)" inContext (StrategyDuallP.sol#662-671)
Reference: https://github. CDWfCIvtlcfsllthQIf\lklfDQtQCtDF Documentation#redundant-statements
INFO:Detectors:
Variable ILnis\apRDuterE_H.addLiquidity[address,address,uintZEE,uintZ 5, uint256,uint256,address ,uint256) . amountADesired (Str
ategyDuallLP.sol#538) is too similar to IUniswapRouterETH.addLiquidity({address,address,uint256,uint256,uint256,uint256,addres
5,uint256) . amountBDes ired (StrategyDuallP.sol#539)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#variable-names-are-too-similar
INFO:Detectors:
GasThrottler.gasprice (StrategyDuallLP.sol#652) should be constant
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#state-variables-that-could-be-declared-constant
INFO:Detectors:
renounceOwnership() should be declared externa
able.renounceOwnership() (StrategyDuallLP.sol#708-711)
transferOwnership({address) should be declared external:
- Ownable. transTe|D\nelshlplajj|essI (StrategyDuallP.sol#717-721)
setCallFee(uint256) should be declared external:
- FeeManagerLP.setCallFee(uint256) (StrategyDuallLP.sol#891-896)
callReward( ) shoulj be declared external:
- StrategyCommonLP.callReward() (StrategyDuallLP.sol#1897-1118)
panic() should be declared external:
- StrategyCommenLP.panic{) ({StrategyDuallLP.sol#1125-1128)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public-function-that-could-be-declared-externa
INFO:Slither: StrategyDualLP sol analyzed (28 contracts thh ?5 detectors), 80 result(s) found
INFO:Slither:Use https://crytic. o ac to on d ctors and
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Slither log >> StrategyTosha.sol
INFD:DetectorsE

wing
) should emit an event for:

: ents-access-control
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= Detector-Documentation#miss ing-events-arithmetic
INFD.Detectors:
StratManager.construc

StratManager.constru
- un
StratManager.constru

StratManager.

StratManager.se tL|1r 2r( 2 _unirout
- unti : outer (Str
StratManager.setVault( ress ) ._vault (strate
- vault {5trat
osha.constructor 255, 255, es5)._want (Strat

osha.constructor{address, g 855, 255, es55)._rewardPool (Strate

https
INFD.Detectors
Reentrancy in Strate

= IhLIhE ASM
_wverifyCallResult(
- INLINE AEV (Strat
https
INFO: Detectors
A . func
.TLF'

LW W Lo
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=
=
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=
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wiki/Detector-Documentation#conformance-to-solidity-naming

"this (5 c 591)" inContext (Strat
github.com/crytic/slither/wiki/Detec -Documentatio

.addL iguidity( ss,address,uint256,uint256,ui ,uint256, 3 ,uint25s '.cFCLrtAEesi
51r115r to TUr outerETH.addL iquidity

-Documentation#state-variables-that-could-be

Refere H i b . 1 or-Documentation#public-function-that-could-b
INFO: SlLther StrategyTosha sol analyzed (12 contracts thh ?5 detectors), 61 result(s) found
INFO:Slither:Use https: ytic. acce to 0 de ars

an

_amount) {(Teshavault.sol#1815)
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Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-3
INFO:Detectors:
ToshaVault.getPricePerFullShare() (ToshaVault.sol#996-998) uses timestamp for comparisons
Dangerous comparisons:
- totalSupply() == @ (ToshaVault.sol#997)
ToshaVault.deposit{uint256) (Toshavault.sol#1811-1838) uses timestamp for comparisons
Dangerous comparisons:
- totalSupply() = oshavault.sol#10820)
ToshaVault.withdraw(uint256) (ToshaVault.sol#1854-1675) uses timestamp for comparisons
Dangerous cowpa|1sons
- b = r {ToshaVault.sol#1061)
- _diff < _withdraw (ToshaVault.sol#1066)
ToshaVault.upgradeStrat{) (ToshaVault.sol#1897-1189) uses timestamp for comparisons
Dangerous COmMparisons:
- require({bool,string)(stratCandidate. implementation != address{@),There is no candidate) {ToshaVault.sol#1093)
- require(bool,string)(stratCandidate.proposedTime.add(approvalDelay) < block.timestamp,Delay has not passed) (Tosha
Vault.sol#1o
ToshaVault. inCaseTokensGetStuck({address) ({Toshavault.sol#1115-1120) uses timestamp for comparisons
Dangerous comparisons:
- require({bool,string)(_token != address{want()),!token) {ToshaVault.sol#1116)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#block-timestamp
INFO:Detectors:
Address.isContract(address) (Toshavault.sol#114-123) uses assembly
- INLINE ASM (ToshaVault.sol#121)
Address._verifyCallResult(bool,bytes,string) (ToshaVault.sol#259-276) uses assembly
- INLINE ASM (ToshaVault.sol#268-271)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage
INFO:Detectors:
Address.functionCall{address,bytes) (ToshaVault.sol#167-169) is never used and should be removed
Address. functionCallWithvalue(address,bytes,uint256) (Toshavault.sol#192-194) is never used and should be removed
Address.functionDelegateCall{address,bytes) {ToshaVault.sol#241-243) is never used and should be removed
Address. functionDelegateCall{address bytes . string) (Toshavault.sol#251-2 is never used and should be removed

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#low-level-calls
INFO:Detectors:
Parameter ToshaVault.deposit{uint256)._amount (ToshaVault.sol#16811) is not in mixedCase
Parameter ToshaVault.withdraw(uint )._shares (Toshavault.sol#1654) is not in mixedCase
Parameter ToshaVault.proposeStrat(address)._implementation (ToshaVault.sol#1881) is not in mixedCase
Parameter ToshaVault.inCaseTokensGetStuck({address)._token (ToshaVault.sol#1115) is not in mixedCase
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-conventions
INFO:Detectors:
Redundant expression "this (TeshaVault.sol#584)" inContext (ToshaVault.sol#578-587)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#redundant
INFO:Detectors:
ToshaVault.upgradeStrat() {Toshavault. 501#1 -1169) uses literals with too many digits:
- stratCandidate.proposedTime = (Toshavault.sol#1166)
Reference: https://github. CDWIC|vt1cf511thn iki/Detector-Documentation#too-many-digits
INFO:Detectors:
renouncelwnership() should be declared extern
- Ownable.renounceOwnership() ['Dshabault sol#r
transferOwnership(address) should be declared extern
- Ownable.transferOwnership(address) | DShaJault sol#
name( ) should be declared external:
- ERC20.name{ ) (ToshaVault.sol#671-67
symbol{) should be declared external:
- ERC20.symbol{) (ToshaVault.sol#679-681)
decimals({) should be declared external:
- ERC20.decimals{) {ToshaVault.sol#696-698)
transfer{address,uint256) should be declared ex telha
- ERC208.transfer(address,uint256) ( Dshaaault sol
allowance(address,address) should be declared extern
- ERC20.allowance(address,address) i'oshaUault.sol#?%D—?%-
approve({address,uint256) should be declared externa
- ERC20.approve(address,uint256) (Toshavault.sol#741-744)
transferFrom({address,address u1nt;5t; should be declared ex
- ERC20. transTe|F|owLajj|ess address,uint256) {Toshavault.sol#759
increaseAllowance(address,uint256) should be declared externa
- ERC20.increaseAllowance({address,uint256) (ToshaVault.sol#777-780)
decreaseAllowance(address,uint256) should be declared externa
- ERC20.decreaseAllowance({address,uint256) {ToshaVault.

statements

decreaseAllowance({address,uint256) should be declared externa
- ERC20.decreaseAllowance(address,uint256) {ToshaVault.
getPricePerFullshare() should be declared externa
- ToshaVault.getPricePerFullshare() i_DShahault.sol#QQE—
proposeStrat{address) should be declared externa
- ToshaVault.proposeStrat(address) i'oshavault.sol £1881-1689)
upgradeStrat() should be declared external:
- ToshaVault.upgradeStrat() (ToshaVault.sol#1697-1109)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public-function-that-could-be-declared-external
INFO:51lither:Toshavault. sol analyzed (10 contracts with 75 detectors), 59 result(s) found
INFO:5lither:Use https://crytic.io/ to get acce to additior detectors and

Slither log >> ToshalLPVault.sol

INFO:Detectors:
ToshalLPVault.constructor(IVault,IStrategy,string,string,uint256). name (ToshalPVault.sol#977) shadows
- ERC20. name { DshaLPhault sol#658) (state variable)
ToshalPvault.constructor(IVault ,IStrategy,string,string,uint256)._symbol (ToshalLPVault.sol#978) shadows
- ERC20._symbol { ToshaLPVault.sol# #659) (state variable)
Reference: https:ffgithub.cowfcryticfslitherfwikifDetector Documentation#local-variable-shadowing
INFO:Detectors:
Reentrancy in ToshalPVault.deposit{uint256) (ToshalLPVault.sol#16833-1855):
External calls:
- strategy.beforeDeposit() (ToshalPvault.sol#1034)
- want().safeTransferFrom{msg.sender,address(this),_amount) (ToshalPVault.sol#1837)
- earn{) {ToshalLPVault.sol#1838)
returndata = address({token).functionCall({data,S5afeERC20: low-lewv failed) (ToshalPVault.sol#537)
want{).safeTransfer{address(strategy), bal) (ToshalLPvault.sol#
strategy.deposit() (ToshalLPVault.sol#1864)
(success,returndata) = target.call{value: value} ) {ToshaLPvault.sol#216)
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Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-2
INFO:Detectors:
Reentrancy in ToshalPVault.deposit{uint256) (ToshalPVault.sol#1833-1655)

External calls:

- strategy.beforeDeposit() (ToshalPvault.sol#1834)

- want{).safeTransferFrom{msg.sender,address(this),_amount) (ToshalLPvault.s

- earn{) {ToshaLPVault.sol#1038)
- returndata = address(token).functionCall{data,SafeERC20: low-le i ) {ToshalPVault.sol#537)
- want{ ).safeTransfer({address(strategy),_bal) (ToshalLPvault.sol#186

- strategy.deposit() (ToshalLPVault.sol#1664)
- (success,returndata) = target.call{value: value}{data) (ToshalLPVault.sol#216)

Parameter ToshalPVault.withdraw(uint256)._shares (ToshalPvault.sol#1879) is not in mixedCase
Parameter ToshalPVault.notifyR rds{uint256). totalsStake (ToshalPvault.sol#1148) is not in mixedCase
Parameter ToshalLPVault.proposeStrat{address)._implementation (ToshalPvault.sol#1166) is not in mixedCase
Parameter ToshalLPVault.inCaseTokensGetStuck(address)._token {ToshalLPVault.sol#1280) is not in mixedCase
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-conventions
INFO:Detectors:
Redundant expression "this {ToshalLPVault.sol#5983)" inContext ['DshaLPVault.sol#“ST—SQC]
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#redundant-statements
INFO:Detectors:
ToshalPVault.upgradeStrat() (ToshalPVault.sol#1182-1194) uses literals with too many digits:

- stratCandidate.proposedTime = 50 (ToshaLPVault.sol#1191)
Reference: https://github.com/crytic/slithe iki/Detector-Documentation#too-many-digits
INFO:Detectors:
renounceOwnership({) should be declared external:

- Ownable.renounceOwnership({) {ToshalLPVault.sol#633-636)
transferOwnership({address) should be declared external:

- Ownable.transferOwnership{address) (ToshalPvault.sol#642-646)
name( ) should be declared external:

- ERC20.name{ ) (ToshalPVault.sol#680-682)
symbol{) should be declared external:

- ERC20.symbol{) (ToshalPvault.sol#6358-690)
decimals{) should be declared external:

- ERC20.decimals() (ToshalPvault.sol#785-707)
transfer({address,uint256) should be declared externa

- ERC26. transfeltajj|ess uint256) (ToshalPVault.sol#731-734)
allowance(address,address) should be declared external:

- ERC20.allowance(address,address) (ToshalPVault.sol#739-7
approve(address,uint256) should be declared external:

- ERC20.appr address,uint256) (ToshalLPVault.sol#
transferFrom{address,address u1nt;5t; should be declared externa

- ERC26. transTe|F|owtajj|ess address,uint256) {ToshalLPVault.sol#768-772
increaseAllowance(address,uint256) should be declared external:

- ERC20.1increaseAllowance(address,uint256) (ToshalLPVault.sol#7386-789)
decreaseAllowance(address,uint256) should be declared external:

- ERC20.decreaseAllowance(address,uint256) (ToshalLPVault.sol#805-268)
getPricePerFullshare() should be declared external:

- ToshalPVvault.getPricePerFullshare() (ToshalPvault.sol#1018-1820)

getPricePerFu hare( ) external:
- ToshalPvault. gAtP|1c9PA|Fu11°ha|ﬂll (ToshaLPVault.sol#1818-10820)
proposeStrat(address) should be declared external
- ToshalPVvault.proposeStrat{address) (ToshalPvault.sol#1166-1174)
upgradeStrat() should be declared external:
- ToshalPVvault.upgradeStrat({) {ToshalLPVault.sol#1182-1194)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public-function-that-could-be-declared-external
INFO:5lither: ToshaLPVault sol analyzed (11 contracts with 75 detectors), 68 result(s) found
INFD SlLther Use ht s i s5 to d d at

INFO:Detectors:
‘DSHA.setGouernance[address)._gouernance {MasterChef.sol#1087) lacks a zero-check on
rnance = _governance (MasterChef.sol#1689)
MasterChef.constructor({TOSHA, address,address,address,uint256,uint256)._reserveFundsAddress (MasterChef.sol#1139) lacks a zer
o-check on :

- reserveFundsAddress = _reserveFundsAddress (MasterChef.sol#1158)
MasterChef.constructor(TOSHA,address,address,address,uint256,uint256)._farmingRewarderAddress (MasterChef.sol#1148) lacks a
zero-check on

- farmingRewarderAddress = _farmingRewarderAddress (MasterChef.sol#1151)
MasterChef.constructor(TOSHA,address,address,address,uint256,uint256)._rewardPoolAddress (MasterChef.sol#1141) lacks a zero-
check on

- rewardPoolAddress = _rewardPoolAddress (MasterChef.sol#1152)
MasterChef.updateReserveFundsAddress(address)._reserveFundsAddress (MasterChef.sol#1184) lacks a zero-check on

- reserveFundsAddress = _reserveFundsAddress (MasterChef.sol#1185)
MasterChef.updateFarmingRewarderAddress(address ). farmingRewarderAddress (MasterChef.sol#1189) lacks a zero-check on

- farmingRewarderAddress = _farmingRewarderAddress (MasterChef.sol#1190)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#missing-zero-address-validation
INFO:Detectors:
Address.isContract(address) (MasterChef.sol#311-320) uses assembly
- INLINE A5M (MasterChef.sol#318)
Address. verifyCallResult({bool,bytes,string) (MasterChef.sol#456-473) uses assembly
- INLINE ASM |”aSt°IChQT sol#465-468)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage
INFO:Detectors:
Address. verifyCallResult{bool,bytes,string) (MasterChef.sol#456-473) is never used and should be removed
HjjIQSS TunctlonCalllajjlnss bthS' '”aStQIChQT sol#364- ;DJ\ is ne ed an hould be removed

fath.sub{uint256,uint256) (MasterChef.sol#559- “f“} 1s never used and should be
Math. tlvujjlu1nt45t,u1nt45t; {MasterChef.sol#482-486) 1 used and should
fath.tryDiv{uint256,uint256) (MasterChef.sol#518-521) 1 used and should

M
M
M
Hdth.tly”)jlulht;E[,ulHt;EE} LHastelcheT.sol#523—531] 15 never used and should
M
el
T

o oo o
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|D ID lD
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|D

Math. tryMul{uint256,uint256) (MasterChef.sol#503-511) is used and should
Math. trySub{uint256,uint256) (MasterChef. 501#405 496) is never used and should
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Solidity Static Analysis

FeeManager.sol
Gas & Economy

Gas costs: ) 4

Gas requirement of function StratManager transferOwnership is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 60:4:

Miscellaneous

Constant/View/Pure functions: ) 4

StratManager beforeDeposit() - Potentially should be constant/view/pure but is not Note: Modifiers are
currently not considered by this static analysis.

more

Pos: 2044

Guard conditions: ) 4

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e g. invalid input or a failing external component.
more

Pos: 221:8:

Guard conditions: ) 4

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 227:8:

FeeManagerLP.sol

Gas & Economy

Gas costs: p 4

Gas requirement of function StratManagerlLPtransferOwnership is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 59:4:

Miscellaneous

Constant/View/Pure functions: )~ 4

StratManagerlL P beforeDeposit() : Potentially should be constant/view/pure but is not. Note: Modifiers
are currently not considered by this static analysis.

more

Pos: 221:4:
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Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 234:8:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 240:8:

LPTokenWrapper.sol
Security

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

Address functionCallWithValue(address, bytes,uint256 string): Could potentially lead to re-entrancy
vulnerability.

more

Pos: 181:4:

Gas & Economy

Gas costs: x

Gas requirement of function LPTokenWrapper_stakeToken is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or

actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 535:3:

Gas costs: ) ¢

Gas requirement of function LPTokenWrapper withdraw Token is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or

actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 541:3:

Miscellaneous

Constant/View/Pure functions:

Address.isContract(address) : I1s constant but potentially should not be.
more

Pos: 93:4:

Constant/View/Pure functions: b~ 4

SafeERC20._callOptionalReturn(contract IERC20,bytes) : Potentially should be constant/view/pure but
is not

more
Pos: 502:4:
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Guard conditions: ) 4

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external component.
mare

Pos: 510:12:

StratManager.sol
Gas & Economy

Gas costs: ) 4

Gas requirement of function StratManager transferOwnership is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or

actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 60:4-

Miscellaneous

Constant/View/Pure functions: ) 4

StratManager beforeDeposit() - Potentially should be constant/view/pure but is not. Note: Modifiers are
currently not considered by this static analysis.

more

Pos: 204:4-

Guard conditions: ¢

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your

code). Use "require(x}" if x can be false, due to e g. invalid input or a failing external component.
more
Pos: 172:8:

StratManagerLP.sol
Gas & Economy

Gas costs: ) 4

Gas requirement of function StratManagerLPiransferOwnership is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or

actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 59:4:

Miscellaneous

Constant/View/Pure functions: ) 4

StratManagerlLP.beforeDeposit() : Potentially should be constant/view/pure but is not. Note: Modifiers
are currently not considered by this static analysis.

more

Pos: 221:4:
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Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 178:8:

Guard conditions:

Use "assert(x}" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 193:8:

StrategyCommonLP.sol
Security

Transaction origin:

Use of tx origin: "tcorigin” is useful only in very exceptional cases. If you use it for authentication, you
usually want to replace it by "msg.sender”, because otherwise any contract you call can act on your
behalf.

more

Pos: 980:12:

Check-effects-interaction: ) 4

Potential violation of Checks-Effects-Interaction pattern in StrategyCommonLPwithdraw(uint256):
Could potentially lead to re-entrancy vulnerability. Note: Modifiers are currently not considered by this
static analysis.

more

Pos: 968:4-

Block timestamp: ) 4

Use of "block timestamp™: "block timestamp" can be influenced by miners to a certain degree. That
means that a miner can "choose" the block timestamp, to a certain degree, to change the outcome of a
transaction in the mined block.

more

Pos: 1020:111:

Gas & Economy

Gas costs: )~ 4

Gas requirement of function StratManagerLP.transferOwnership is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 717:4:
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Gas costs: ) 4

Gas requirement of function StrategyCommonLP.beforeDeposit is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or
actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 989:4:

Miscellaneous

Constant/View/Pure functions:

Address.isContract(address) : Is constant but potentially should not be. Note: Modifiers are currently
not considered by this static analysis.

more

Pos: 94:4:

Constant/View/Pure functions:

StrategyCommeonlLP_removeAllowances() : Potentially should be constant/view/pure but is not. Note:
Modifiers are currently not considered by this static analysis.

more

Pos: 1134:4:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e g. invalid input or a failing external component.
more

Pos: 955:8:

StrategyDualLP.sol

Security

Transaction origin:

Use of tx.origin: "tx.origin” is useful only in very exceptional cases. If you use it for authentication, you
usually want to replace it by "msg.sender”, because otherwise any contract you call can act on your
behalf.

more

Pos: 986:12:

Check-effects-interaction: x

Potential violation of Checks-Effects-Interaction pattern in StrategyCommonl P_harvest(address):
Could potentially lead to re-entrancy vulnerability. Mote: Modifiers are currently not considered by this
static analysis.

more

Pos: 1012:4:

Block timestamp:

Use of "block timestamp™: "block timestamp™ can be influenced by miners to a certain degree. That
means that a miner can "choose" the block timestamp, to a certain degree, to change the outcome of a
transaction in the mined block.

more

Pos: 1031:114:
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Gas & Economy

Gas costs: x

Gas requirement of function StratManagerl P transferOwnership is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions or

actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 717:4:

Gas costs: X

Gas requirement of function StrategyCommonLP.harvestWithCallFeeRecipient is infinite: If the gas
requirement of a function is higher than the block gas Limit, it cannot be executed. Please avoid loops in

your functions or actions that modify large areas of storage (this includes clearing or copying arrays in
storage)

Pos: 1005:4:

Miscellaneous

Constant/View/Pure functions: ) 4

Address.isContract(address) : Is constant but potentially should not be. Note: Modifiers are currently
not considered by this static analysis.

more

Pos: 94:4:

Constant/View/Pure functions: ) 4

StrategyCommonLP.__removeAllowances() : Potentially should be constant/view/pure but is not. Note:
Meodifiers are currently not considered by this static analysis.
Pos: 1146:4:

Guard conditions: ) 4

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your

code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external component.
more
Pos: 1074:8:

StrategyTosha.sol

Security

Transaction origin: ) 4

Use of borigin: "bx.origin” is useful only in very exceptional cases. If you use it for authentication, you

usually want to replace it by "msg.sender”, because otherwise any contract you call can act on your
behalf.

more
Pos: 879:12:
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Check-effects-interaction: x

Potential violation of Checks-Effects-Interaction pattern in StrategyTosha__harvest(address): Could
potentially lead to re-entrancy vulnerability. Note: Modifiers are currently not considered by this static
analysis.

Pos: 905:4:

Gas & Economy

Gas costs: ¢

Gas requirement of function StratManager transferOwnership is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions
or actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 640:4:

Gas costs:

Gas requirement of function StrategyTosha beforeDeposit is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions
or actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 889:4:

Miscellaneous

Constant/View/Pure functions: ) 4

Address.isContract(address) : |s constant but potentially should not be. Note: Modifiers are currently
not considered by this static analysis.

more

Pos: 163:4:

Constant/View/Pure functions: ) 4

StrategyTosha._giveAllowances() : Potentially should be constant/view/pure but is not. Note: Modifiers
are currently not considered by this static analysis.

maore

Pos: 996:4:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e g. invalid input or a failing external component.
more

Pos: 968:8:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) literal values since those
yield rational constants.

Pos: B02:15:
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ToshaVault.sol
Security

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

Address functionCallWithValue(address,bytes,uint256,string): Could potentially lead to re-entrancy
vulnerability. Note: Maodifiers are currently not considered by this static analysis.

more

Pos: 202:4:

Check-effects-interaction: ) 4

Potential violation of Checks-Effects-Interaction pattern in ToshaVault upgradeStrat(): Could
potentially lead to re-entrancy vulnerability. Note: Modifiers are currently not considered by this static
analysis.

more

Pos: 1097:4:

Block timestamp: ) 4

Use of "block timestamp™: "block timestamp” can be influenced by miners to a certain degree. That
means that a miner can "choose" the block timestamp, to a certain degree, to change the outcome of a
transaction in the mined block

Pos: 1099:65:

Gas & Economy

Gas costs: )4

Gas requirement of function ToshaVault transferOwnership is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions

or actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 633:4:

Gas costs: ) 4

Gas requirement of function ToshaVaultinCaseTokensGetStuck is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions

or actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 1115:4:

Miscellaneous

Constant/View/Pure functions: ) 4

Address.isContract(address) : Is constant but potentially should not be. Note: Modifiers are currently
not considered by this static analysis.

more

Pos: 114:4:
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Constant/View/Pure functions: ) 4

ToshaVault.inCaseTokensGetStuck(address) : Potentially should be constantfview/pure but is not.
MNote: Modifiers are currently not considered by this static analysis.

more

Pos: 1115:4:

Guard conditions: )4

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 1116:8:

ToshalLPVault.sol

Security

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in

Address functionCallWithValue(address, bytes,uint256,string): Could potentially lead to re-entrancy
vulnerability. Note: Modifiers are currently not considered by this static analysis.

more

Pos: 211:4:

Check-effects-interaction: ) 4

Potential violation of Checks-Effects-Interaction pattern in Toshal PVault notifyRewards(uint256):
Could potentially lead to re-entrancy vulnerability. Note: Modifiers are currently not considered by this
static analysis.

more

Pos: 1140:4:

Block timestamp: ) 4

Use of "block timestamp™: "block timestamp" can be influenced by miners to a certain degree. That
means that a miner can "choose" the block timestamp, to a certain degree, to change the outcome of a
transaction in the mined block.

more

Pos: 1184:65:

Gas & Economy

Gas costs:

Gas requirement of function Toshal FVault transferOwnership is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions
or actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 642:4:
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Gas costs: ) 4

Gas requirement of function ToshalLPVault.inCaseTokensGetStuck is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid loops in your functions

or actions that modify large areas of storage (this includes clearing or copying arrays in storage)
Pos: 1200:4:

Miscellaneous

Constant/View/Pure functions:

Address.isContract(address) : Is constant but potentially should not be. Note: Modifiers are currently
not considered by this static analysis.

more

Pos: 123:4:

Constant/View/Pure functions:

Toshal PVault.inCaseTokensGetStuck(address) : Potentially should be constant/view/pure but is not.
Mote: Modifiers are currently not considered by this static analysis.

more

Pos: 1200:4:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e g. invalid input or a failing external component.
more

Pos: 1141:8:

Materchef.sol

Security

Check-effects-interaction:

Potential violation of Checks-Effects-Interaction pattern in
Address_functionCallWithValue(address,bytes,uint256,string): Could potentially lead to re-entrancy
vulnerability. Mote: Modifiers are currently not considered by this static analysis.

more

Pos: 399:4:

Check-effects-interaction: *

Potential violation of Checks-Effects-Interaction pattern in MasterChef.harvest(): Could potentially lead
to re-entrancy vulnerability. Note: Modifiers are currently not considered by this static analysis.

more

Pos: 1158:3:

Gas & Economy

Gas costs: p 4

Gas requirement of function ERC20.name is infinite: If the gas requirement of a function is higher than
the block gas limit, it cannot be executed. Please avoid loops in your functions or actions that modify
large areas of storage (this includes clearing or copying arrays in storage)

Pos: 826:4:
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Gas costs: ) ¢

Gas requirement of function MasterChef.updateRewardsRate is infinite: If the gas requirement of a
function is higher than the block gas limit, it cannot be executed. Please avoid Lloops in your functions
or actions that modify large areas of storage (this includes clearing or copying arrays in storage)

Pos: 1202:4:

Miscellaneous

Constant/View/Pure functions:

EnumerableSet.contains(struct EnumerableSet. AddressSet,address) : Is constant but potentially
should not be. Note: Modifiers are currently not considered by this static analysis.

maore

Pos: 141:4-

Constant/View/Pure functions: )~ 4

ERC20 _beforeTokenTransfer(address address,uint256) - Potentially should be constant/view/pure but
1s not. Note: Modifiers are currently not considered by this static analysis.

more

Pos: 10674

Similar variable names:

ERC20._burn(address,uint256) : Variables have very similar names "account" and "amount”. Note:
Modifiers are currently not considered by this static analysis.
Pos: 1016:39:

Guard conditions:

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to eg. invalid input or a failing external component.
more

Pos: 1145:8:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) Uteral values since those
yield rational constants.

Pos: 1166:36:

Data truncated:

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) lteral values since those
yield rational constants.

Pos: 1167:37:
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Tosha.sol

Security

Check-effects-interaction: ) 4

Potential violation of Checks-Effects-Interaction pattern in SafeERC20 safeDecreaseAllowance(contract
IERC20,address,uint256): Could potentially lead to re-entrancy vulnerability.

maore

Pos: 493:4:

Gas & Economy

Gas costs: )~ 4

Gas requirement of function TOSHA mint is infinite: If the gas requirement of a function is higher than
the block gas imit, it cannot be executed. Please avoid loops in your functions or actions that modify
large areas of storage (this includes clearing or copying arrays in storage)

Pos: 816:4:

Miscellaneous

Constant/View/Pure functions: ¥

ERC20._beforeTokenTransfer(address,address,uint256) : Potentially should be constant/view/pure but
is not

more

Pos: 800:4-

Similar variable names:

TOSHA removeMinter{address) - Variables have very similar names "minters" and "_minter".
Pos: 833:16:

Guard conditions: )~ 4

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)" if x can be false, due to e g. invalid input or a failing external component.
more

Pos: 832:8:

Data truncated: ) 4

Division of integer values yields an integer value again. That means e.g. 10/ 100 = 0 instead of 0.1
since the result is an integer again. This does not hold for division of (only) literal values since those
yield rational constants.

Pos: 434:15:

Guard conditions: ) 4

Use "assert(x)" if you never ever want x to be false, not in any circumstance (apart from a bug in your
code). Use "require(x)” if x can be false, due to e.g. invalid input or a failing external component.
more

Pos: 822:8:
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Solhint Linter

FeeManager.sol

o)

FeeManager.sol:3:1: Error: Compiler version 0.6.12 does not satisfy

the r semver requirement
FeeManager.so0l:204:47: Error: Code contains empty blocks

FeeManagerLP.sol

FeeManagerLP. :3:1: Error: Compiler version 0.6.12 does not
the r semver
FeeManagerLP.: :221:47: Error: Code contains empty blocks

Error: Compiler version 0.6.12 does not
quirement

StratManager.sol

StratManager.sol:3:1: Error: Compiler version 0.6.12 does not satisfy
the r semver requirement
StratManager.so0l:204:47: Error: Code contains empty blocks

StratManagerLP.sol

StratManagerLP.sol:3:1: Error: Compiler
satisfy the r semver requirement
StratManagerLP.so0l:221:47: Error: Code contains empty blocks

StrategyCommonLP.sol

StrategyCommonLP.sol:3:1: Error: Compiler version 0.6.12 does not
satisfy the r semver requirement

StrategyCommonLP.s0l:879:47: Error: Code contains empty blocks
StrategyCommonLP.s0l:945:84: Error: Visibility modifier must be first
in list of modifiers
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.5s01:980:13: Error: Avoid to use tx.origin
.501:992:22: Error: Avoid to use tx.origin
.501:997:18: Error: Avoid to use tx.origin
.501:1003:18: Error: Avoid to use tx.origin
.501:1013:27: Error: Avoid to make time-based
decisions 1in your business logic
StrategyCommonLP.s0l:1020:112: Error: Avoid to make time-based
decisions in your business logic
StrategyCommonLP.s0l1:1033:117: Error: Avoid to make time-based
decisions in your business logic
StrategyCommonLP.s0l1:1094:19: Error: Code contains empty blocks

StrategyDualLP.sol

StrategyDuallP.sol:3:1: Error: Compiler version 0.6.12 does not
satisfy the r semver requirement

StrategyDuallLP.s0l:879:47: Error: Code contains empty blocks
StrategyDuallLP.s0l1:947:84: Error: Visibility modifier must be first
in list of modifiers

StrategyDualLP. :986:13: Error: Avoid to use tx.origin
StrategyDualLP. :998:22: Error: Avoid to use tx.origin
StrategyDualLP. :1003:18: Error: Avoid to use tx.origin
StrategyDualLP. :1009:18: Error: Avoid to use tx.origin
StrategyDualLP. :1020:27: Error: Avoid to make time-based decisions
in your business logic

StrategyDuallP.so0l:1027:112: Error: Avoid to make time-based
decisions in your business logic

StrategyDuallP.so0l1:1031:115: Error: Avoid to make time-based
decisions in your business logic

StrategyDuallLP.s0l1:1045:117: Error: Avoid to make time-based
decisions in your business logic

StrategyDuallP.so0l:1106:19: Error: Code contains empty blocks

StrategyTosha.sol

.s0l1:3:1: Error: Compiler version 0.6.12 does not

semver requirement

.s01:784:47: Error: Code contains empty blocks
.501:816:29: Error: Constant name must be in capitalized

:844:49: Error: Visibility modifier must be first in
list of modifiers
StrategyTosha.sol:879:13: Error: Avoid to use tx.origin
StrategyTosha.so0l:892:22: Error: Avoid to use tx.origin
StrategyTosha.so0l:897:18: Error: Avoid to use tx.origin
StrategyTosha.so0l:916:27: Error: Avoid to make time-based decisions
in your business logic
StrategyTosha.so0l:930:108: Error: Avoid to make time-based decisions
in your business logic

ToshaVault.sol

This is a private and confidential document. No part of this document should
be disclosed to third party without prior written permission of EtherAuthority.

Email: audit@EtherAuthority.io




ToshaVault.sol:3:1: Error: Compiler version 0.6.12 does not satisfy
the r semver requirement

ToshaVault.so0l:912:94: Error: Code contains empty blocks
ToshaVault.so0l:1085:27: Error: Avoid to make time-based decisions in

your business logic
ToshaVault.so0l:1099:66: Error: Avoid to make time-based decisions in
your business logic

ToshalLPVault.sol

ToshalLLPVault.sol:3:1: Error: Compiler version O.

the r semver requirement

ToshaLLPVault.sol:921:94: : Code contains empty blocks
ToshalLLPVault.sol:1052:34: : Avoid to make time-based decisions
in your business logic

ToshalPVault.sol:1113:60: "t Visibility modifier must be first in
list of modifiers

ToshaLPVault.sol:1170:27: ‘ror: Avoid to make time-based decision
in your business logic

ToshalLPVault.sol:1184:66: Error: Avoid to make time-based decisions
in your business logic

Materchef.sol

Materchef.: :3:1: Error: Compiler °S ] .6.12 does not
the r semver lrement
Materchef.sol:10 :94: Error: Code contains empty blocks

Tosha.sol

Tosha.sol:3:1: Error: Compiler version 0.6.12 does n
semver requirement

Tosha.s0l:800:94: Error: Code contains empty blocks

Software analysis result:
These software reported many false positive results and some are informational issues.

So, those issues can be safely ignored.
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